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. flUll JS (jk LJIJ*J| ^1 f lift I L_llllll 1 1ft 

. ljUauiII ijlj Jjjj JS J^uij ji L-iUiij uijft 

(j£j t-Al&ll I1ft (jj9 JjULa Jjji Vj t Cjjjjll (jj» jjjll) < _ y la 1^* ^ 111 <_ib£ll lift 

.<jdill Ala * u O' ®Au' ^ 


^Ijl/l <01 0jbj C_1ibllj lift JaC’ ^ ^ftLtu (j-a Jl jLuil 

(ilalj<lil tib j>$ > a Jjlj <^1 <il1 jjjSjIIj jiOll Jl t A^J u ^*^ ' 4 ^ 

. <01 tiljb JUaa JiOu t_Al&ll JaC> 

^ £j|^ll til4 ^Ifr >il^4 till jjO&lt j j£01l JS i 4jft^ft i t (joil^all 

. L-iblll A*a)ja 

. ujblll JjSJj ^ ^jIjII tibj$a»a c? lfr <^£l jjiftllj j^OII <J£ t jJjjfrl A«-%a1I 


L wail jmiAi Aa^ ; j'jp) (j-ft i. iL&I) 

^Ifr jaIuuj j jjj£ JlOu (j^uAI Ji£- J«afr 1 t CjLLluij JJLuu ^lalj CiLa i^Lla (Ja! ^ 

^ jlVl jlj Ujj jaIuLaj Ja.ja. A£>0 iji jlOluta 4 ajJ ^1 Jj^ajllj ^^til jJjlaj 

0* jIOIuia WaJ ttfjb bujfl ^Ixj <>» j t fjl»ll ^jIu»a 1I lif! Jj^ajll AljU-a 

. ASvLafcll 0 ^* 3 ^ A£j<t 2 

A .^l-v\| Ljba^O laII 

. ljLs^Ijla (Ja\j JOLuu ^Jalj ibl&xui <—ij4a Jac4 
JIaa ^1 (_y2 aJfrLui.all jl ajb*kbuVlj LjLa^lxall 
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ljljK u*i jjLj £UjLj 

: cjliAuJ! jjkZ £ujtf 

ejljj Clujc. <■ -f'f ' 1 <JjIjI J dit-ij Cli-A A ■vj'i ClujliVt jjlaJ 

ejt jjl <*jl2ll j 4 _LojJJ^ 1I t ' n „1 j^Jl JaJj ^ 4j£j^aVI 

aSj..’. LgJl (_^l # j£l j-a o^C. Clilj A^Jjuo (Jj£joal tilljj i^uaxj ' C ‘ ^***.' J'w^ajVlj 
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Aj-ftllstl! 4-yjlt a£a*jo ciiLou ) H ^ ©A ^ ^>»‘N' fl*]t J I CjL^jVI 

(World (www) j^jA? ^ jj^j£ A f^(www) 

JAh * (ISOC) ^ cAA M A £ Wide Web) 

0aU JJ jjg )\ ) ^ ^ J ^ * * * . * * * CjU j2jVI ^SJjAoa A AC- 

c^ijiiV! (^, ^u^ ) ^qu^ A ^ j'j^Netscape Navigator. 1996 

(jjiLil <ja CljLmxjoiill j^ljl Sj^ll CjljjIjVI <£Jjuj cjjj^Ia 

AAC» Jjt^J J£jujI AJjuj (JA ClujJjVl ^A^Jjuia AA£* l Qr^.1 l A> n ^ (JJJjuojlII 

<Ja*J CllL<uud]| Y % * ^ ^ ^ * CllJjliVI (^ ^ ^Qj^ >>^ 

JajLuj^ ^1 C^I^LujI S^IjC- (J^Ij *4 CllljilallAll l^j L-J^jujL^. A^Jjuj 

A^jjuoll Jl j ^jll tdlj jlil .Aj^LujV 

• L-s ljILlui 

-Jij jVo^ (^S^\ ^!*liaJuAj Jl ^Uaj L-J jjujL^JI A^Ajoi 

Lgjjj djUUillJ Jjl j diLacJ^ j^ajVI 
^)jujLia1I ^gjujj c^lJ IjI Aj\ AjuUall 

C-^^juoL^il CIjI^Jjuj ^jIixj ^Lc> J^JJ a ^j*■ 

^j) (Jaa 1 g x>13M Ia^. A^Jjudll C_JjjujL^J| S^-^.1 (jl (^JA 

^j^aaII (^aj LAN ^jW a a£jjuj <1L^JI &a^ A£jAill ^ajujjj Sa^.Ij 
^1 ^jAaII LlA^Jjudl! (JjA SAj*j S^^-^.1 4x»^A^A ^JA ^J^£a (j) 

jl diijliVLj jU^Vl (jA c**iKuu\l £>a^ <Jja Jj^aj ^jjj djljllll j JjaII 

LaojI c WAN ^ ^Aaj a£^joi Iaajc. a£^joi]| j (Satellite) 

(JA 4X> JA^ A -lajjj PAN Ai\ 1 A£jAi]| C^11 a 

aA^JjoIaII 



















4 A ^ U M A^Jjaill (^Aa l Un-N. pLxjdB'! SAC- ClA^Jjaill ^ XJd 3 J • LjLSjaoII 

CAjjSjVI <JliA SAjjuII CAliLud^U ja^Vui 


Jjj AjI^JjA AjLjujI jll dj\ ^ Uu\t jl 

Local Area ^a^LoA ^ill i*aKu*\i l-jjSI caIsLuia] ^a^iLuA 

Sj-iij^a]| A \A\ SaIc. cjI£^ 1! g-jill Ioa Network LAN 

aac* # Ia <J^1a L5^ 4-jjjujL^JI a£jjuj jl ciil£^)judll ^j^3 a^. 1 jl CAl *A <Jja 

£)A^ JaJjlj 500 J] L*ijW^ C> JSVl £ jlJJJ £jill Iaa ^ 

JSU 1 I jl j£jJI C 5 I switch J hubs^' cr^J J] s j^Vl 

JaJ^)l ^AiAjuiJ (^JA ' g ^^htA -laJj (J*Q» )\ 

caULiJI JiLi] ^aLi. j tSl^Lail CAt^uu\l Iaa <J!ia SaIc- 


caUIa!! j caLg^LlaII ajjj (3^ a£jjA]| (Jj^aiiAll ^j£^Aj # aj^Luj^UI jl 

CALudJUJjjAl! ^3 SaLc» I A& k n w-MIS ^ 4J, ^IAjuj jl JJ ^lc» &Aj^ ^aII 

^LalSVI (J-1J A^jiudAll CIjLg^LlaII cJ^Jj (Ja*J| (Jjg xxn cJ^-l (^A AAUaUJI j SjJ» x«^\t 

.<y>* 

;tg-iA cAajjjojL^JI A£ajui]1 <jaj (Jj^aji] SAC* ^1 jAJ 



. Mesh networks ^iLa]! jSI aJL jla .) 

.Star networks ^a^jJI jll T 

.Bus networks A^aiJI jll A%jia T 

.Tree networks d^>jSi .£ 

.Ring Topology Ajii-JI jll Aijjia .° 


# (Jjj^aillltj f\) xX] J 

• ljLLu^II Ai)jfl j uitAAt 

JaUjj SAc^UIaII (J^LgV! ^ AijsVl (JAJ Jtj^ajVI J] A^Laii c**lKuu\l CAj^Ja 
^!l Aj^UJI dlO A c^IIa! a ^jjialill c^Ua ^3 AoLujj ^4 qV*^ A\ AjLgA^JI 

A^^juoII ^^^)3 cJ^g CALg^LlaII ^jA\ A^jLuIaII ^A^AjuiaII ^aOaJ c-LuajI 

(JIa j ^3 a£jLola1I c^Wa^ j AaJJ ^al h ij ^laLlA SAC* SjjuoIiaII 

jls c^Ua! # Aj^aLi. AjuUa ^ g ^ cJ_^! (jl VAj SAxj AC>1 jJall All 

A^JjuJI ^3 jjlJ^jua^ll A^JJjoA (JaC* AjJJ CAl£^jAi]| 

S^juJJJaII AjaUujyAli ^1 A^^jalll ^Jj3 ^LJA^k ^^JjlUA ^^ ^C»Ali^ S^IA^I 

SAC* c^Ul i^S J AaA cdlAl # A-j3l^)i-^. ^jialjA SAC* 
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• uAj-uuSH ^AS (jA j CjlLui fLuut ^jl\ CjJ j u^J uAjm) 

# dAjLull j ^laI^II a^^LuLaII - ) 
A^JjUdll ^3 A^^Lju1a]| - Y 

AiLalAll S^bllA (JjijaJj AaIojI - V 

^Uaill Aj^£^)a]| - £ 

S^C*Liaa Ajsl^i^. JjjaljA (^jiudA ^Ic* S*1 ^.^a <JaC* CIjIc*a pLudjI A.ijI£aI - & 

JaJ^) ^JA S^Cr L-^Wl ^ L_LudUJl CIjL^JjuO £.Ludj| C^l C_jIjjujV| a^A £a j 

jjjIjjjJI I.1A nn &JA ^3 (Jj3j A-^Jjuj ^3 

aJlc* IgJ Ia a£^>ja £jJaJ JjVn\ jjjLnjudll C1 A£aja]| tillS ^.LajI SJljlill U1 C\nuu 

L qj*S aJL^JI aAA ^3 Jojjj a£jjuj (JjAj JjjaLiA i^C* £^j^)3 

(JU CIjUa j AjjaII (j-^aljSVl CIjUa Jl ^LI^Aa # ClAjbbl JIAiLujI ^jj 

Cj &j\\ ^ja jAA ^JjJjuj lAA j £^^)3 CJ^J J) L>* CIAajIxaII 

lAA^ ^ SA^.1^ AjuUa ^lli^Jjud A^Jjuj (JJ^j AjI c^lI a ^li c_ijJal ^ ^ 

^AjujjujJ^aI! J^I^a ^3 ^ jAA j r L ^ 
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^j]|j Clil£jjud]| A-U3J A^^.j A-IaAI 0lmjaiJ JjjLuJI jjjIjjjuJI (J^LA (^ja 

Ia ^)JC* AjAL^oI&VI L_Lill£li]| j ^£juiJ (_£A]| J <Jbbl jJ - ) 

1 ^ y ^ ^JA SA^&aI| C-JJjujI j^JI CIjIa^I^. Jja a£jja1I A a^3j 

(J^a <-J^ j Cli3jll jj3JJ - Y 

cJ^jaj Ajoua^aII (3^ £A£+ti\ a jiVi ^ajujj - V 

J^LUaII ^A di3jll (jJdij djUUill ^Jjdij ^hVuxil a£aja]| ^a^Vuua 

A-jSl^i-^Jl 

Jl Iaa aJj^ja a etc; ^ (jUaill jILoia ^juj j3ll A-ijI£a! - £ 

.A^ldjVI S^bj 
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dnA (jA jj) 

Types of Networks by Geographical Area 


Local Area Networks - (LAN) 

4 JjjaLLoll A£aj1 

Wide Area Networks - (WAN) 

\a\\ 4 l\) 

Campus Area Networks - (CAN) 


Personal Area Networks - (PAN) 

4_A-aLiu A^Jjuo 

Metropolitan Area Networks - (MAN) 

2LiOe!l ^ 

Wireless Local Area Networks - (WLAN) 


Global Area Networks - (GAN) 

2uJU]| a£*&\ 
*♦ * 

Storage Area Networks - (SAN) 
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MAN metropolitan area network 
LAN local area network 
PAN pertoml area network 


JjSjj dAj j dAjj£^ll <J!Ldj ; 4 £jA 11 AdLJ) 

LuS djULnll Jldii j 1 g n jL^ajVI j 

J dj|JJjl J\\ <J!Lg A^n*i\l Jalij J ^ djUj£^ll aJlA <JlLdj 1 Vn 

^9 S^g ^ Vt saa ^jjoij ^^kioj s^g ^&a& Cy^ ^ djljaj^l ^ dj| ^jjojj^judll 

<LgaUlji 
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&AA 


(^^>JalJ ^jSLul <jVi 

; cA£*ti\ 


S^c- Jojjj a£jjuj ^jc» S^Ijc* ^A j 4_^.Lola1I S^j.Wa A jW a\I A^jjudll aAA ; LAN 
JjjUa £y& £y* (Jj^a (Jaa *Qj* ^ 4-}3l^}i_^. (J^J AjLajujL^ 

caI£^I ^ja ^Aj A^^yl j\ ^3julLua jl A* Ay (JlLa j\ SjjL^a ^jLia S^jI 

cA^JJUdll lA\a ^A CllljjudL^ J\ 0aI^)J jl S^XA (^JA AAa Ia <£jjud]| &AA 6 IjLaLljl 

{&<\W j L§j3 (Ja*JI A j Aa^ULII a£jjoi]| &A^J A qjq"s <£jjuj <Jaxj 

.4^ 



^A j IjLuUjI ClA£jjul]| (^JA <^A J (_£Aa]| <L^>jllLa 4 jLjujI^]| 4£jjul]| fi^A ; WAN 

JaJ^)J ^a^3J ^] aAA <Lila^ ^ A <L^.Luia]| 4-I^.Ij ^ja SJ^A^a jjc* 

JaJj j )) 4 jW a\I ClA£jjudll iaJ^)J ^»j3J ^ ^ji j 1 g S.^jx }\\ (jAaII j 

^^2Jjuo ^iLxJl ^3 g^j^jjaII A^Jjudll A£jjuJi &A& LxAaji ^3 A^^juill ^^^3 

2uJ& I (JjojjaII A^Jjudll &AA ^)iaxj ^jjoij 
























La 4 -L,luj jll jjIu ^aoII Lj qa a£^joi]| • CAN 

^ L_Lil£^]| j Jjlloll -B ^A^LoU A^Jjudll ^ S>^, W*a\l AjLjujI j]l 4 ^ y\M 

tJ^ ] 


i j (JjLLaJl ^9 ^AkiuA 4SUu\) &A^9 <xjujI^]| A 

_<i^)x^ail L > ^ j O^J ^AiiuiJ V C1 A£jjA1I 
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LUJ ^AiiudJj jllal ^ * _ll (^^3UJ V IgJSLoui ^jill (j-a A^AjAII &A& • PAN 

Ajl &j jU^VI 4-llc.l ^ jaAilLudJ j A 9 \\ L j| ^jA\A jl jj<J jj^ajll 
_Aj^Luj V CllLa>^lAklLoib V ^JJ jL^aliVI (jl CA jJjlill 



SAC- jl <Lal£ <JjA^a ^aJall \ g^»Qj> <Jj^aJ ClA£^juiil (j^a ^1 &A& • MAN 

<jjliLa (jAa SAC- jl 4 m ^ Cluj <Li}jjjiii]| 1 glV^l ^a j (jAa 

^Aju j U& <jjAa!I 
jl ^JaSL^oll 1 g *C-l^aJJ 4-liJj *CjaL ^a <1 jA1I jjIjA !)ilLa 


, ,J| jAAu AS ^^ ^ ^ Li I n J^ll (AjLoUUJ^oII 
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.^Ull 4_Lo Q^-**} 


Internet 
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Client / Server Networks j 
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Client / Server j ^u. 

dlj jiliVl Jajiai. j A*jUa]l j CllLiLolt jLoiaII ^-iLalluij - ^ 
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l-ujuA UjK utiH 

Physical Network Topologies 

(_^a^)l ^Ic- ^lxLk-aj]l Aj^lj y q djl^Jjuol] i o^c. jJ 
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: Bus Topology A^kaJ! 

(s ^ 0 j s^.j L§j 9 ^.jj V a£jjoi]| aL& 

^J^)l jl^ CllLa^lx^l j ClAjLnll ^aJJ j J A^jjudll 4_i3 

c*llL ^aJJj Oijk+ O+i C-l^ Sjl^l j (Jsldll j\ (Jjj^a^olL ^ajujj La ^}JC* 

j Terminator j4^' '-^ 4J-g-> ^ ^aljla ^L^yi 4 jL$j 

.Backbone -M cr^ ^ sj^Vl ^»a. iajjj ^1 y^jll <_U^' 




: Star Topology 4 j 4 >^ ) 


^.jJ (JLa (j-a *1 ^.jJ ci^ *1^.1 j ^ aL& 

^aLk cJA^ J^. J (J^JJjjuJI ^lc» JaJj ^aJJ j (jljJjjuJ 

^aJ jtgjaJl L_a3jJ ^aJJ <K 4<L^\1 jJJ V cJ^IJ^ll *1^.1 (JL»* <JL^ ^J 

A-il^oll A^AjoiII ^allc. ler j4jui j IjLaajI JJ^I A£ajoi]| C>L& <J <j-*aLk]| <Jjl£ll C &£jJ 


Lbj^J i n CIjI^uiaII ^a Lg-lj Lg-}3 J 4 \\ w^itl 4 \j^ judl I^IaJ 

Jlxj La 
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: Ring Topology AjaIxSI a^l2A\ 

^US1\ QA cJ^Joi (^5^ A£jjui ^gAj cJ^ (j5^ A£jjui]| fc^A 

A qW\l qa zy$> tj}j^^yk\ l_LujL^JI Ijla C1j\ uul -\W ^ja Ac, ja^w a iaj^)] 

(J^LuIaII <ja Ia j p-laJ C!jj^. ^ ^ > Iaa Sjjb J£jaJ dlULiJl 

. >VI 
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: Mesh Topology SjS*^I 

^Jc. Uj J)"'^"' J l£ (_}jl£ (j-a cs^ ^ <Q-ulJ A^JjalU o^A 

(JjI£ Sj^VI J Sjg-^Vt ‘UajJ^ol! (Jjlj£l! ^JA A A 

^JA *lkl ^JJjuo ^JJjJJa^ S^-^.1 Ajuoa^. li}^ <jl£ <JjA ^aII C5^ 

^gi (JL^ajVI ^jj I^a j 4 uia^ (J^HaII jLg-^JI j Jj|j£ a uia^ 

A-jIaslII aLl^Jl ^gi <1 ^Jj VJ 1^- l^> AIKa <Lj^)ia]| 



^ O 




















































: Point to point Topology ^ ^ 

AjI jjc. ^joiLia 1 g is** \ S^g^.VI -lajjj a£jjoi]| &.a& 

^ (J£juiJ J}\ g >} AJaJj ^ jtg-^. -3aJ^)ll 


o* 


fciq Uxu 


^jj ^jijjjjjudll (J!u ^ji.1 jj ijlj aJojj ^jj jj jljll Jajj S jgj^.1 

jt^ (JjULq jlgJ*> J a x jo^q J£^J ^jIuJJ^jujJ A \~* \ jj 



Workstation 


Point to Point 



Desktop PC 


: Point to Multipoint Topology cM^VI j JL-jVI 4£*S 


(JIjUjuj jJ (Jl* ^^juUJJ ^judLa (J-G (JjulJJ J A^n^tl (Jl^j A<nn\l 

jUjuJI J V^UxiVl j (JLujjVI ^xijj (jl^G ^1 ^aj£j 

djLo(J jUjj J a£u11I j A<un l'Ku" cLj!)Ij ^jj jl£ j] (JIa 

JjJ^Ia <JC* j (JIjiLudli ^jljll J jJ^i C5-^^ f J^iuJ ^g \)) La ClAjLnli j 

JljiLajVI (jLudjVI f\)kK\ (JIjiLaill 



^jJ^gJl ^-AjuoJ A£jjuo 1I D*l& : Hybrid Topology Network a ^ j 

A (/* \\ ^ uu La Jojjj AjV -LdiiJl 
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Physical Media 


UxA >» dlLa j1*-a!I j ClAiLJl Al3Lk <j>a (JSjjj ^aII )aUxijll <Jjl£ll • 

b (_£^)^.I A£jju1 ^1] A£jjuj jl A£jjuJl 

&a& ^ ^jiluj ci£lA£il ^ jjI&II ^A^yJl ^llc* d£lA£il ^1 jl\ 

; ciA^jjuJI ^l^iVI 


.l£jj^' cJJ^' Coaxial Cable 3 
£ j*H J3£l' Twisted Pair Cable T 
.<A^' <JA£1I Fiber Optic Cable T 



Coaxial Cable Fiber Optic Cable Twisted Pair Cable 

^l^iVI &a& cijIjaa^ 3 J>^M4 ^J^VI &a& cl^ cJ^ • 

; a oVi'N. *\\ 

cilLo ^ (jj^yj <^^1 ola]| auAv<i\ I cj^LI£1I ^\y\ ^ ^jj j& ; Coaxial Cable 

.all (JA£1I^ Ajjl^ A13a 1 ^ ilJ <1j-W ^ &L*] Ax- aJ iaL^a 

(Jj> ajjI jl jJAIj J^l Vuajj CIjIjIjujVI cJ^ £ u^aj 

V) La C^jL^li . CllVL^ajVIj C-ijLgJl CAl £jA (Jj 3 ^ ^^klLuaJ La£ .^kl jtg.>j 
S jjuj^juj ^)JjJ ^jJa^VL A_ial^11 AjjAx ^ A£jjudll (Jx^alil _ aJIx CAIaA jj CllL^^a 
^A^JjuoJj f j^Ij^Aa ) & - & ^)Ja3J .all (Ji£ll (j^fL) . ^alt c^lLudll ^Ac- 

jjAljll C* \\^ Ujj Ljajl A^IaVuJ ^*Jj. jJA^all &3&^ C5^ J C5“^fcO^^ Ldjl (Jail Ljajl 

jl n^V 1 Cl)lA*^a j d^-^. 1 JaJ^J ^A^lLuoJ Aia (Jl^Jal q\ Clii^.. Aj^Iajj^UIj <j£ljaill 

4 jjal^ll jaia£JI (AjI£jjJu JaJ^)l ^jujIj (jUai ^lc* ^A^Jjua _ SjLujVI cIjIa!<J1a 

< iLdVlj a1 j>w^\ 1 (il!)LjoVl-j aJI\uajjI diajll ^jj ^j£1 j b Aj\^^\I 

Ethernet 6 dii^iLj a£^i j ajjL^hII JL^Vl ajI^Ia^iLujI j ,a^j jjjall 

^jill lAA^ (JI-juojVI (_g-^l ^& 'W^9 (Jtjuo^VI ^1 ^JjJjitill (JLuojVI A-3a-^<a JaJ^)J 

/i^Aall (j^^Jj ^j^aaS t-»A j) jjaI^JI CIjIaA^j (JLujjI Ja^ ^g-^juaJ 


w 























^IdajVl j-liu \u*n d£ j \I cillk 4^a.l^\\ A 70 * n J^aII £Ujlj -Y 

(Jl j^ajVt A jLac, (J^-Juaj cillijl Lia>4dijuo J ^ >j) cJ- 0 ^ V AuaLlSIj Aj^I 

(JjV ^ VuJ j ^ ^ Y ^ ^atc- ^jlli.1 dn^.^gjj^ll (Jj£Jl ^!^)ii.lj (J^Jl <Jj^aljlillj 

^ Axuc.1 ^gill JjVl tgijjk Jy^y AT&T di^li cillk a*jj ^ ^ ^ ^Lc' S^q 

<J^Ij*Jl tA JJC. j ^5 JJ^■alt (jAll C5^ ddc*l ^gill ^a ) ^ £ ♦ ^alc. ^aUadll <Jk!ul ^aJ.Audlll 
. JShJ ^A c -^u J d±^ Ad^dall c-bUlVlj 5Jj^ll dl3UVI J] >VI 

(Jj^a^ aII L<A d)3d^a^ aII Jdjl ^a JLa.lj JI^aII L&l) Ajjj V 

Jj^-a,w‘d (Jj£JU dn^xjj 1*1^1 ^Ijldli ^a j ^.^.jLiJIj ^li.1^1 

^^^A Aukl j 4 3 \la l^iiijj jLiJl (Jj^a jjtA I (JC- ^jIj^)^£ (^5^1^! 

djIjldVI 4u3 JijJJ fcjLc- ^i^l^ll (Jx-a^ a!I b ^JLaxJjujI^ 4 (Jg judl3 

Jj^a^ a!I b dljj^a ^aduda^a jl (jjQjVi jl du^luj (Jjt£ (JlLa t ^lLuo^aII 
Lg-L^aSJj ^i^l^lll (Jj^-a^ aILj laj^kjj ^1 ^aII L qVi^s^ ^^jU/ax S^Lc- 

l*131J ^a tilj^a ^J^ll J ■ ^ J Cj£* 

(^a ^juoJ dlljldVI (J-^aJU (illiAj A-iIHa dU jjj\ jLg-J ^aJaillj Ajjj^^\ 1 di3ljl£Jl 

^Jj SjLujVI L)^ >W \\ ^Aj 6 ^)-l 1£ L_ijUaj 4J Jj^a.dj3Ljl£JI 

4 q\^-v js\\ AjAjlII c^lliA . A-jjoLlSal i» ^j^)^£j| (JjQ^ ^ ^ J ^.9 c^531jujVI 

^ A-iJ jjj£JV I j A-ijtj^^^ (j^ajl x-o'vti £a l^-Lo ^ 

4 3 * A ^al^-xi ^xxu^aJ 4j| d 


I^J .djIjldVI (J^ U^ajx^a-S ^l^aJ dj3Ljl£Jl (J -£ 

djljjjlll (Jill cJaxj dj^L^aj cill^£j jjj|^)]|j ^jj^llll dull AJ^adudJ 

t j d^> ^ l^J 4_JlxJl 


l ^ L AA DJAdLa djIjLujj LgJ ^AJUOJ Id] I cJ^l cJ^*- 3 

jSjj ^jiajlidl ^1 jiI 2"4jdll dull dj3Ljl£ dA*Jl ^ l^ljLklLuoV 4ul1do 

^j» ^Ic- dj^I ^jiaLiiJl ^Ic- d)ljld3U ^AjuoJ L<ua ^ jaLllal lx * j^)^£Jl J^ldll ^a 4uL<l^. 
SjIuj ^jjl ~\a\\ c^331juoV| ^-1] DjldVI L-jI^IsI ^d<u j (J^ial djliLai^il (JSlu 

JaJ^)l Ua.^1 ^J^la a^aUudJ { ^ . djijj^all djl^j^o ^11 4d^a^ aII (J^ 

^da^)C. ^A ^lill jL^aJ^I ASjjuo 

Aij^)Ja ^A jj^k^ll (Jd^l! Lgu cl^y 4-3J^)Jall JJJ^aII (J^ldll (J-aP A-jl 

4ulkl^ll dj3L-a j><ill (J jia LgJLuojj ^aJJ (Jilli CS^) CuljldV IJ ^JaUjudJ 

^j .a tilli ^Ld (Ji^ll dil^Ll^JVI (J^ cil^^UJ V DjldVIJ 

Jj^ajJ (^gill (Jj.W^all (Jx-a^dl UJ^y J-aII r^ djj^Jl 

c-^jVi J!Wi D^juo^j do D^ldl ^1 dj|^Ld3U (_}^1 ^k\l (_g^j)^\^\l ciiUl tJ’W*') \ 


u 





















D b JjHII ^sLjujJ L^IlSlJa (^Jj& 1, Uajj ,VM 1 D^IjujV' 

^ja (Ja.^j j ^-^.jLiJl ^aII ^S] SjLujV! (j'^39 (J^ju) ^-SUalt 

(illi L_iiill]| <j£aj ^j£Jj Sjjj£ cijliifklll A-JULg (Jil ^ cJAll SjLuj] 

x«o a ^Jajuol^J djI^LjuoV' ^-9 

I ^g Jj^la'I (Jjl^ll (JA (jLc-jJ - 


Thin-S' c> j^' j c> l $j* j £j^S' Thick net • 

net. 

Thick net. -S' c> ^L^l! jSJj L^jI ^j3 ^^S' ^jill 11 a Thin net • 


Thick -S' ^jiS' Ia& mbps^ % <c.^>jud]| ji* o % % ^iL^I 

Thin -S' ^^iSI mbps^ % jaaII jIa T * * <9Luia1! 

jjVl c> ^ c> c> ^>iSI Ija : Twisted Pair Cable 

jl ^jIjjajjMI (Jdlsj C5^ C-W*-^ <— fllilSV' J A-JUllI Sjjjuall j Ia£ l g jJa* j ^Ac- Ai^AI aII 

.IaIc*^ juajJalii-Aj^)^£Jl 



: {JAAJJ& Jl\ £jjl\ 

Shielded Twisted Pair / STP S' ^jiLd' ^ 

L_b2)lij ^ja A qjJaj A jA^k a Ajj1\a\1 c^J^LuoV' ^ J 

A-illll! Sjjj^alU La£ ^a j 












Unshielded Twisted Pair / UTP jALJI <jjLu]| c&JSIUV 


Ajula^. dliL^a laJjoiJ ^fLiLuj^J f-1 ]aC AjjIiLa j 

; Sc^Ua 6 Jl UTP -S' ^JJ^V' 



djULnll (JU A^klLuaj V j -l^sa Cj ijj^all (Jill a^jjuoj *Gill Cat 1 
.dpi 70 ^ 4 J) 4 x, ^)joiJ dULnll (Jiil ^^klLuaJ Cat2 

# djU^ JO c^) dULnll a^ILolS A jail Cat3 

. djl 70 ^ J 6 ^_ 5 -S) cj iULnll (Jiil ^jLkjjuaj dill Cat4 

# ciijL^ 100 cJ j ^ a ^^ x 'dULnll ^^kiLuaj 4 ^q\i Cat5 

^ IjLqjc, 1 dijL^-ixi 1000 C 5 ^) joij djULnll <Jii] ^GAll Cat5 

A— ic-^j j^iiUI J> 

# jj^S j ciijL^-ixa 1000 C 5^1 cjiULiJI (Jill <!k\\ Cat 6 

Y * 


























djULnl! j Category 6 4 -^^juJI Aiill <jl c)^ u ^j 

# A-ijlu]| ciijljl TkjTk ^ 

: LfcU*i c^UTP ^ STP j 

_ ^joLilalii-AJibSlJ <jJa^)C- (Jsl - 

a Axj| CjjLsLjqixil - 

Clu C1jIc.^)juj ^3 ijj L_i j^)Ji]| j ^3 - 

;2Lill3ll cjVUJI UTP O^Ll£l! e ^iu£i j - 

Sjj ^ ^ I LoAic. - 

_ l_u£ jllll "LLLoiJ J <U j^juo j-i3 tSlUA ^jjfL I Labile* J - 

: UTP j STP JjtSlt ^ <> Oj&jj 

jjSj^i j&j (Straight cable) jSil 

Jla Sj^i ^Vu * n j (Crossover cable) j 

: JiuajjJ) ^ (^-alaJl £jfr jjJ) <>» Rj-45 -M ‘iliwVI cjjjjj Sjj'-a 



>n 
































RJ- 45 t* <> 4^ UTP j STP <=£*4*11 



: fiber optic cables 4j>*-a4! lJU^\ <=&U* _r 

L-flUll C5-^ J ‘ ^-44jjJa djIjLail (J£juj djULnll Ajjj^aJl L_flLjVl 

y J D^)XJud]| Ir’bjdJ (_gA*JJ V <JL42jJ <L^Ja <c- jU^ 

ciAiLud^l cjIjLjjVI ^.lilLuojj <jjj^J 1 d£taj£il (Jib ^3^ C5^ &^a 


1 ^. dAixj 



; AjLLuJI Sjj^IL LaS CjUJa Cj^I 3 (jA <jj£jjj 

<42 cJiiL (iIiLuo!)Ull jl ^ L_flUll ^jc. SjUo j ; Core 4-^1 <i±L - ^ 


(jjj^c. lU*jj cjllb Jaj^j sjIa ; Cladding jl ^ja^\1 -Y 

.(^g Jl l \\W\ (^j (^g^il z jx>a\l 

ciil jj*j1I JjIHI ajUisJ ^. iVud 2iJa ^j ; Buffer coating y^ljll <_i!>U]l -V 

mJU &\ jiAjjaJI 


XX 














. 4uIUll uflUIVI jfl jj 


liJ^LuiVl (j-a j ^ “'jbl '» 


AjJa <jlj_Lo - 


# !*1^ <jJai^La CllVA*_>a - 

LIU. cMj^ j ^ j A-ijIuII ^ Clijl ^j^ 100 S- 5 Cl ^ 1*1^. <*ij Cl iUUj JLuo j I 4x» jjuo - 


A^jbll ljjUw 200000 cs-1) 


V <j| Clip, j jjJall C* il x>a n ClULnll - 

i** AjJa *Lal£j (J jILoia ^jI^AjjIjj^ dtjLud] <jl dLilVI jaj 



Sjj-^H „ ji La£ Jj^ jjll jjyU <jIpjj Lid a^aIujj 



vr 














<Uii>ill cjLWI £l >1 

• UJ..' ‘ ‘ 11 (j^C. jj dale. Ai.«al ^uiSu (j! <_)i^al A-il jdail i aLi]VI 

i jLi)l 1$]!>U. (>« Jaiii single mode fiber £i!i ciUlVl 

dliLiil] ^li ^ daJ^aJI i iljJi A. ii ijjJa Ail] (_)1 ^3 Ja32 j Ad^jda 

>( jjj jali]l Jiljl j (jjili]l ‘"'lid a ~.d'd'i j 

^]| (J > >-»; i ~~' i_llk]l ^)]a2 <• a - j J dj c_fll_i]VI (j-a ^ jj]l li& 

j jjill aju^I aJ!>U. <_> jdi j >uiL 0,001 jiajj^a 1 dita. micron 9 

Jiff). ^ '0 0-) T (_)jJa]l dllj el^yiaJI ‘ 

c> JSj lg_i j multi -mode fibers ■1^1 Cil j uSUV) 

dl£L < i'*' I (_]da3*i l^al^ULoil (_]»■v i Iaa AjjA ill] I (J^li Ajj ^jjJa]l dll jLuuVI 

^]j i_]j^al dl-ia. ^)ill o^)]a3 <■ i^ai 1 flLl]VI (_j-a ^_jj]l li& .t—l ^joiL^JI 

.^Ij-aaJI diaJi4ju]jVl AJ!ii. ^j-o Jiiii j micron 


J) ^ x^aJ ^j ( L—)/ 100 ) 


• uiUlVt ljIjja* 

HjULnll (Jij ^ I^La. 4 jU^}juj - ^ 
.dj/ dnl>u > 200,00 c> 

A-1a 5^)1I djULnll ^j5j LgiV 1^. 4-Jlx dix^alill AjJa ^Illl (j* y $\ <_£ jIula - V 

djljldl L-iLilVI Ajj j^>> lLLJoaj 

# iilLai]| (Jdi3l£ L&^a djIjLuoVI (j-*at.S^jl jAx^a -V 

# C1jI^LjuoV^ ^lll ^ £-LlA -£ 

1 g ikl^j dj^bl£ (J£joi c—iLilVl j 

# (Jlj^ajVI ^ JJjJ (J’ UJ^ 

# L_li£^)Il]| ^jlaC> ^.1 j (JjI£ daLll^1 d^C- 

y*\\ ^\1 diijliVI cJ^ 3 jll Lg^^klLuaj (Jj^ll ^jj^ai (Jj ^Ulb jjIjj V -1 

; d^L^Sn j! J sjg^iLujl) i jjtII U! 

Jjuo£jj Lo UlUt^ Jo JULIXJ j <j\ ; u^a\l j L_li£ jllll A jxx^a L^jI jA JLp. jll nx\l 

L^j£J SiAx- jU^'l tilii V) S^ldl! djULiaJVI Si 

^Ua.j L_llbj SJ^^dl AjljujLuj djliLud^Q ^ J^ll A jJ aJJ ^.llaJjuaJ V 


Black Box Explains... 


Fiber optic cable construction. 



Core Cladding Coating Strengthening Cable Jacket 
Fibers 


X£ 


















Protocols 

ua lg.j\c> ^jl I'N j lA^ ^ d^ 3 ^ 3 ^ 33 ^ J 3 ^Aj ^^Vujj -|— 


A^J-Laj ^A La 3 ^ 3 J 3^ (3^ ^J AAi J ^ 3 d 3 dV 3 ^ 3 ^ 33 ^ I 3 ^AJ ^ajVujj iC* \ ^ Uxi\l ^3lc* ^9 

. Jj^j^jj^ 3^ 


a 9 Lia]| &aa iajj j aJc. J-aju Port a^Lj 3 j £jj j^)j 3 ^ 3 ’ ^ 3 *j u’ L . AjIaJI cs^ 
3 >i *3 ASLLall (j^ax.j A^. 3 ^ 4 j] Idajl ^ai*J 3 * c -. 1 >J J t A^La 65535 CS 1 ^ 0 O^ 

j^xJi ^-i kL i U V Port 1024 0 <>sj j>^' l A 9 LL 3 I &aa Iajj j dV j£jj 33 JI 

. CLjVj^jJjj^I Qjj jy^ A 

:DNS - Domain Name System 

dULiJ SACrl5 dl£Lld c-LajuoLj JjLd dLa 3 !*^ 33 ^ ^3aJ 3 A dl3L)a3l c-Lajuol ^UaJ 
tdjULLaJJl £.L<uuAj dLa jlst-cJI 3 ^ aja*JI Jaj^j JjLLadll ^xjujI ^ajLk ^ 3 ^ C 5 ^ Ax. 33 A 

^UaJ 3 A 3 ^.! 6 (jUailt c^Uaj -LaJJ^xJl TP 313 ^C- 33^ 3 *^^' Aa.j ^Ac* 3 3^J 

# TP 31 3 ^ 3 ^ ^-^Lj ^ 193 ! ^j dl 3 ^ dlSUaill ^.Lajuol ^<^.34 

:DHCP - Dynamic Host Configuration Protocol 

dUa^a j) HOStS ^3-da^a L—buol^aJ ^il (j£judJ TP aLLujV 33^3- j 33^ lAA ^.W*UjoJ 

3 jjU^ gJ l_j jLia3l dsVl^ c jKVi cdlijj 4 TCP/IP C5 J& Workstation 3^ 

jW c> IP u'>^ 0 ^ jA\ j (ip address conflict) 

3 c. 3 ^* j ^A] (^j^j J<juIj 3^j3j3I aLLuo] ax.) a£ jjudlt ^Ac. 

\ kjjui^ A ^Aadju/Al 3 ^j3j3I l cl ^LlaJ (Jj£ 3 J 33 JI Ia^9 4<£jjAA1 

:SNMP - Simple Network Management Protocol 

L-jjua^j cAijiijVI c 3 ^'^ 3 ^ c 3 ° ^ 3 ^ 3 ^ 4 cAllfAJI Sjb] (Jj£ 

ji t<JuLoi]| Ai3a]| (diVj£jllj^) (J£jA uj TR TF 

<£jjAi]Ij AJjj^a3-31 d3 ^-^VI ^^ 5 ( 3.3 dlSjjaJl SjiAj ^aLlaJ A^A^JjolaII dLllllallll 

.^Uaill JJAa 3^0 fiUlil ^UaJS ^j\\ L_b 

:NTP - Network Time Protocol 


L_Luol j^A I die.Luo 4 dl 3 * JjjulIa]! ^-aIIjlII duaj 3 l ^JjjIlJ 33J33J 3A 

( 3 ° 123 3 dl 4 £jjudlt d 3 3 33 ^ 3 J 33 J ^A-^Jjuoj # *iA^I 3 A£jjd Lx^o A L> 33^11 A 3 VI 

UDP ?m*A\ dUUj SA ^3 3 3 ^ 333 J 

:FTP - File Transfer Protocol 


L_j3 juoL^ 3h° 3^ S-*3juoL^JI 63^1 3^ dliL 31 3ij VLjo^\ 1 tdliL 3 l 3^J 33^3^33^ 

^At^ ^5-11 L_J 3 juoI^ 3 ^ 31 L-J 3 Juot-^ ^ 1 \ 


Yo 



















:POP - Post Office Protocol 

La (_)«a» jl (JjLuij <_ik t^-al^)jJl A a'L» (J-aJtJ ^Uaj jA 

. POP j» 4 C> 


:SMTP - Simple Mail Transfer Protocol 

4j jjjJali (_J-axluiJ ^jjllj dljjijVI ^)JC- JLuojV ^^jujLujVI jLlx-al! jA 

Extended SMTP J { jL^lJ ESMTP 


:SSL - Secure Sockets Layer 
jILulq SSL Secure Socket Layer iaUJI 4JLL 

CllV (JjuAjuoJ ^UaJ 

: HTTPS - Secure HTTP 


^ £tJjA (HTTPS) L>*^ (^a-iSSlI <J-^I 

^IaU D^^jolaII djVl.A^lVl ^JJ 3 jlil (JjJ j^}J / (JaIj £^1 ^aII ^JAa-oI li. £A 


LJUd-Ll 


4*la 1L*JI 4 £jdll ^_lc* ^11 cLj^IaIjla] c1j^Lx-^j ^jl^Luoj Ia LJlx- # l_jj^1I 4 £jd 


<j-*aill 4 dij JaliJI ^-x-ilj V C 5 £aa 1 ]| # djl£Jjill 4 _ 


jIajAx_a 1( jaJaJJ CIj^LqLx-xlIS 
^JA^I ^JJLjuQaII 


:HTTP - Hyper Text Transfer Protocol 

4juUJ^}]! 4-3J^)la]| J&J 6L-JJ^]| All j It A£jjud]| jl JA <j£j ^UaJ j& 

jdul4ijj]a jL^j] cJ^ ^4^ <ja ^^juoLuoVI (www)s-yj^ ^ ClAiLnll (Jail Ijldjil 

. HTML djL^ix^a JUSluolj 

:JP - Internet Protocol 


(Ja*J (JJj jJJ jA tdlJJJjVI JjtiiA ji ClujIliVI JjLIaa 4 IP CliJjJjVI (J jJ jjj 

A-jijS ^osi £^>2 c> (Network Layer) <^dl' ^iLL 
cUjJl L—b^Jall ^jiL 6 (packet)^jj jx.a^i jll 4 -ajLlaII 

Jj£jJjjJl (jULiaII 4 £jdl! ^-Ic. JJjula ji.1 jLg-^ ^-lj AaJjII (jLudjtj 


:LDAP - Lightweight Directory Access Protocol 
JA^j 41^jjj Lightweight Directory Access Protocol -J ja 

jLoiijjuj^U l-j^juoL^J! CA^ajI (JjI^H ^11 (._qjq*v\) 

(J^ac. (J1a djlA^kl TCP/IP Jj 4 (jji <1 aIjl 1I djlA^k 


























ICMP - Internet Control Message Protocol 

A Ping -11 Al^lj ^^3 (_)»axjj t (_)<a*-J jA 

*i ^ Vj ciiV j $jj jjA\ {a\ <_> jfi*j ja j Internet Groper 

Jj £jj ILa AiJa jj Troubleshoot <- jLL&LJ a jLc. 4_k. pUiiuiVI 

aSj ui I' ( _ s Jc. ^uajtjl I £ ‘ ^*‘*.' ** 1. La (jL^allVI “LaLLaa ^j-a ^£Li]| 

Echo Packet l£A? 32 bit Packets J^jj & Ping -J' J^* 

(J- s-i\A Ja 4 ' j U-. a 11 4 ^ -n. \1 /j_a Cj£j]| &La (JlLaJ 3^)11 flitu) j Lj jlla-ail 4 ^ -n. II ^J| 

. V ft a£^I 


:ARP - Address Resolution Protocol 

aJ) jILj L> Address Resolution Protocol ol^' 

(JjlaJll 4 ^Alwi^ll 4_j£LjjLUl J 4j^L.iU i" jYI ■ I Jj£jA (ARP) j' ' 

-cOJutlLa (jL^alil dll^Jjuj ^3 “LalA 4 a j L * cJaLjjVI A aj L ^Jl 4 ^ i /‘ill 4 aL»j ^jjjLic. 


:RARP - Reverse Address Resolution Protocol 


j I La f jL (Reverse ARP : RARP) Lmj^' 

4~i, A ^aiaLaJI (jtjLaj) /j-a fl_laj]| ^j£-aj ^A j ARP -tt Aidia^] 4 -i.h£I.»-a 1I 4 ajlA^H i 

. RARP f'Aa-al jjall (jljjxll JLui jj Jjjjla 


:PPTP - Point to Point Tunneling Protocol 


4_kii]l ^Jl AJaSill Jj^jjjjj Lf^j Point to Point Protocol jL^ikl ppp 

4 a i L ^ (J I La .4 < I.Till j JL^aj^Lj AutJ L_J ^<ajj£l aJL*3 aLluij _jA_j 

. TCP/IP IJ33VI jjjjj A^j^ ^ (Data Layer) -^jll 


:TCP - Transmission Control Protocol 

ja J!Laj <>—ii±a. dij^pjVI ciiVcJAiSW 

isi tr^ 

(TCP/IP) 


:UDP -User Datagram Protocol 


j cJ.AjjoUJ^)]! f -1 jJaC>Vt 

0 C1uj1j!)U ^JLkiuaJ cJ&±jZl\ diV 
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OSI 

Open Systems Interconnection 

Source device -U <,> W&j J uj^ cK' j* ^ : OSI 

.Destination device jW iA <-J"> 

4^. A^oJaiVI ^jujLuoVI £^^a1! L_Ji**A£ jd (JL^q ^ 

i 7498 ^j^ 1983 Aduo (ISO) ^y!-*-^ a-i!a *^\t Adxdaj 

.AijjjujL^J! dA£jjul]l ±1 d)VljL^aJ^t dlV j£ jJj^)l] 

A^uuida ^jjoj j| ^ ^j)Vn\l j <*—kjUaj [ *A ^ a\\ 

(Layers) 

Ai3nll (Jjk-sal jlill JJC- j Lg-Ldl J l g jjtoJ i ^ AlaJJ d)l .ag x> Ac* jay a ^jJaJ A jjJa J£J 

B L_UJ^)Il]| Lud^ jl l^lil! 

; ^a 33^! ^ Cy* J' 

g^Ul! 3^1 • 

U^l f Ud> • 

Aj^i*J! J A-lAJOLllI • 

(Routing) j^V' • 

J jVl s«3y^ cs^ 3^3y 1994 Aduo a*-^.!^* 

^ji J ^L^-aI! ^alc* cJ^-y ^ Qx*oJ ^j) Aj! ^Jc* L_L^ajJ 

d ll.j'Nj! A jV^Ml (Jjj^alilll ^9 J A_£ldJ! JaJ^)ll A^Jdjl Lg-J 

^9 <*—ijUi j\ I j d A jIa* II dip, £^.^}a]! ^jiaxJ _aAajlJjola1I 

e A^JajVI ^ja * 1 ^! 


uiuvt 


VoIP> 


.A-aJjujj Ada! ASJ^laJ Adidll ^)ic* djULnl! ^jLada _ ^ 

• C5^A^3^! djllij j-iSjJ _Y 

3j£JjJ^j djIjj^al! (J£j A-Xi^dj JdaSl dJjJ b V 

y £jjudl! £juj jj j A^a^dJ! S j!j( _ £ 
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: OSI 

Provides a standard for hardware development 

JjJjiiA 4 djjtj jjAjS jJ j3jJ t^jj 

Allows for modular software development 

0^iljjj]| 1 g jlc, fcA^lj 4 Qjli JJ^jlill JJj Cll3 Jjalll 0^iljJ jjJa^J j3 jJ 

LgJ ^jQjx jj 4 jjJa j\\ l* un\ 4 q\^-v ^ ClAijja dAC- ^Ac- J^ix-Luo jl£ lij jl 

Speed development of new technology 

4jujjuo CAKu^Ij (JjLCua jA La jjjLj 4jLc> cJ*-?! 3 

: OSI Layers 

,ciillfxi]| Troubleshooting J^AuAI lU j Wi 
. Encapsulations lK ^ 4^ j* ^IaII jjj£i 4ij*>> -Y 
J ^-ilaJjuoJ IgA^ilk CALUjII jj£ii L <h^j OSI Jl djlifLall ^Aj jl A*J -V 

^ic. c^ls^L^aJ l^LL^I C-4l j 

c4*^ J^l (JJ4J' (J4fkj jl JJjA jlk ji jLg-^ cJ^ ^-19 J*A I LaAAtit 4^ ul\l 

(Jj^ajlill ^ikLuCi LkAAti ja <jl ^j 

jLg-^ ^Ac* Ping (J-OXJ ^a jAJ I LaAjC- (JLuAl (Jjj Ujj ^A*4 4 ^ JjuoI 4»9JjlaJ 4 (J^A 

^AxS 4 «i1ax 1I (JjulalB 4^jjul]| ^Ac- jkJ 

(JLa 4_iSjuCoJl L-JAjljj IaAA^I Jj£»J A2 L-jl. UjjI oAC' lAI 1^-5 4 \^.juCoij i, ^y jil JjA-juA 

Jj£ jJj jj ji 2 l£^| CAjI£ ji 

Ia^Aj aIA* ^ ^-L q ji ^j*jjuo OSI ciAAjAa ^Aj I LiAixi Tcp/ip 

JjVl <SJal! cJjlil! c> Vji Ul^IU 
. ( Tcp ) data link ci>jl£ physical 

^a jAj lALa 4AjAa (j£ Aijx^a j OSI c)^ 4^ ^jjj j <ijx>o -£ 

^a^1Lola]| j 4 JjaLola]| j 4-Luoja]| djULnll £±ii j (JUaLujVI j (JIjujjVI CASj 

cils J IjaII 4jqft J 4 Aa j,w\1 Akl j CAl^ ullI ^ AjujLoi^JI Jallill aAjzucl} Aiij -O 


j4^ j jjIIj jjoiII j jj jl jll j A,^,\l (JIa cJ^*^ 3 4iL]a 4 j^ j4^“ lJ^ ^J*-^ 


Layer 

Name 

description - task 

7 

\ j‘ Application 

Implementation of the OS environment - user 

6 

Presentation 

Formatting and presentation of data - ASCII code, etc. 

5 

Session 

Harmonization opportunities of of various systems 

4 

1 | Transport 

Control over the transfer of data - correctness 

3 

<=Z^ Network 

Control the flow in the network and between networks 

2 

J±gJi Data Link 

Rules of exchange - packing and sending data 
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Electrical and physical connections - wiring 
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(uj^“ ^') tlj'-aJa 7 (_>*>} £> j* U- 3 J*1 ' 

. JjVl aLU! diJ J aSJJ! 


^J^l) <JjUy]a 

& ..yLc* ^ 4 / o 


7- Application layer 
6- Presentation layer 
5- Session layer 
4- Transport layer 
3- Network layer 
2- Data link layer 
1- Physical layer 
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Application 

Network Process to Application 

6 

Presentation 

Data Representation & Encryption 

5 

Session 

Inter-host Communication 


Transport 

End to End connections & Reliability 

3 

Network 

Path and Determination (Routing) 

2 

DataLink 

Physical Addressing (MAC & LLC) 

1 

Physical 

Media. Signal & Binary Transrmtton 
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Integrity and Reliability K 

Descriptive naming 


TRANSPORT ( 

Fragmentation/Sequencing of data 
rm Reliable delivery 0 

J Error recovery Ej 

™ Flow Control ^ 

Moliplexing(PORTS) 

Ports 

B Transparent 

if data services 

Some Firewalls 

NETWORK B 

End to end delivery 

^ Logical addressing 0 

•f Fragmentation/Sequencing 
^ for MTU ^ 

Routing 

>■ Routers 

DATA-LINK 

LLC J 

Physical addressing 
^ Error detection (FCS/CRC) £ 
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MAC 

“Packet/Frame header and trailer ^ 
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: OSI Layer aIA a J£ JaIj* 

A^ila A 2 ^)xa j AibJa (J^ ^Jc. aJjaVI ^J^ 9 j £a (Jjj^aSlill j AAlia ^-^CLj ^j3ljud 

. ^ ^ j 

7- Application layer 

(JIa ^A^ILaa]! 1 gju& (JaIjCL ^lill ^laI^JI Jja Cl^ QjjJallll ^jC- Aj j^jolaII AAilall oCA 

Mozilla j' Google Chrome ^Ijj Jl« c^jiiVI 

0 aI^j Ljajl ^-ti^j djliLo c < ji ^j^judll cljUIa cjjj IaaIc. ji Firefox 
^laU^j (JljiLuol jl cj^j (JLuojI A I IaaIc. J FTP Client 

cs-^ Application layer - eJ Jmkd l aJLL jJI ojia JS Outlook 

Application Al±Sa di^is ^jajj aJ£ (J£juu ^^jjoia3I (Jjs ^ja aJc, <Jajl 1 I Ia 

&ca ^ja ^j 5 Luo j cijVjj-1 0aI^)JI dca j layer 

. Application layer - ciilinkil! <LL ^ Ja*j 

uj Outlook 31 ^'-i jj j Mozilla Firefox 31 ^*3j? s jj^' o^a 

t - '' °.'J tiMI 4_Liia ^A j AajLuiII 4 o;Ul ^3 i_ mj ^jVI Liil 1 . j 

. <jj^' 2 ^'jj j'j Application layer 
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TeamViewer Delete Respond 


Quick 
Steps - 
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a Favorites 

Sent Items 
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a Outlook Data File 
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Deleted Items 
Outbox 
RSS Feeds 
Search Folders 


T.U ctAaL^ij^l 


j r ~| | Search People 1 1 
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Move Tags 

w w ▼ Filter Email - 


Customize Outlook Today... 


Inbox 

Drafts 
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wleKall w'SLjj^II 


(Application) 

: Application layer - cJjLuki]! 3i3a Ja*j CjVj^jjjjJI 

SNMP , DNS , FTP , LDAP , LMP , NTP , HTTP , DHCP , 

Open VPN , SMTP , POP3 , IMAP , WAE , WAP , SSH, Telnet 
, SIP , PKI, SOAP , rlogin , TLS / SSL . 
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6- Presentation layer 

djULnlt ^ja ^ Ia j djULnll 4 ii^J (j£* Aj jJ^uiaII AAiLall Al .ila $La 

Jla djLLnll ^^ Ujj^ ^Ac, ^I^lal (j£ ,Lkl j ^lc* <Jajl1I ^jj 4 SjUl j 

j ^j-^a 

j jaVI i. i\3Vi Lj AqVi^A ^1] djLLnll (J£jui jjjjmj ^j£i J djLLnll jdLiull 

j (JiijjuLAl! ^1] (Jjuo^aII (JA (JLuojVI ^Llljuo A-L^llll A j\aC> ^aJJ 


tils J ^iijuaJ cJa*J A o^A ^aj A_Ia^ xjJoaII djliLall j jJ^llAll j jjj^all 


^Labile- Jla dlLLnll A^AjujLiaII £Jj^o1I cJaxj ASjJa ^a^a^tll AS±2a ^Ac. cJ^-L* 

Application layer -5' ^ j ^A 3 ^a S^j) ^j)VLjj o^j)JL uojL 

AiJ-Ji e j^J Jj]l Ajc. j Presentation layer <jA' Jj 

pj|g j jpCg A xa ■ ^a]l dul^ LI 4 _ill!ll| 4 » u ^>\1 £jJaj j 4 _A 4 £J 4 _iLulj ^jfil ■» 

l aJLujjJ j o^)^^44 1 u 4_L.^a]| eA& ^^3 ? gif’ 
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point 
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PDF 
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Presentation 
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TIF 


*- 
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HTML 


WEB 
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Presentation layer 

: Presentation layer - J* ^ ^ 


JPEG , MPEG , ASCH , EBCDIC , HTML , AFP , PAD , NDR , 
RDP , PAD , AVI . 

l_Luj11a1I IaI^IaI j 1 g*i» .ikl ^allil Llill jl CljLLnll AJli^j A-Aac. ^A ; A-L^lll A-Aac. 




























5- Session layer 

<jjj La (JLl^jI AjI Jj!ilc*l j ^J3 j S^jIaI j A'OaJl AjuoI^. gjC* aJjjjoiaII A 

CAjjjjVI a£jjui ja g^a jj£I ^j£J LaAic* ciLL <JLLa j (j^AklLuiAll 

L>^ J CjL)^ C5^ J ^Sj^kLall (J^kAj 

aIij 1 g j JL^aj^l SjIaL ^jSj Session aaA aj] J Ia& aKLAq ajI jjc, 
g)Jdj9 ^Q k^*il jVt LI Jla gjjx^a (JjAaJ ^jij A-ilaill &A& Ljajl ^a^£J 

aKui^ AjI A^jj V Clkjll (jjaij cjjjj j lAJ^- A^S] JjkAll AjjI j tSl jj 

^jj^ Session -M u' J aJj^ JA ^gjW JjkAj ^jSLai 

(JLuj^VI cJLa ^A^JjoiaII (jL^aJ^I AAkA ^aj3J AAilall &A& Ljajl j aA^.^ (J^l 
jjaIjII (J La a^.Ij £>^a Jjujjj a^.Ij &Lkil (JLuojVI ^j*j Iaa (single) ^-Ij ^ 

JLaLujVI cJLajjV! Ljajl A^j ^ AjIc. Ajll ^ilajuA ^ojoJ ^j^J^ilill ^ 
l£A? o^j caS jll (jjii gi JLSi^VI j JLojijVI gA^ Iaa (half duplex) ^jfl 
S^LujVI Jljijjajl AJC* JLSjjojVI ^A^l c S^LujVI AJC» <JLa ^Wa*m 

j L-JJ^a cJ^jaJ (Jjuo^oII Jl (JjVuu^a\l g^a a^a (JLujjVI ^jWujoj j 

(JLujjVI ^1 Jj| (3^ J 9 S^jLiVI cJklAj (JjA g^a i^a 

Ak j JLujjI j (JISIujI <J£jAj uj^J JL^ajVI l^fc (Full duplex) 

g)jA g^a A^.lj Jak ^J (JjVu^n ^ i» ^aj jUaJjl (JjA g^a A^.lj 

Al\ AJk^J c _ijl^Jl AjL>a J pl^Aj^aVI A^l ^.L' C-Aky ^j j£j I gJLa ^Lio'- 

AJi^Jl 6A^ (Jj^j UjI j ^K*n AJk^Jl (j-aij j& j Ajt>a CAjA^JI j AlixJaiLa ^.ilajaJ 

(Full duplex) y] j u jA^ l>^ (jr^ f^' ls^ ^ 


Session Table 
■ Peer : User B 
■Service : Video Chat 

□ Device : Camera 1 

□ From : 133.11.236.33:49192 
□To : 133.11.236.34:36781 
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Association 


Session Table 
■ Peer : User A 
■Service : Video Chat 

□ Device : Display 1 

□ From : 133.11.23634:36781 
□To : 133.11336.33:49192 
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su 

User A 


Control Server 

Control Terminal 
Network Service Device 


Control Server 


^ a 


Control Terminal 
Network Service Device 


0-6 

User B 


Application Data 




□ From : 133.11.236.33:49192 
□To : 133.11.236.34:36781 


□ From: 133.11.23634:36781 
□To : 133.11.236.33:49192 


: Session layer - (J-ojd! A ■ »iW ^jc. A idall ^3 CllV_j^_jJ_5^)dl 

SAP, RTP, NFS, SQL, RPC, NETBIOS NAM, NCP, SOCKETS, 
SMB, NETBEUI, 9P. 
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aLSIuiaII j jA\ djULnll ^djdad j djULnll sjtal j (Ji5 <UjjjolaII 4 qjU\1 

(JIa djULiJI (JSj j JLujj] A-ii^g> gj djULnll l_LujLia]| (J^^a j£j dAxjj 


TCP Connection oriented protocol JjSjSjjj ^44 

djULnll (Jaj Jju Jjj j^\ I^A Ll^> 4 -a^-aII djULnll gjij ^Vuaj Jj£jjIdfc 

SJ JJU ^jiljuo (JaI£ Jldj djULnll jli ^aJJ ^aJ 131 j (JaI£ <J£julJ djULnll <-)J L>* 

^ J.a 11 4-jL^-J ^-9 1 g.'N^JUlJ *4 a^-a 1I A ]Lc» ^ &^}A A.JLjuO^I 

djUlnll g-A UDP Connectionless -51 Jj^jjjjj ^ dkidi yr^' , 


dj IJJ^alt yjl ^>*JU0J dlSjl gj^>* j L_ul£jud]| 0aIj^)J Lode* (J1 a jjAlill J d)(JllA 

^aJJ djULnll &3& *LjV (3Lal ^ dj^j^all ^a^C- ^ ^1 

J£oaj djULull jj V J j£ jj j jJI 13 a j UDP -II J jii j jj <jj (jc- IjJij 

L_njal]| V jl (JaI£ (J^dj <a2)UjuoI ^aJ (JA d)ULnll g)A ^Ijj V J Sd^l J a ja g]3jj Ja3s (JaI£ 

J^- 9 TCP -51 C5^ J l LflJS d^jJ 6JJ^a5l jl djj^all g£JJ 

(JaL^ gj£jdj d)ULu]| (Jy)A ^Ljj 


TCP 


(connection oriented) 



Error! 

Data is corrupted, please resend 


UDP (connectionless) 



Not all data is present 
Do not resend. 

Transport layer - <->^4^'»j' J ' j c>- Jj>^J' J l4*j ^>VjSjjjjJI 

TCP: Transmission Communication Protocol 
UDP: User Datagram Protocol 
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: Transport layer ^=> ^ ^ 

djULnll (J£J <jtjSj^)la A^>jJ 

Error correction j , flow control Jaj ^ ^ 

Sequencing 4 ^jj 4 tsWI 5 ^ <jwj^ Cf- flow control ^ic. ^ 

<j| ^Ac. <*—^a^iL ^kVI <*—A^Uill j (JLujjVI ^2 

. yA> JLuj jj Acknowledgments l£4? 


Host A 



:^ s eq-«9-» 

^f^avstte 

§£•.-’ £::«f 
*^ ,u - “ b z , j**'• 

Al dat * 


Host B 
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!ack=100 
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aek=lQ Q 
ack=10 0 


Timeout- & ^^2o 0 
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°yt t 
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Time 


Time 


TCP 


Flow-control 

^£■111 >HW,2 ^aJJ dAxj j 


jULuI! 


t* 


AjA^j 




-Y 


. or UDP 

Jj-ifLj <J£J ^juoLia]| AjIjjjJI jLikl ^Iujj &Axj -V 

-; qjz ^jlc, jl A^.jj 

j c*Aqj Ovi\t ^Uaill s jj^\^ &aa <jj£j £ 

V AjV j^j 2 j^>Jl &AA j ( 0 to 1024 ) L>^ CIjV j£jJj^]| &AA c-Iajj j 

l " ^ Q jj^ C5^ Lg^lAklLujI ^j£^j 


^Uailt ^c. ^Lilc, lU*AI ^2j <^211 L—)l 3 nAvAl (Jj3 AjIjjjJI &AA ^AklLua2 j J^)I\ lLAjjjJI 
j) (Jjl l_jjI£joi]| jl (JIa (JLa 

<£jjudll ^Ac. ^j^kll ^j! jj^c* (J£juu cIjIjj^j AkU ^j52 (AjLa±iIkl]| &Aa j a*j 

. L allk^a lAjjJ c£^kl C5^] ci^J^ 
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: UDP-SI jTCP-Ji JS C> S 

TCP: Transmission Communication Protocol 

<Jj 3 La <JaC- A judl^ j djULnll (J(JA (JJ^Lj J jJj^y 

Three Way handshake j j^VI l_jj^LJI ^LLnll JL*jj 

(J^JjoiaII j (Jjuo^)a]| jLg-^Jl La (JaC- A ajj\^ s-Liy ^a^jy A j\ax\ 1 J^Li (jA J ? 

Jj (JA ^£Ly Jjj j^yll Ii& jlfl ^i.1 L-J^jujL^. (jA ^J^JI L?^ 1 ) (JLujjI ^Ly I Labile- 
(jA ^Ly t (yy^\ d^)a <LaJ^>]| (JLujjL ^»jjy lit j t yj^-^L^JI ^Jl <LaJ^JI 

j Ailljll ci^^y j LgJjj^aj ^ja ^Ly j A-ylill <La J^JI ci^^y j c* iL«oj L^jI 

JaI£ cJ^aj <La^^JI (J^ 3 a^*i 1^^ 

Connection Based cr*-^ ^ ^A^l *i* 


l^Lujjj^y L_i yui dJ^a ClAiLy A.ia£ ^Jc. (jliiy djULyll (j!>Luoljjj (jlMlI (jLyuoLaJI (jl 

La 11a j <_£^kl JjaI 3U5VI pli j jUjujUJI 4x.^)juj ^^Ac, LLy tilli j JL^.1 j diSj]I ^ 

(JapJ! 4_judl^j ^Ajuy 

c-Ly 4yii£ j l_UjuoI y^l\ (j-y La CljLLyll (JLVujjI j (JLuojI 4y<y£ (jc, ^y*j Sj^j^all • 

. TCP J Jj£j3jj^ ^ U JL^Vt 


Sender 


<$ 


Receiver 




SYN 

y=rand() 
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SYN ACK 

V—i— 7 i/ — rnnrlf) 

ACK 

y f / y 


-- 

56 ms 

a i / y —/u//u|/ 

Application Data 

84 ms 



ACK... 

rwnd=8192 


1^ 1^ 


Lla> a Ag.A aJo£j ^ y] 1>J UDP -it (JjiJJJ ^5-S) JLiLVI (J^ 


^ ^ V <jI ^^y Connectionless ^ UDP -1' 

^jl ^i*A ^JLuoj (Jjuo^y ai\ (Jj TCP -it J jfijy? (JLa J^L^I j lUjaII Lyy ^ 

J Uaxj ^4uij ^1 j (jJJ La (_J^aC. AjuiI^. $.ljj (jjJ (j-a ^)jJalxa (_J£juU (J^a‘<,^11 

.Three Way handshake 

fcsr“^ Connection-Oriented TCP -M 

^.Lyj ^L] l** n^k J JLuj^VI 4 JaC* 3j9 i (Jj^ILoiaII j (Jjuj^)a 1I ^y La jL^ajI pLyj 

# 3^1Laa]| j (Jjuj^aII (jJJ La Jj^Ua ^ aIaI^ jL^ajI <j!aC» 


rv 









































UDP: User Datagram Protocol 

1 (jLuJjLj ^ O^Cr ClAjLiJ 

(JjuJJJ J 4 £jJa <iLuJ^)]| ^ 13 ^“' Cy* cJ^ 43^ cJiiiaLA]| fj\yc, £jJaj jy-iunJi J) 

cilLuqJ V 0*^3 ^kl ^3^“ ci^ ^3^“ l)*^ ^ diJj!ljVI 4vljJa3 

# A£jjoJI (JJOSJ 

L_h*lA (J^al£ jl ^r.J'N xs? (J£juLj Jjj^a^jL<uJa ^1 V (JjJ(jl 

jL^ajj ^)ji ill Cji 3^ L-J^l ^3^ £J^)juj J x^ajj 

.TCP ^o^LudJ LgJjj^aj ^y a ^£Ui]l j j.^ 3 'it 4 ^a^y^JI 

jl A Ly ha i^aC- A 1 n W ^ya ^jjujLi a (J^juLj ClAjLiJl (JLujjJ A ^jJa^jj o^j^j^a]| eA& • 

TCP _]l (J^jj (_y&£- (_5-^" ^ 6 ■ 11 ^ (_JLt<ajl 4 _iIaC. $.L1 j 




Sending 


Receiving in any 
order with no error 
checking 


: TCP jUDP^d^ 1 

a~i>^> (j* c 3 ^ 4 j ^ UDP -II <jV TCP 2! u^ ^ UDP -J' 

<La jj J* *La 2 /Lai J L>* (J ^ U (J^l TCP 21 (_>^*r? f jjii Jj^j 

. ^2UII 


(Jjk^aj c_i jjui L&gj) l_s^)*j V tiljli UDP 21 (J ijZ' ‘“''“’j' 12 

<La_y^Jl (jli TCP -51 Lai 4 * a ^'* > - * ‘21, (j ya S^A.1 j (_J£ (jV Vjl 

^ '2,S 3 1 ^ 1 ^jj| ^JLuj^lLd Igluiji La ^ u li ^ <• _ 1 y Jj]b _L 


jVj£JJJJ jll Jla a£ jllall t - Jo :; Wrt l UDP J TCP - 5 ' v* lUj c^' CjlSiikil! 


FTP = Port 21, Telnet = Port 23, SMTP = Port 25, DNS = Port 53, 
TFTP = Port 69, SNMP = Port 161. RIP = Port 520. 


V A 






















k layer 

Packet 41 s j aSaaoSI ^3 4 , *-»"■•.. a i±la]l 0 iA 
^Jc. UI4I Jj jj Transport layer 4 i 4 a <> 4141 JjJj **-> Packet <jA' 

<> <4a Network layer a 444 Wb^j 1*-? j segment 

si* a*j j JjfliuiJl jl^ j JjuojaII j 4 ^. ip AiLia] saju j Packet <^) segment 
^g-A^.Lj j a_ 1 a ciAjLi4l Jaj ~*n... ^41 Packet 41 jLaa a s^uii 6 aa ^j£i ajU»\I 

Aja .jj diV jjjjj jL.»ia]I jaII 0 1 a ro utin g aj^. j4l jl a^.jaII 

RIP , EIGRP , OSPF <—>Vj£jAJJ^ Jia dll jjjl jll jS <—iI^^aJI Jaj Ia Aa. iVu ma I I 

BGP 



NEhrark I3/H-- prutacDts forward EnrapsulEriEd Trarapc-it LayErPDUE set^ei hc-sts 


Host 
7. Application 
€. Presentation 
■5. Session 
4 Transport 
3. Network 


2 . Data Link 
1. Physical 




■ ■ 

I_J 



7. Application 


fi. Presentation 


5. Session 


4 Transport 
^5. Network 


2 . Data Link 



: Network layer - ^41 Ai4a ^ Ja*j ^l dVj£jjjj4l 

IPv4, IPv6 , IPx, ICMP , IPsec , IGMP,CLNP,EGP,EIGRP,IGRP,IPx 


SCCP, GRE, OSPF, ARP, RIP, Routed-SMLT 
A ^ja djULnll A-i^jj A-AaC, S jjaLia (J£juU aJ j j^uia]| 

j) La A j\aC> Ia^jI aJjjjolaII j <aJa4A ^9 A^jjoi 

^ j JU> ^9 1 ^^Ac. 1 ^ vvj diLaJall ^ja A QjL>\ 1 J CliLg-^^ aII 

^a A Kx : La\1 AjujoJI djLaiJa]| ^ja A AjI ^9 A-9^)*a1I c.^ a£jjoJI ^9 aJ£juja 

^j^)juo JLuij <KAa1I 











































A_ajJa]l ^A dlULlJI Jaj j A llla dJ-lLu. Jaj j A a <la jl dlLiLlJI Jaj j A ajla 

iijiLyi ^ja Jjd. ^1] ^aldll dull Jj^d ^1 Adjuall Lg^a-lld J^l ^ja cAiUll 


jJ p s '-^-'i. i'j ^ 


iku 


j (FRAME) j'-M <J> (Packet) f>J' 


* t * ** ** 

QJ \x, ) ^aJJ j 


l ot d£lj aj^ c.Luaj AlJnll &aa dV j£ (binary data) AdLnll dULnll 
^ja Jj^ JU A jL&Jtj ^a. Jff a jgj^ Jjud^)iud ^lill dULnll ^9 £.Lla^.VI A^JLxa ^ ^.Lla^.1 
dl g j ^)j Jjajj 4 idill l. ndjdli # (^£JiIa 1I) ^jUjdl Jd^ll jjc* dULnll 
CjVU^jVI 0 ^Uj (Interface Message Processor IMP) J-V' CjUJU^ 

# ^£JIa 1I jUdl^l Jdj ^AC- 

i** s\ Q^Ull ^lj UaVll laJ ^jU^j 9 JaV dULnll Jajj A jjJa Aa^a J^d 

# A-ijJal jlsVI SjdU ^C'd Ia 11aj ^Vl 

.^a^JI Jjailunll ^ja ^Ic-Vl Aifklt l^l^A 

Sj^li ^jj£j j Adaikd]| dUJall dj^k (JijuoVl ^1 dUUUl jjjaj ^Jalun dV j£jj^ill 

Ja^^vj ^jl ^aII ^}a AjI ^lj AiLd^U 1 J ^11 C* lL.rOJ ^JLuojll Clnl£ U] 

^jl ^nVi ^^l j dULnll A-islid d^uLo Ua j # Jjuo^>a1I J£ja 1I ^jjain dULnll JjSjjaaII 

# d^)^j Vj jjiln V <L1 jIiaII dULnll 


; C5 iLdll JajjlU 2 S ; U 


Bits J' UrP Logical Link Control LLC Ajiki^l <*^1' AiiL ji 
Jl Frame J' %_y Frames <jA' £ Bytes J) 
Ja e, j$^Sn t-JaUj Aiajia I^j Logical Network Topology 

Frame J' Aj^Uill aLjUI ^ j star J' Token ring J' 
^v^\l aIiL Frame == Jl l q\i^j Jj^jiij^l ^Ldjlj Ua 

Ala.^Jl s^a ^ ^ii == Media Access Control MAC : JajLuo^ll ^1\ J^j^a^Slj 

(s* jj^y Vj ^j ^ Mac Address u'J 
^jiajljdV Aij^)IaJ JjI£JI dULnll ^daj A^j^)la d^J Ldjlj Frame Jl <^] 

# d3jll Jjllll ^ dULnll ^kl ^Jaj ^a 


; dULnll Jajj AjJa A^.1 jj ^^ill J^LUaJI 

p\ ■La's) j ^Ld jdall \ UjjJ ^ jIaII Jaj|^)ll ^U^a^l # ^ 
# ^J^jIlll ^jUaill aJdn c^^ll .ill (^5-1^ Jadll ^ja dULnll JU Ja*a # Y 

.(IMP) A^Uuo^)ll C* \\ y \Ua Cl.\\ £,y \jj L qjx>a^\l Ji3 ^ja SJj.Wa Vi # V 

# (j-i*A JL^a JjAjd dULn Aial jaII Uoq ^ildjun l qu-^^'U 

(^1 ^jujlII J^11 S^Sli RAM ) C5^ daj^All *i^)£Ull # £ 


£ * 
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Media 



Data Link Layer Terms 


PDU 




Network 


V 


OXOOOOOOCCOC 


Data Link 




Physical 


Network 



A PDU at the Data 
Link layer is called 
a frame. 

A node is a device on 
a network. 


The media are the 
physical means used 
to carry data signals. 


A network is two or 
more devices 
connected to a 
common medium. 


Data link layer 

1-Physical layer 

jl (JlAjLn]! ^)i,1 J AajjoJI A A ajV-.il 

.lie. ClAiLull j\ j ? L_ljilaal jlg-aJ] A 1' . ^lal 

fjja c> ^ j Frame uj^ ^4^' 

j j C!jj£ A Alla _j]l j BITS ciiljLil Frame 

&Axj j a£jjui]| d^ cJj^a jIaII A^Jjudlt ~iLoull ^luu A (jA 

i ■ ^^Da^all (J jil 4 ^ djliLnll 


From data link layer 


Physical 
layer 


To data link layer 

A 



i 
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110 

10101000000010111 
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110 

10101000000010111 
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zv 



Transmission medium 




n 
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Physical 

layer 


Physical layer 
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A-ijUjilt <a±lall j CljULnll Jajj 4 jLL CjV j£jj 

Data link layer - Physical layer 


Data Link Layer Implementations 



\ (J (js^ CjjLa±La]l (JA A Alla ^ Ut^t (J£juj ^Ac- jVt • 


Application layer 

Data 

Presentation layer 

Data 

Session layer 

Data 

Transport layer 

Segment 

Network layer 

Packet 

Data link layer 

Frame 

Physical layer 

Bites 


AjUjuAI djLaijall AfiJa ^9 ^lAl ^Ac- (jVI 

: Jtti 


Application layer 

PC 

Presentation layer 

PC 

Session layer 

PC 

Transport layer 

Switch Core 

Network layer 

Router 

Data link layer 

Switch , HUB 

Physical layer 

NIC, Cable 


iY 























































jC- ojtjC' jA ^jjud]| A_i1a*JI j A QjQ^ \\ SUa. 11 ^3 A-1aAI jj^VI ^-i^ajjll ^jLj jVl 

Aij&aJI eLiaJI J j jV j OSI Layers <aJall ^j ^ 
a^A j cJ_jVI ^(j-a t** <1 a' U. Aju jl (j_j£-a _^A TCP/IP ^^-axuJ ^" a “^_9d 

. TCP/IP J' ^cj»iajJ ajjjutfal! 


OSI Model TCP/IP 


Application 



Presentation 


Application 

Session 



Transport 


Transport 

Network 


Internetwork 

Data Link 


Link and 

Physical 


Physical 


tiLlc. (J^-uU jV! A jjJa £1jui]I _j-oj]l jA j JjVI _j-oj]l d Uag.^ ^jl A*J Q^\ 


.TCP/IP -Jl jA j J^ 


TCP/IP 


Transmission Control Protocol / Internet Protocol 

Ajjaaaja JjL^jI &a f ja uajI£j 4970 SH 

J[jjaj jt£j # jjjaia£JI s j^-aJj cjI^u^I j-a a hV\^.A ^4 jjI ^j^ ^ DARPA 

4 1 g *n» n c Qx*oTl Lg-ili cilli]J 4 U Ajl1]| 44 O^A JJjJaJ (J^l ^-JOUuO^aII 

# Jnaa <j 1 ^ ^l.^Vunlj ^Ic. jI jl^.V j^oj V JUilUj 4 Late. t£i* tgil a^jHIIj 

S*Lwj Hardware ^ c> uj^ TCP/IP ^Vj£j2jjj <y* J&\j 
(iJjUiijj ciajjUjVLj (jl aJ j£^j <jl jli (illiij 4 a]5Loia Software 

# JJ jj^ < s\l oj£^l j^a ^jJ <jl La^lklLui^ dsLa ^9 

l \j& ^1\ ^c.1 jill A x. jc. ojUc. CIajjIjVI ^^-Ic. jjjjxo£A1 AjjuuIIj <Jj£jj jjjII 

t lg,j\c> *1^1 jJJ A^JjoJI JJC. jJaxJl l^jJaxJ ^aJblijJ jl JJoj^-^V 

U’ CS^ *0^^J 1 <lx^alLo JJ^I Jl JJjJfA^ (jjl^ Wl JJj-11a£JI ASjjujj 

^jju cilli jls j^>* jit l ^ ^j jjj_iia£JI sj^-^I cIjjL^jj I LoAic. # djLajLt^l! tdjLuojj 
lA^jjjJ ^ J (JjLuj jll cilli I^jI^q] (JJ^J ^J^j # (JjLuj jll J^a Ac. LgJjtjJ 

tr 






































(Jl AlLuA j (JLuj^La \ ^c-l^Jc- Aisl^>AI ^Ac- 

Aj ^ j5j La ^ aJLA ^A Ia j4C- j diLa^L l^AI j C^tiLAl Jaij ^^}AI 

jji jA1a£J| S^-^.1 ^aAlAj Aij^)la ^lAl ^C-1 jill 4X- ^aL VLjAj ClA£jjaJl ^)JC- ^)J jA1a£JI 

# (J^^^J^^)Atj &LlLOjuA La 1 J £A 

JjL, J\ (JjUjj gjl S3^Vl tAJj ^ L_L^J g-Al AijjJall L_Lk^aJj ^a jSJ (Jj£Jjj^)Al (jl 

.diLaJSS jj j 

jli JLLall j t a\iAAI 1 ^ill <La.iiAI ^l ^ilkj Jj£jjj^l! 

TCP/IP c. 5 -^ SA^t jALIc* gjj^J ^^Al CllV jJ J^>Al4x» ^ ^JjojujIj Jfl CIajjIjVI 


^aUaJ LajJ Lt^a g)!iLa*J Lo£j£Jj (jjillk^a ^Aj^jJj^J S jljCr £§1^1 TCP/IP 

# .l^!J ^UaJ Lo^jI£j Lo^jL lix^ajJ gjV ^j-AjjLa L^Jj^al Lo^iji L-UjuAI \^1 j tdiJjJjVI 

AjIJ dujUVI J^Lk lUjlII l_lALuA ^j^Tk A-Ac, JLoiu ^51 j]| TCP/IP Jj2j^>4 (jl 

(J(J^Lk g^a 6*1^. I ^ AAjLc* CIjV L—ljauuolj (J^J^Al IAa gjjdjudl ^Ac* 

; &Aa ^aA! 1 TCP/IP 


JLSiJ j JL*jj Aijia g-i ^ijj (SMTP) Simple Mail Transfer Protocol 

. jAs File Transfer Protocol (FTP) 

c^Uki^ ^ cjU jkJI JLuj jj jl lLu] tJltoj Hypertext Transfer Protocol 

World Wide Web (www) ^AAI 


JJ jA 1 a£J! (JIa ^)JjA 1 a£J| 4 qV^ .\1 ^1 ^llalLudJ CIjV j£ fiAA gjj 

c> jil ^ ^Ali33 Jl UJ^J PC 

A-AaC- J AjjLix^ gJ^JtlLudJ lLjVj£jjj^)AI cilli q ) jA L_njuAI j tLgjli^^lkl 

. 1^.1 (JdijuaJ ^aJJ ^)J 

(php) jAjk^AI a^ jiiLAI cjjjII cjliuJaj <j^aio£ j Linux ^ 5 ^ 

_J 4ijjx^ll J diaJJUOAjk^aLiJl 4-JJjil C*\\\)^Vuaj j jjAlij jl 

g)ia^)JLil 4Ajli L-JJj ^51 4 l** A oUl lAIj (J^^4 ^)j^allk ^ (J^judj j (ASP) 

. (HTML) 4 xJj^aJ ^;x^aj j ^JIjlII ^1 g^a 



^Wl4^iVI 


(jLk^aJ^iU 4^,^1 xjj^\ 1 4 .^JViVl 4x. j^^k^ A-i^Lojk^aJ A-nj ^A A^Jail 4^^^. 

JaUjjl A-iisIjlAl A-iJUJl CIajjIjVI A^ u ? L lg,j\c* ^a j^j # A-ijjjuoL^JI 

lIjV j4A^ ^ S^Ijc* ^A j t j>»At l ^ Ja*j 4 q\^A l**A£ jjjAt 


[jus C^A3tJ J l g Ja* j 4 laJJ^Q 


Transmission Control 4 jl^ikl TCP/IP A=^' A^ijp^ ULl^i ^^JUdJ 
Jjlji JjSjjjjjj TCP Protocol/Intc me t Protocol 


£ £ 




























=>■' j<4 oAj <j£ OSI 4 =l 4 444 ^ ^-*4^ 
# ^JluJaJ 4 »Aa ^J^l ^-9 OSI tdjVlx^lVl ^9 4-1*51j A 

^Jb JP -11 4 Ilia ;Cjjli±L ^ja e_a]j^A XCP/IP £)\^ ^(JIju^jVI djV jJj^J ^ja j 

(JLujjLj | P (J^a^9J Clii^ l_LujL^. (^ja djULnll cJ^ ^^j^iaII 

IP. l-S^xjIa jl cdAjjtj 4 jujI L_a]^All CIjIjJ^xaII 4 ^_^>j ^jl jlc* ls^ 0 4-^44 

cdjl£^)jaL]| L a\ ^alijVI 4 A CjVI-^g (Jjjxn CllJjljVI (JC. <Jj^jolaII ClAii^Jl ^j9Jj 

# ^Lud9V! c qVi^s a\ ^a a. c* ja^a (jjj^.\i dASjjill ^^5 j j 

C 5 ^j Jj^W ^Uua]| Jc. 4Jjj^ia A^nj^ CjlinJa 2 ^ S jUc^ ^_A ; SOCKETS (J^l^ll 
14* n l^jjVI (Jj^s.^W )Vq9 ^a^VujjjV ^ill 6 TCP/IPl) 4 ^ 44 J £y* 4 aJViVI ^Ja*A 

Aj^aUJl Cli£jjoJl (JJ^5 49j djl£jjai]| pLnl £juoI j JjUaJ ^ic. Ljaj) ^Vujjj LajJj 

^^lill <j^aLk]| <£jjoi]| ^ajoiJJ .(44^-1 A^Llxli 4 L <Jaii^)A V 49 j tdllJjljVLj <Jaii^)A 

# dujjlil dA£jjuLi ;dujjliVI CIjLi^a^jj TCP/IP (JJ^J4^ ^4^jjud 



Ig.jVl ^lill 4 * l\,q 0-a\\ 1 g.A.Vfo Lf^ CjiV4^4J4JIJ 4 C-1^ill 4A 4 x- ja'SA ^^Ac- <a±]a ^ jIVl j 

S^-l^VI 4 *juoJ Ja 99 Clljl cdjLajJall tSlts 4A <a±Ia ^)jljajV dJjl 4 ^ 4 ]Ij 4 J 4 ^Jl 4AJ 

4J4JI £44Uj dll's^*0*1 a\I (J 1 a < 9 j4*a]| ^laI^iII 1 ^.a^Vu/i ^j\\ ^Jbj £la!^)JI Alila ^Jbj 

,^)y ujjaSI 0aI^)j j) ^jj^)j£VI 


: (TCP/IP) JjSjjjjj JI^jVW 


l^' j'jjc- 4?-^ '\' Transport Control Protocol / Internet Protocol 

, -«j*j u^ jj^' '-^ clj 4“ ^ TCP/IP 44 j' cs-4j ^ 

6^?- <4° J^' jj^ DHCP ch4 4 a ^u’hW ^ JaVl <4^ -^'j 

4 j44' J* IP 4^ tr^IP cj' d4^J n >» i ljaJI 

ji^. (j^a L-flji^i 4 j , ^-4y j^j (A^f4i ( 4 ^ c 44 j 4 ^ 4ajj ji oj 4^) 4 

dijjijVt ^Sau> ^liLaj j4^ 4 -^4j 'Z J^)£La 4^ U_4^ 4 4 j^JI ^4 ) <_4^j 

UJ^.' tly* 4 4 4 ‘ A^Ajuj (jj^jLualLa 4 -^ JUtl! V CllSj 

^1 4^ojjiia du 32 (j-« (^^4^ 4‘^ a V^ IP j'4^ L ^4 ^g.'nj La ^^3 (jL^aJ^l Ijt jL»'ii nj 

<JiLa ^jL f sLa (JLaJj du 8 ^L- iS 4^L ^j-a^-a (J£j dllc. j-a^-a 

Xc. ja~>a (jl <jj4i (j' *— 14 8 c4 'Lij^ ^ ja->a J£ jl IaJj 131,107,2,200 

^Lull ^aUajJlj (dijj dlLLk ^LaJ jt j_5 jd»Jl ^aUaj]L 255 (s~^ 1 44^ 


Application 

Transport 

Internet 


: TCP/IP ^ 4j 

«*♦ ♦ 

JUil ^Lia 

dj^ijVl Ajijia 


Network Interface 


^1 JLUa 


£<5 


















Network Devices 

: JS ^k- Aikal £a Jiuaiiib £jj <J£ £j**i j fk Jluu 

^ jj^J C5^' 6 j^Vl fA? Q* j A£f»i]l ijpaS *J jA B ^ 

Ax ^ , Cji 9^]| ^9 Ai-iSa J ^)j£l A£jjudlt 

L_1jjujL^ (j£ JaJj ^JJ 6*1^1 j A£jjuj j *1^1 j JjUaJ ^9 J ^.aJJ ^-S L_J^jujL^JI 

C-jLgJl ^9 LLq JlALa ^9 


^Jj CjUUj (JLujjU jj jn^\t ^>1 C-jLgJl jt^ <J^x. Ajb£ 

L^Jkj j 5 JLujj]| Aib L-jtgJt ^jb j l -bgIt ^1\ 5JLujj]| &bb c-jLgJt ^jjoaj ^Ax 

abb S^£^VI £\}*y ^.qVn Ai ^juo j L_j jjuoL^JI A_i9 A L.^Vb\l d^LLoJI ^J] 

Vnxjj l_j j\Jabl (J jA-a ^11 bx J a£jjoJI ^9 n^l j (Jb ba^a aJLuo^)1I 

Alb, j]| j\l (Jj)A^a^ll ^llll ^9b blbuo^i] O'N (.J^oX ^ 

is^v Aj^^ij ^jiiuj ^bi c£b sjUsyi ^ A,g.\i ji^ ^jb 

sjbiVI Physical Layer ^jVI ^blbl jW cJ^4 

.Abbj^l 


. HUB jW i> • 

.*bj$£ JjI£ jjx ^ *bj$£ll J*b> uj^ s-M' Passive Hub 
.*bj$£ (jbb a] <jj£j J *bj$£ <*■* gbb l£^' Active Hub 

Ax. Ic qV^ ^ ^ c_jIa <> f u^ 1 ^' Hybrid Hub -? 

.^£ill l_j 4]1 Smart (intelligent) Hub -t 

LjlfSl Sjj-a 



i-^ 







I -kjj ^ jl JajaII Ja*j Switch J -t 

L_jlgJl <jLola <1aC* S^£9 j dA^.1 J <j£joj j A^.1 j JjUaJ ^9 (JaxII ^alil A£jjud]| ^Jc, 


Physical cAjVI ^iLJall 0^4 Ua^ ji dii^ Bridge j 

Iaa OSI-1' **]□ ^ Data Link Layer ^4^' j Layer 

Ja^aII ^j£Jj iLgJt S^)^9 4 -IaC- S ^)^9 llg.ll cJjJaSl j &IaI <C-^)jaiJ 

<jjA^> J JL^a ^aJjuiSJ (JIa Ailx ^ Jallj ^9 *L1a (JjAo9| Switch jl 

^jajAI c^lLcJI judJ j (JLujjVI a J ^ la (JjA^Jl lAA SAjli j A-ijlj^-iill 
Vj (jjjLixll (JjA^ A-i9 a^^j V l_jL^JI (JaiaII ^9 Jx/iu L.J^juoL^ ^jl g ^ JSLj 

A^.1 j ^aAl x^a i (JL^a jn«.j ^ ^1 g,\l (j£j (jJjtiC' ^g,9j 

: Hub ^4-J' Vj Switch ^ cjIjjaaII • 


(JjA^Jl (JJJjAl (^ILaII (Jj^jolIj ^aj9J j A-ljljjjill ^jJjUxSl (JjA^> ^Jc» JaiaII - ^ 

4 ,j\ax\I &AA Axj (JaiaII ^9 lg,\jx^ajli ^ali L_JijjuA-^JI D ^-^.1 ^.JA'N ^Jc, L_b^)xllll AxJ 

L.JjLgJ^J CAUUj JLaj] Aj^)J 8 ^a 9 j AaIa ^Ac- Jj^ailA L_JjjujL^. jLgJ^> AjJJ IaAaC- 
^ ^)Jaij ^aj9J j djULnll AkL ^AUAI <Jaxj ^j*Jx jj &AiC- 5 ^^Ac- 

AjII djULnll JLujjL ^j9j j l_j^1Lxa]| jt^AI ^jl jlc* ^Ac, ^)Aaij A-ijUj-iill <jjjLi*AI <JjA^. 

^jAL^judil Sa jj<A\ a9Ua]| (Jkl djULnll JLujjL (jl cjj^ 4 Iixj 


^JjjJJ^joiSI A91Aa]1 CAULuII (jLuJjl ^aAC- ^ ^)jujLia J< Judj (jLuJjVI ^LiIaC- ^aJJ C • 

6^ (j-aUJI Mac-Address ^ Jj-^ ^ 

~j°; ‘ ‘' djUUj (JLjo jl s-lg-J j (-JjjuiLaJl 

^jjjui I^a Mac-Address -^' Frame ^ j) jj 

Ai^ Broadcast cW j Frame ^ J j 

6^)JujLi« A_JI (JLujjVI J -liLdll 


. ( One - to - One ^ A xjx-oj -V 

.Collision Domain -V 

.OSI-^' AJaiJ (j-a Aj*i\MI J -4qjJ-aU ^^3 (J-axj -£ 

. l«j'- 1j ^' J^?-^ Mac-Address-Table ^ -° 

.Mac-Address J ^ Jaia ^ ^Vl ^ V -l 
.ffff.ffff.ffff u' A -v 

L_jI^JI (J 1 a A 9 Lia]| 4 x-^}juj ^9 ciJ^)lLuaJ V j A'\c* ^)joiJ AaIa -A 


£ V 











Iaa a ^u^\ I Ia^> Sj^Vl (j* ^ 1 Repeater jj -? 

jA jlg.>\l lAA j A-ajL jdill AifLail ^A J ^jSM Aiflait ^a*j J SjLuiVI jl ^ajiL 

^aJJ La LqA S^LujVI Ac- 1 gLoC* x^aJ9J j A£j-Ai]l ^\ ^j) lajaijl ^a 

^a aJLujjI d^Lc-I ^ SjLujVI AjA^lL jl^)£^a]| ^jl g ^ ^a^9-| SjLuiVI £-1-^1 ^ 1 (J 


AjA^ 


-II (JjI£ Lo^X-Ai ^1 AitjoLAll ^j^a ^)j£l AiLaLA (J^ 3 LaAiC- jI^£a!I ^alAklLudl ^aJJ • 

j caLLlAI ^ ^JaSall ^aj-Luj dAu j jIa ^ ♦ a^J ^aj -kSa (JjI£1I Iaa Twisted pair 

^ j^)£^o]| l- a j£J j^)£^o]| Cli^U. ^jLlua aAlc. ^a-Ajuj (J£juU djULnll (Jjj^aJ ^aAC- 

AiLoL^l JjX^ajllll ^aJ-Luo Aij^)Ja]| &A^J j ^>^1 (Jjx^ajlL ^aj (Jjt^Jl ^9 A-]a£J ^i.1 

. caLUII jl SjLiVI ^9 ^lIsAiII ^aAx ^q i\xjj JIuij ^ * ^j^a AxjI 

jjIaII Sj>^ 



£ A 













£jjudi! Jajj jm,j 4 ^ jjh1\ i Router 4 a^aII -t 

Newtork Layer 4ifkll lU*^ j j s^ull j Sj-iAll Ailik^l 

• Aijlaj &A jjSI J^u ^jSj 4a• 

<£jjuj j 10.0.0.0 (jt4£dji *l^.jJ L&-° j 4 oV^ Jl djl£djud]| JaJ^J ^ 

jlill ^lil Cljl£jJd]| Lg-Ljj ^jl.^Ud <jVl 192.168.1.0 (jl J 

La (Jjx^ajlill j C jKu^' 1 ^jiLil jl^>ll jl 4-^.3-^1 ^1*1^, 1 (Jt-^Jl ^9 ^g, nj La 

. 

j (jLudjI A-AaC- ^llil Clil jL.,^ 4 C. J^T- * (_JjL<al i^ya J)\-ula (JjJaSl j)\ Si ' j -Y 

c> o^*J' j' Destination J /^4 1 ^j Source j4l cJilull JL3U 

duj^VI 4 £jjk (_ s -lc- A-lLaaJ Ljajl A^aJiuU j jLulaII lk& 

j& Jji41 f^k Jjial! ^ ADSL V jjj! jll : 4la^L« 

. j' jjj' j 4-^j ADSL ijz- 0 jW^ 

Router - ^>>^1 Sjj^-a 



Modem - ®j>-a 



£<* 
















j ij$Ji <^1 j4^l '^a jibij: Gateway -° 

Aj^lj (j-a jjKII ASjaj V _j' g ^ _^A j AjijjjJI AiKUl ^^3 OSI Ci-lL jlLia 

(jc. UK AalUi ^ ^jjKjjoi JaJ^)J ^jiL jL*a!iU.L Jjlg^. jA j l^a. 1^. ^a 
Router 4^-j^l jW- Cf- jg* ^ j u j'K.n^ l -W^j j' <_U*j 
jj jl j\\ <J^.b cWll <uU Gateway -1' jW AiUiaj ^ jjjI jll jlg^ ^ o^j 

(JjJafll (_Kju1j 


: <jjau£ ^1 Gateway -5' j>4* • 

^ bK 4ilik^]| cjl£fU]l ^ La J=lijj )Ua j : External Gateway -'' 

(Jl AKajuLj L_)jjuiL^, aKi*'., UaJ j Jla 4 iL-lill 

cr 1 ^' ^ ^'L’j j ; Internal Gateway 

I^J jL J (_£VI A±^U (j-a ^)U.VI (jC- L al^A'i aKjU (Jib CljlKjjud]l t a^A ^ 

J^j^' Gateway -S' <> 
Gateway -5' “JJ^ 3 
























\W LAN -Au is^- jW^' '-^ : Bridge 

Routing Table jj _jL$^JI lift ^ > h ij j aSjjji (j^LajtJ 


. JUL-jil aauuj jl! jll Jj^JI liA ^ J A j\g,q\l ^JJjlC*Jl 


Bridge - j^?JI Sjj^a 



ClAjlnll (jUiLuol J Ai* ( jJa^)i]| Cllj£ <jC» SjUcr j a£jJJI Cllj£ • NIC ^ ^ U*Jl CjjS -V 
SjjuoVt JUU J jLaJjl jl^ J NIC -Jl J (3^ 

c$ j 1 ^ j* NIC -Jl c> *4^ j NIC -Jl cs* (Transceiver) 

<j*j^ j'j^' c> cjj^ j MAC Address -Jl 

. Cj J&\ 


NIC = Network Interface Card 



OSI -Jl AJLja A-ljlill j ^JjVI Ai±la]| ^9 l4*j - ^ 

IgJLujjj j I^JIjuq <Jj9 CjUUJI -Y 

4 A^l^l (JC. (JLujjVI c)^ A^Jjudll ^9 (j-^aLiJl <Jjt£Jl L>* Chilli ^aJJ -V 

.CSMA/CD-i' J-^VI ^tciilud! cIiijjjjVI A-il^JI a£jJo]1 c*A,jV4*i ^1 ^ <J£ 

# A-ill cUJ^il J (Jjuo^aII jl^Ic- £jJaJ J ^jUal (J^lc ^9 1 g.xj^iClAjLnll L qj\x*n ^a^9J -1 




























































































(Simplex) 

Jj]I j! JliluoVI Ads (JLujjVI ddj ot-dA ^s (JLujjVI ^tAd jSjj 

. j cJ^ 


(Half Duplex) 

dd J oLdL £-L<uuJtj j£A 4 jAAjldl (Jl jydt 4 _i1aC, ^Aj^aAl ^Ij^jVI ^UaJ jSjJ 

. jdl dlSj ^S ^aJJ j^.VI oLdVI (jl (_£» 4^Jid J-1C- La dlSj 

<Jjujja]| L_aS jJJ 1 jAdLa ^JLj <jla 4 La ojLud] (Jtdljudtj C_hl jlaVI dd IdlJ I Ladle* 4 Laj>oC* 

# Jjll JiS 4(JLujjVI 4-iLaC- jC- 

(JU^lSVI 4 ^jAI 11 a ^^ic* ^ALaVl jjJ dd diwlW JddAI J jj jj jl^ d*j 

^ Laid VI j^bU ^g-x-ilj LoAd^J <ljs djddb (jill djs j\\ 4Jl V] (j-iSjAAl jjj a i£^o 

jV <dILJ ojj^ S-dA (Jl^aliVI jj Jaxda j-dbll jdiJ ^tALj (JddVl jj jJjdL ^L^UVI 

# ddj ^JjJ J^C- oLd J-lSjAAl 


(Full Duplex) 


^Ac. 4 djs j]| jjo^j ^s j jjaL^jV! <^s Jj^aljAL cAA-^I ^IjJjVI ^tAd ^ojuij 

#C5 ix^dll ^Ij^jVI 


.djVL-dVI ^jAI IdA ^Ac- ^AiLal <JliAI L_ijl^JI j 4jWAl c_ijLgJI AajL-v JiLaj 

JdlAl (JjAL (Ja*J dujjJjVI (jL (JjAl LdaA jd*J L_JjJuoLdl 


jjS jJdl J-1J JAxia d^lldl cAti& JjfL (jl Ij (jAAll ^Ij^jVL J x^jVI A-lLaC. ^aJJ 
^daj ^jjud^j djli jlda (JLcixILujIj j) diljldVI Jddi ^1 a] jdlik^ jjj^jj JLcidjujI (J1 a 
j^La JJC- SJJjl^S A-lLoj dll jllS ^Ac. L_h jAa SjLujI C**ll nc> (JLuo jj ^aJJ jl 

j]I 1 a Jj3 SjIc.] d J \°\\ cJ^julJ Lg.JLuojl J^OJ C ?> n^kJ AjJjdAl J^VU 


Half-Duplex 



Full-Duplex 



I Will Work 
Won't Work 


or 















CAS+ 2 A\ Jib ^ CjUUJI JL-jI j> 

Methods of Sending Data in the Network 

Laj 4^Ljal j Jj^la Ji J 4 *\' diULjt <_)Luijj Jj^la 

4-liLaVI ^jAj ^ajiLuj IPv 6 (J-a*j ( _ s ^' j Any Cast cs - "^ 

. ‘illb 

Unicast 

^a j3j V j jjc* V Ja£3 l_j jlg.^W jj* (J£julj <JLuo j] j djULnl! ii-U ^j5j 4jUx\l a JA 
JaiS J^.1 j dL^jI ^ (JIjuojVI A. ^a j£J <j| ix^aj jl g*v\ djULnll (JLuojLj 


o 


a 



o 


o 

o o 


Multicast 

& diljLuil (JLuojLj ^a j A <C- Jj.Wlj ^a (J!Lo SJ, W A Kz* (JLuojV I 

Kz* Y ^ -1 (JLjuojVI j ^ ^ (JIa Jais^x- 

Jaid /vY W ^\\ <C- JaSfi (JLAjLdII Jj^albuo j a ^aJ 


a 



o£ 















Broadcast 

(J*ju AJ**JI o^A j A £*ill Sj^Vl aS^I JS1 CjUUII JUjj 

A^uJl J^LLa Jjj JjLikl (jC- 0JJJ La* AIaJiII ^ j a£jJJ| (JSj 



Any cast 

ji (j\jkj±ui jjj La^lic. (Jj* aJo£j l_jj3| (J£joi A^uJl lIiLUJI (Jail aJI o^A 

*1^1 Lo^ic. J C* \ q\* ^aiLi> JUJl (J-Ujuo ^ic* ^ jill (j* 

^aJJ j (JJj^ajU A Lqi (^aaJj A-lLoa 11 oAA ^a^a J^iJl *1^1 ^1 Jjj^a^11 (j^*liiLud*ll 

JI cJJa. ^2 Aij ^LJI £a Broadcast A^iiij £y* (J^iaal a jVqJl o^a j l^ja Jaj^ll 

. Any cast -It -Mt cW ^ j IPv6 -It t>Broadcast 


O O 

o 



; sjuAaJl AjVqJl &1 a j cijIjaa* s^c. : Any cast cjIJj** 

# A**liJl (JjJij ^ ^ajL^ (^J* ^)j£l ^ J ^ A^Jjudll ^9 A-llc- J * 1 c. VI -) 

^ DDOS ^j>A Jx^a^j Labile. (Jj* (JjJjuj La (_£ jfi\ u^al (jLaVI -V 

L-Jxj^al ^)*VI 

diliLu JLSIujI j JLujjI Xc. cJ j 3J^l (j-ij La cJjsIjJI £jjji ^Ic* SjjiJI -V 
(jjJij <J**J ^itj ^S^Lud ^ Ji J ^-43Jj lLjijA^ ^iCr (JLa (J^LLall ^ liaJ - £ 

.dllJ3 jjuJi ^1 L_iaJj Ail ^JLaiLai*ll ^al*J (Jl (jji £y* A_ilc, cJU^VI ^LLuo A*JlaJl 


^Jj^al A-iiilll o^A £* < ^j£Jj 4 CJ jk j_uJl L_a9jj ^1 a xjj Cljl^a^ijudll 


00 














LjULuii JIa»4 

Collision Domain 


£ljjj Laa (Ji.b ^k 3j-iaj djLojL^allll 3 c, SjUcr jA ; dsULnl) ^jLuaj J 4 * 

-II <£jjuj djULnll ^3^“ C^ ^ vW j djl ^ x^alll j f A£jjud]| (Ji.b (jllil (jc. 

^ 3 ^ 3 ^jLj A-iI^aII <£jjud]| (jjoij 34 a. 3 ^ f Lo^lic- j^ailll 3 j-laj j CliJjly) 

0jjj 3141 &3b djULnll 3 * ^ JLuojLj ^kl 34^ dsa j\\ j djLj\-ij 3 * 

u ? 3l J^-iial ij*la j! ^jLuajll 


Repetar sjLiV' jjl* ji Hub jW> ^ A L >Mc. jUikVI 

4^. J^ll j\ Switch ^ jj-alt ^lAaJLuoU 4 KjouJl o'^A <Js. j LAN Ajia-ail 

.^L-a 2 il JU^> ^Auiij ^jii Igj) clua. Router 


a A X jgjj 1 

7 

J-lxia 


jij j j^allll 34^ Jjuo£j ^ySJ 4_aj-<Jl ji - 4 (*$ A AJs^i^La £-4 

(J5U ^^cuuaJ A-i^3j^^4 ^*lalLuA j <]£juu& (Ja. 34^ J ^ ^iajl ^—3^ 34^ 

A X-oMl ^g JOLUi aJ 3^41 






tdAjLnll 3 ^-^jW 3 W (4 ^4 3 ^ I ^-'^-1 (JJUiAJ I 3 ^ 5 ^^! & ;'Li]| ^yu*t2 • 

^j£j c 3 ^I-^I C5^ dlULiJ ^ J L>^ ^41 J 3^41 (JJOjaiaJlJ ^j<L 3’ L . 

. 4 $.>j 4 ) 4 jU 3 I 34 jb 

• I-la I-la 1 x> CIjLc jlx>a 

j Broadcast A A A jAj jSjljll ^ <_£ : Router jjjljll • 

. Collision Domain jfA L y^\jn\ J£ dSjll ^ 


jf»*j , Collision Domain jjj*j j o^aj^' : Switch lA)^' • 

.Broadcast 

.Collision Domain '-Ai' j Broadcast AA' : Hub • 
: Collision Domain j Broadcast Domain oa^ 6 j^' 


s^s.jl 4 SjJ, a HA)* 0 j$A.f (jc. 0jUc ja : Broadcast Domain 

Broadcast Domain-^ ijj& j IP JI c> ^'j ^ j -^'j 

jjjI^)1I (J 4 V-a‘< ■^ Cl 


^gk CllULull <-g A^ L-aAic. (J. j^aaJ A 1 ' cF- »jWc- ^ : Collision Domain 

3"^^^ A£jjul^' 3* >J Laa ^lalJ jLjud^ 


on 















< 3 * j HUB 3^&^ • 

^ ^'j JU^ jl^l lK ^5^ One Collision Domain jW' 

<3* jj£I (JLuojj ^ i ujjj 4^ u ? 3I (J^Ij ^Jaj j (JSj ^jjj j ^Ulkl Cj 3 ^ 

j ^gjjoijj ^Ac. Jjli ^)jc. cjLgJI J)l^_^ 3*>j L<ia djULnll 3 a ^ 3 ^ c —^C5^ 3^^ 

IjJaj! J ? dl9^11 (Jjo&j ^9 3^ 3^ G^a 4 -ALujj] ^ C5“^ ^3^^ 

CIjULij JLuj jl ^ 34^ I Labile. (J1 a 3^ i> \1 J£ ^Ac. *1^.1 j ^)juoLia CIaj (Jl^a jm,j 

CliiLAl o Aa Cluj cjLjJI ^ jjLijuj L_jtgAl 3W^ C5^1 (J^ jl^ 0 3W^ f ^ 3^& 

^A] & 3W^ (3* ^-Luo^aII djULnll (JLmjU ^ix^j oj^>AI S3$^VI ^Ac- 
JL^a <Ax^alLAI S3^-^Vl ^j^>A djULnll JLojjI ^Iijuo ^AL^AI &Aa ^9 V j 1 j £ 3W^ 
djULnll ^lc* 4l$\ ^Iluo Ao 39 j djULnll oAa *L*AIj d 3^>VI (3° cK ^34^ J L ? A g 
S jL^I ( IP ) ^ij c_ )lg,\l (dsdl £-a , JaS3 1 L_1 j\J^<a\l (Jj 3 ^j-a 

j , ffff.ffff.ffff uj^ Broadcast j^W^' j 

. Mac Address - o-j^' ^*4 V 

A^lj ^a^L^aJ <JLi^a J , ^kliLia CllJ (JLi^a jJ Ia& ^3 

• Broadcast Domain 1 

• Collision Domain 1 


One Collision Domain 


PC-PT 

PC4 


PC-PT 

PCS 


HubO 


rr 

1 - 1 

p 

■BKv 

L 1 

j v 

PC-PT 

PC-PT 

PC6 

PC7 


oV 











(_]£ a^A ^3 j (_pjjjjai]l j)\ q ^ Aj 3 ^ j^j-aj 4 

(J^ j 4_lH-!lll o^)j j.^ aJI ^3 ^jJa^a ^jA La^ .1^1 j ~ ^ j. dj (Jl ■v -n ^uia ^3 ^jjjSjUjl 

(jjjjSjjjVl ^J-a^. <£-jjui ^ t^ljliujj 1 .'' g ^ (Jjj£c. ^^£■ e-la-A jc. jjui idL (_>»u3jlijl 

<K (J&jjjoiJI j 5 Mac Address <_>*>.>>' ^'-^' ^jj^' <jjj^' ^ u^j^' j 
. ^ o^j^V' ^-Laa- ^ jJl Ua du Broadcast 

_ ^ <Jl^a Aaj jl j 5 ^a.1 j jdda du (Jl^-a Jli>. jj ^ j j-aill I.AA <^3 

• Broadcast Domain 1 

• Collision Domain 4 


Each switch port is a collision domain 


10 Collision Domain 
6 Broadcast Domain 




















jpjtjil jVl jjj' j j j jW^ : jW^ J£' 

j ~ 'll . ^-»'' (JL^a Asj ^)jjl^)]| ^2 id j^. j-a (jjiiS^jjl (_J£ j ^)joiL±a]I CLull (Jl ^ A J ■‘ -i< \' ^a^SJ 


^jVI (JJJjSjlil \ Jajj ^a.1j JJijlj lgj2 AjUjII Zjj.^W (J!La jjuolxa Clu (jLi-a 

B J A Cd (JLa-a Ldil 

. Collision Domain 3 j Broadcast A and B ^ - 

• Broadcast Domain 2 

• Collision Domain 5 

: BD La£ J CD J! He, La£ JlaCi j j| dill ^Uf- j-aiJI IdA 

Broadcast Domain A Broadcast Domain B 



j Collision Domain dl A-i3 ^J 

.Broadcast Doniiaii 



13 Collision Domain 
9 Broadcast Domain 


o<l 












































LjI SL l w iI 

Cisco Three Layers Hierarchical Model 


j ClAj^lLuo^a ^_lc- i**A^3 4-^a L^J l *iVI ^^£- julLuj A^JjA 

j^ ' ^JJ A 1 ■ uLm V1 A-lilla j j£ * *i ^ cJ^lj ^ \rt. VI J_-a ^ ( a J^joj ic- AjL j) u n *aV< 

liLfl J A£jjul]l ~ J-n ' ' (_J^JUJ (_ 5 -lc. 6 OiA 

; J^lj^ d£lj cjbjlui^l 3A& ^a^iSj 


1- Access Layer 

2- Distribution Layer 

3- Core Layer 


Jj^ajll AiJa 
ASJa 

# # + 


* J j ^ 6a JS-wIy CjLjIuiaH dJA js ^ jj^dJ ^j3Luj 


^j J n > n Ig^jail <_>» 4 iJa]i ai* ; Access Layer 

t_J jjojL^JI e j^^.1 <JiLa jj-aiAiuLAll lg » ■« (_J-aL*JJ ^^lill e j^^Vt llllc. Lg_}3 Ai.jJ j 4 ^ i.Titi 
(_J£juU Aiiiall oAA ^3 o jg^Vt aAA Jaj j ^jj j 4£jjA 1I g_3 4 . A II t_ajLgJI j CiiLar-jUall j 




iLlo 


(JlLa dlllijlall till] jlJ La (Jj^aJ ^^jl! Aj^JjolII dllA*-all j 6 J)£A.Vt ija.j lAA £XaJ V 

Aj^IuiVI (Ajl£jjuiHJ j^aLiJI j dlljlSjljll j djLuiJJjjuill 


Ai±L (j? ku 1 ll 4 i±kli i^ia ^Ajj <kkll 6 aa : Distribution Layer £0 j^' 4iJa 
j (Vlan) -i' es-^Lojl Jltiu JaUis ^ j Access Layer Jjl' 

CjLLull JJ J-® ^aLlI ^li AjS ^ill j 'Lailall jjjj jilt ^3 Ig-^. jjjL jilui 


LaiLall (jja diLLnll ^xaaiS ^ j^aiiJS A ajUl eiA J Core Layer 4&AdfA\ L_tl3 ALla _r 

^_xs (_lal*jj Igj) dip. Xc .jjuill i-illc- aSiA >jji 4 L.,ijj Distribution 

AiaALall Clililiill (j-a JjU 

: AiJall JS uk J^*j (jjl\ jluaui S Jj4>a 


CORE Layer 
6500 switches 
8500 switches 
12000 router 
6500 switches 


DISTRIBUTION Layer 
4000 switches 
3600 routers 
4000 routers 
4000 switches 


ACCESS Layer 

700 routers 
1900 Switches 
2820 Switches 
1700 routers 


i. 












































O-Jlu A\ J gt ijS! jAuflV) (fhbto ^jiJI 
IP Address - IPv 4 / IPv6 


Internet protocol 


IN I IPv6 


fill t-ijjJjaJl C5 le jjj fij j!jj& ja IPv 4 Address - 1 ' 

A^jLjla ^iLaloul <lfjjdll ^^Ic. (jl jic. L _1 jjuiU. (JH (jj£j J A^JjuoII (^Ic. <■ _ n,,.l 

. <l_Lilll Je ^1 ^}k.VI <» t IJajjI 


djULk ^jji L 5 ^ ^ 32 bit ^^ j ja j ^jI^SI jld^aVI ^.q-lViAll ^jl^*-11 

^jl jixl ^juo 5 ^j-iAjua^ j du A-ijIaj AiLk j Oct6t S'gpSc* (JjILj A-J^k 

a£jjoJI 3^Ij ^a g.7^II (jl j\x,\ ^juoS ^ a£jjoJI 
jix^a *hjj j 8 l£Aju jVI Ajt-kSI ^ja Ajt-k (j£ ^jl ^jl l_L^Jj 

dlULk j AjLk AjujI ^ja ^ill £jJa jaSI l,i& £-^}dj ^ j5Luo t 255 cs“^ 

. jla^al 8 C5^ l£J^ 

AjIaC- du j Byte j bit <> uj£^ yn? l?VI u'j^ ^ 

JbSl! Skill jl ^^juulSI Skill ^jJAtJki AjjA ^Ac- JP -11 ^jJjLixAl ^aUki (J J^J 1 a ^jJ^^ill 

(J lxill J ^LlklSl Idk ;•*"• jdj ^a^ sLjuo ^ 


a^A J 1 jl 0 UJ^d ‘^lj cr^ ^J ^ J ^a J ^JC. SjLc* jA ; Bit 

-Si AliSa Adtj^iall AiiSnll ^a tdjLa^L laIS AJali jl aAaL^ AAja jm,*i Aa^I 

OSI 


jJ <J1 a t duLi ^ \\ dull <ja ^.1 j <ja jj£I ^.iaVi SjLc* jA : Byte • 

t^jVI J^l jUj ^ j^Ijuo djjU jn «,1 AjLkSl od ^.1 j AjLk jlix^al 8 ^ 

^jlij^al § j 11 a 3 ^S (jVI \ jl 0 j clF* ^.a UjLuj l-iis dull 

; ^5-^St ^ ^—yW AjLk Uj^S ^jj£1ijuo 

^Jj^luo jtix^aVt 6^A jl t^A jtix^al 8 Aj^I &^A jVl (00000000) • 

Uu^i j Byte j Bit -SI (ji± 3 ^)^^ ^ IIa ^-9 (jl i>j (JIAaSI I^-j { j^i\ djjU 8 

u'U’ Sila La£ (jl <>j>j (jVI ^Vl (jl34c. (jj^y 1 ^ 

^jj£j ^jl 4 -i^y (J^juiSI I^^j ^—yW 32 ^y j djULk AjujI ^a (Jj^a £4!^! 

IX 















JISSjVI djjUll j l y* u* IP u^A L^Luo Ua^>*j ^jVI • 

3q JLuiJ ^^,j\c> l Qj*Viin ^ 4 ^Uj]| ^1 ^^juOJlII ^Uk l\l Jl 

1 ji 0 J^A ^ JJ-A ls^' <ALJI j>a j :Binary System ^'-^' AAJl -'' 

; ^Ul JLUI ^ La£ ClAjLi. AjljjI ^1 diULiJI ~j j. iifljj I—ua. 

Octet 8 bits Octet 8 bits Octet 8 bits Octet 8 bits 
00000000.00000000.00000000.00000000 

11111111.11111111.11111111.11111111 

AjtJjVI ^ 7 - J 1_La3 IJ j duJ 8 '**■ j 4_jld. J£ j ^^jUII lajj IP Jl ^jl^JC- (J^-d S^A 

^Lnll ^Ukill LLa^i ^ ^jj£j (jVl 4 djjb 32 (Jj\ . UjJ &^A 

jl J^A <*-* cAA l£^' ja j ; Decimal System ls -Y 

djULk ^jujI djULkll AjjaisiL ^jiL ljJajt ^UkAI IAa j 4255 cA^ 1 0 Cy* sAdlJ 

: ^Ul JliJI ^ 

o.o.o.o 

255.255.255.255 

<iLk (J$ djULk <jujI <^AI djUlkJI x^ Ldajl ^iLj l£^A*AI ^ IkL jp _JI ^jl jic, (Jkjd 11 a 
^Ukill ^ < j£J j 4 djjU 32 AA g^V Ujj djUUJI &Aa j lixk 131 j djjb 8 j 

Q^k^a4jld£ j\\ <jLk]| jLk^al 8 (JdJ jLk^aVI jl^klklj ^ ^£^)jud*Jl 

(JHaII ^9 Lak ^jLnll ^Ukill ^9 8 11a j Sd^.1 j\\ <jLk]| ^9 d^.1 J 

’: </Ji 

'A? jjfLa ^ <1 JA* j j-J*J fUii]! IP Jl jl^jt JU IA O.O.O.O 

fUiill ^ jU^VI JU iiA 00000000.00000000.00000000.00000000 J^d]' 

.^ui j JjVi 

^ JjlLa j ij ^dJI e UiJI ^ L^.1 IP Jl liA 255.255.255.255 

r* liiiiiii.iiiiiiii.iiiiiiii.iiiiiiii J^i i^jjij^uJi^UiJi 

.^Ul J JjVl ^UiJl ^ Ja.1 jll JU 

^JjJaj]| l ^ j ^jLud 6^A ^j) ^ ^ l^J - 

255.255.255.255 = 11111111.11111111.11111111.11111111 
O.O.O.O = 00000000.00000000.00000000.00000000 


ir 











IP Address Class 3 

A , B , C , D , E cjjjU*1I l>* ^Lia Ajola^ ^ jj • 
D 9 E diUa J ajjouj Lai A , B , C ^Lia ^LVuJ Ja£a ^Iluj <j£Jj • 

; (JLa jLaC.1 

^jJjua (jUaJ AjS (J£J J CllJjijVI A^u^\ <Jjj^ajll C J B J A • 

. C5 ]Ij 1I Jij^aJi Ajflll oi& 

l^Lc. j ^: Class D • 

t jj jlajjl j dla-jil j_^ua jjt-J ji AjLiLuuj dlUjLkiJ (_^V I ClaSS E * 

: <^tfi! JjjaJI J us A , B , C , D , E c y^ ^j5L. <tf! 


IP Address Classes 








Address 

Class 

1 st octet 

range 

(decimal) 

1 st octet bits 

(g re 

ie) 

Network!* 1) and 
Host( ) parts of 
address 

Default 
subnet mask 
(decimal and 
binary) 

Number of 
possible networks 
and hosts per 
network 

A 

1-127" 00000000- 

01111111 

N.H.H.H 

255.0.0.0 

128 nets (2*7) 
16,777,214 hosts 
pei net (2*24-2) 

B 

128-191 10000000- 

10111111 

N.N.H.H 

255.255.0.0 

16,384 nets (2*14) 
65,534 hosts per 
net (2*16-2) 

C 

192-223 11000000- 

11011111 

N.H.H.H 

255.255.255.0 

2,007,150 nets 
(2*21)254 hosts 
pei net (2*8-2) 

D 

224 239 11100000 

11101111 

NA (multicast) 



E 

240 255 11110000 

11111111 

NA (experimental) 




“All zeros (0) and all ones (1) are invalid hosts addresses. 

<J£ (JjlaJL jVl j 4 IPv4 jl_jjc. ^ dlUill ^jjajJ JjAiJI I^A (jVl • 

4 A xu■ -'a - ' 4 (_5^ c ' *—ajJtllj _j IP (_glc- L a ^)»*'(jJjLixJI ei& (_j-a 4^3 

. U^j'-* J ' J C5^ '- Ja ^' J 

127 cs-^ 0 Cy* ^j) £* 126 cr^> 1 c> A : Class A 

£jjjjj ^ Alill ^j|L_njoi]| (_£^kl 127 VI j 0 31 3^^“ ^ j 

axj Lada 127 VIj 0 31 LLal i—fljxVujj j t 126 1 L>* 

1 £ 






















(jl <JjV' jajolkll £Jjl <_s"S' ~ ‘ A (j' J^ ~J ‘ ‘’' a ~' <_s-Sc- ‘ (jVI • 

: JUll JUUI U£ Sj^Vl jl*l fluil JLjj" ;A£jdll 

N. H. H. H 
10.0.0.0 

c> Jji jl liA Host -5 jL^aikl H j Network -S N _>j - 

^jjSkjj J£judll l^-jj 4 djULiJI j a£jjoJI a A ^jj 

16,777,216 uAh * j 4^d 126 A 3-^S' u'j^ i> dA£f^ Idd 

. jW 

t> jI d*, 255.0.0.0 uj^ A o'jj*S Subnetmask -S' - 


.Subnetmask -S' 0^ ^-^SiS' ^ <—*j*d u>“-S 

. 191 128 c> B <j»S' u'jj^ : Class B 

^dllj JjVI ^aLujl £jjl ^S1 f^aVn B 4 j*S' ^j'_jjc- ^j.aVi i _ 5 lc. t_a^)*jil (jV' • 

; JUil J13J! U£ SJ)£A.V' 4j(jxajoii ^A^jjjdll (jl 

N. N. H. H 

150.1.0.0 

4-iU. j Jjl ji ISia Host -S jl^dkl H j Network -S jL^ilI N >»j - 

(J£judll 4 ClAiLiJl J A£jjud]l AjA j^aj^a^a JJ Auill ^jl 

j 4 \u : jj 65,534 B 4-^11 (jlliul (jj^y 

. 3** 16,384 

i> j 'j* 255.255.0.0 B *j*ll Subnetmask 31 - 

A ^ i l*o\ 1 a u 3 Q*i ^ ir^ 

. 223 192 o* C « jlj*. .tu; : Class C 

^jl!iilj (JijVI ^LudSl £Jjl (^ Alill (jtjJC* ^UaVl (j^\ • 

• JHaH S3^Vl <j J^ -1^.1 J ^ajua5 j j| dlllill j 

N. N. N. H 

192.168.1.0 


yjSj j JjS Idb Host -S H j Network -S N >>j - 

4 J A£jjudlt Aj3^x 1 A ^ i A ^ ^ Auill ^jl jl ~'f- 4_jl_^ dAjJ 

sj^-VlAic- jA^id 2,097,152 C 4^ill ^jl j\c. (JJI l" A£dJUJ Uj*a] (J£jud]| l^-Jj 

. jW 255 <jj^ 


la 





















^ 255.255.255.0 uj^ C Subnetmask ^ - 


4<+A\ \x\ ~k 1 1C- 


^Ukjll La 4-iLoC. ^Ac- L-A^lIj ^a jiluo 4 ^JJjti*Jl ClAj9 ^lc* Us^)JU ^jl AxJ ^jVI • 

#( jJjU*Al ^jLnll ^aUkLl j 

Ia^> 4-Ia£j ^jJajl ^j) *1 j^)I J-jjVAl 4-iLoC- ^Ac- L_fl^}xlAl ^9 s-IAij ^jl Ji9 ^jVI J— 
<9^>*-a ^Ac- ^jj£j (jl 1*1^ ^a£>& 4 j\^ax\l &Lb j 4 1.1^ (J£juLj 4_iLo*AI &Lb ^jl 1 
(J£jolj c_b^)x^ j ^-9 JjkL ^jLnll ^aUkLl j ^Uaill <j.ij La (Jj^jAl 4_iii£ 

J L*Al (J^Lk ^a JP -II ^jl jJC* i J ^jj C Jj^^Il]| A-lLaC. 4 jaj^ jLl^a 

^jLnll ^alAkLl j ^^)jujl]| 

j ^jLnll ^UkAI j ^^jujlII ^UkAI ^Ac, e_i jjLL LLo 9 lisl q) l_l^j 4jIaJI J- 

8 bit 8 byte ^a ^jl^i*Al 4jLk ^a 4jLk 4jj ^Ac- li9^)XJ 

(J ^1 L_L^J (Jjj^Jlil 4jUc> £.|AAJ ^Jl (Jj9 ^aA*J (jl L_L^J ^jVI J 4 

^9 ^.Wlxja^all j|P -11 ^jl^JC- 4»La ^Ll (J^>w\l ILb ^al»9^)l 8 0^ 

k ki£ C-AjjlL ^L jVl 6 ^Lnll ^UkLI j ^^)jujl]| ^UkLI La (Jj^Ji]| 4_iLaC. 

1 gxj^aVi L j (JjA^AI ILb 

128 64 32 16 8 4 2 1 


^alAkLl J ^^jujlII ^atAkLl ^j-lJ La (Jjj'nMI 4-iLaC- ^9 LgA^Lk ^ jVujj I (JJ*^Al 

^^jojlII ^Ukij L_J(Jj^^l I^A 4J] ^LtJl ^a c ^jLnll 

JP -11 ^jl jJC* ^9 4jLk 4 jujI ^a -l^-lj 4jLk (JLaJ (JJ-^JI I^A • 1^ a^- 4 AJa^^La 

j9j4-ijLai^. 4 -iLoC. Axj ^a <^L (J j-l^l I^A 4 (J j-l^Jl I Lb L_il^ L ^jVI 

4-ljl jua^JI 4-iLaxJI ^ jQiii' (Jj^Jl ILb LpL j (j^jl LI (J^Lk ^a jl^C-VI 

. 8 Ia& jLgJal 

(JULaJl -& (Jj^aJl 7 <-5^ ^ L>® ...^11 AjIasJI «.1^JJ 


2 A 0 = 1 
2 A 1 =2 
2 A 2 = 4 
2 A 3 = 8 
2 A 4 = 16 
2 A 5 = 32 
2 A 6 = 64 
2 A 7= 128 


A Single Byte 


2 7 

2 6 

2 5 

2 4 

2 3 

2 2 2 1 2° 

128 

64 

32 

16 

8 

4 2 1 

1 

1 

1 

1 

1 

111 

128 

+ 64 

+32 

+16 

+8 

+4+2+1 


=255 

is the largest decimal value that can be expressed in 8 bits. 
How many different patterns are there? 


V\ 
















: * ls* 


IJA128 64 32 16 8 4 2 1 
1 1111111 


aj] ^ Jaj Ia& j 255 L^aI g,*nujj (Jja^JI ^alijVI Uas j] jVl 

: j^' ls * ^ 8 byte 

255 = 128 + 64 + 32 + 16 + 8 + 4 + 2 + 1 

j\ CjVI ^ AiLiJl L j Ig.gA'N ^aJJ L \j& j (JjA^Jl jJ ^aJ Ai Ia^-J 

; Aajq\1 &AA AjUL^ £jjVI ^-Ic- Uja] ^ CIjUL^. AjujI A xnq\t &AA (Jjo^j Ija2 

255.255.255.255 

8 -11 (J£ju) ^5^ L —L-Lud^J Lia3 j AjLk £JjVI ^-Ic- AjLud^ ^aJ ^lll A 

. 32 byte u j 1 -^' uj^ 1 byte 

AjlaC. £■Jjudj jSLui ^aUajll j <_£jjjj*Jl ^Uajll (jjj La (Jj^jaJiJl AjIasJ (j^\ 4- 

(JLLa (j-* _JJ^i dilka j (Jj^^j]) A_iLaC- ja^2 ^jJalLuu] L». ^ (_J£juu 


j ‘ l $ j-^' 192.168.50.1 ^c- JULa 4- 

J r lijl 8 ^ja ^j^^aII (JjA^JI J^)Aj ^^jLnll A jail I ^1\ ^^juixJI A laill ^ja aJj^^j 

# A-ilUll AjI£JU AjLxj s-Iaij 

^Lla-lll ^ ^LlaJJ (J^A^. ^^AJ 

jA j ^Lnll ^Uaill A]j ^aUaij ( ^lill ^alijVI (JjA^ ^JA £A^Jl A-i1axJ ^a jVujj -Y 

. 1 j» 0 cJ 3^M c£^i 

^l^kiujVI AaJc* ^IlLuj l qj^ ill dJ^aj AjLk (J^ (Jj^^j aJaC- ^IAiLuj -V 


; (JjjV i It j ^1 j^sIajjVI Aj\^c> ^IaiIjuo jVI 

jjxii 128 64 32 16 8 4 2 1 
jjalt tJ* l l 0 0 0 0 0 0 

AJ^)J JA*Jl (JjA^. < ta5 -iC' ^)^44 ^a jVujj 192 Ajl-^l Aa^ J ^ ij^i cjVi • 

1 a& 128 Cy* 192 ^ a_i1axj ^a jVujj 192 

(J^,W,\I Ia£ 128 -^i cJijujI 1 ^^3^ ^3^ 3 128 -^i A^Ij ^a^Vujj £^^3 

3& Ia 192 a,j\ax\I (Ja^jjujj jl aj^>j 192 cIh 0 128 ^jVI ^ 

^3 ^ x *^3i 64 ^)a 192 —(.Ja^Jjuj ^aII ^5^11 

5ijjJa]| ^28 + 64= 192 Cm ^ jlj 5 64 -M J^i L^jII 


IV 














Cj\ Vj 192 -Jl 43 A J (jl^4*AI AjLk ^ja AjLk (Jiji Lla>jV ujjI A3 4 jj£j 

LuaJ ^al IAj ^AcA (Jj.wW ^)Jaj| (JjA^AI (j^ Artp*\\ ^aLs^VI (Jiuil jliuoVI j 

LaA j 192 -Al ^a3j ^j\a* ^ dh^J £a^> ^ Aa33 <jj ^jILuj ^>Jaij C1 ia3 ^j) Axj 4 
&A^J 4 jix^al ^alijVI ^Lj J 1 ^a3 J £-^J-} 128 + 64 

^jUqII ^1 lalll j 4 _£^juul]| lad]I ^jaj La t jJaj) (Jj^^j 4-AaC- j ^t^aJLuA j 4 -Aaxj Lia3 



jj*J 1 ta 128 64 32 16 8 4 2 1 
cPl^t Atel! Ik 1 OlOOOOO 

J 6 (JJ^?A1 jJVlUjj ^jVI "LLjAall (JjaiL ^a jILuj 168 43 A J 4-^LAl 4jLiAl ^L (jVI • 

^1\ L^)JaJ lit Ia^ ^JL-lllall ^ja 4 168 LA ^ j\ujj ^kgJtA^J Lia 3 (A] ^lAl ^aUjVI <^A La 

168 L>° ^£1 g.Vuxjj £a^AI 4-Aaxj Lia3 j 64 -Al ^a3^>l L>ajl U^)JaJ j 128 -A I ^a3j 

8 J 32 J 128 -11 ^a3j A^.L ^a jVujj 6 ^)A ^}JiAl SAC*^AJ ^a jVujj <JL^Al fcAA 4 

<Laj 3 Li^^kl A3 ^jj£j Aij^)iall 0 128 + 32 + 8 = 168 ^aLSjVI &AA £»*y) Lia3 j \j 
^-dll ^alijVI i]kxji\ 1 ^a3j £jJajJ ^aj3J (jl V 4 JI 4 % VS J j 4 168 ^LAI 4jLiAl 

. c^AcA Jj^?AI L 5 ^ 8 j 32 j 128 j 1 g v ^ ' 

cs>kJt aa*JI ta 128 64 32 16 8 4 2 1 
^AjSII JAdllJA o 0 110 0 10 

J c (JJ-^A1 jJVlUd ^jVI AijjJall (JjaiL ^ajiluo 50 C 5 ^ J ^ALAl <iLiAl <^jL (jVI • 

^jVujj Ia^. ^3T-illalt 4 JA 4 50 ^ ^ J^Ujj 11a 3 lij ^111I La 

Jal jl jj£I jl 50 LA ^jaajuj Ja 45 jil ^ ^^iaxj 2 j 16 j 32 

^jJa^ajiLuJ <iLiJl D^A 50 2 ^^AI ^-lA^Jl A-AaC> ^3U ijj^ 32 + 16 + 2—50 
^jiLui f\l jVI ^Lj J 32,16,2 or* J 1 g » *> J ^ cr^' AJUll ^»lijVI Cjaj 1 jJj 

^LaAll 4 _iLaC- ^2 (J - ^ *'’' j^jil ^gJt> j L^iLuil 0 jj 

128 64 32 16 8 4 2 1 
gH^' ^ 11 ^ o 0 0 0 0 0 01 


Jl e u- Vj JjA^ll jA J A^lj flj 1 ^A J <jLkll 4 jVl • 

^a^ 2 J j 4 1 ^^Lj ^J)Vujj 4 _laLudJ C_jl_jai^ ^1 A. AaC> 

CjAc-l (JjA^AI La£ 4 0 ^alijVI J jLI^aII 

^Ac- (jl 1>J (jt^I jVujjI 4 j\aC> j ^a^AI 4 j\aC> 4^Ac- Ll 3 ^)JU 4J) AjU 4jVI • 

A5 4 j^£-A <J!iaVI 4 j^"** j ^)^Aj 4 jV! ^aJ 6 _)^L^a (J^judj (Jj^^lAl Ajjj^ 4 JC. AA^)xa 

• jLiaa JiAj (Jjj VAl A AaC> ^3 

f liJ8 4JA 4J^^a1I (JjA^AI 4JA AxAa^J ^aJ 4JI AjU Lx-lSa ^j| 343 JI ^Jj^-^JJ ^a J&lui 

• lajud-Loll ^-JJ^AI £a JIAaII ^jLS 4jjj^xll J ^Luli ^aLkAl ^11 ^^)ju13l 1I ^aLkAl 4JA 


1A 










jVl 192.168.50.1 jjcaj li*a ^21 '2* 4- 

• (jj^jjoi t ^jUjII f\ a K *. ^jij ^ji Jj^>j j t (_^ jjud*Jl 

^Uajll Decimal System : 192.168.50.1 
Binary System: 11000000.10100000.00110010.00000001 

gH^l 

: <u$i l±\ 172.16.1.1 B c> O'j^ + 



^Uajll Decimal System : 172.16.1.1 
Binary System: 10101100. 00010000.00000001.00000001 


: A^jl Uj) 126.50.1.1 A <> 0\j& + 
^UaUI Decimal System : 126.255.240.20 
fUtfl Binary System: 01111110.11111111.11110000.00010100 


i iu£ LLa^-3 2i (jj£j JLSII uVI j Jl j 4_iLaxj LLoS A*J }|— 

: *l' ^JUJI (Jj) ^ ^ 1.1^ Ll^ 1.1^ a A ^3 ji Aj j | P 21 jjjLic. 


J £Xa^Jl J 4_lLaC- 4j] (J£jolj a j. laflaj j ^a£jl 


: JS1 o's' 


00000000 = 0 
10000000 = 128 
11000000 = 192 
11100000 = 224 
11110000 = 240 
11111000 = 248 
11111100 = 252 
11111110 = 254 
11111111 = 255 


13 











IPv4 (jjjUsdl 

Private IPv4 Address AjikLJl £jjU*II - \ 


>j a, ^g, (jjjUsJl a 1ft ^4 ui£j ^jj j Ajj&iftll (jjjUxil £4 £jj £)4 jjSI 

. (jjjljxJl £1 Ijj) 54 44^1 ^Uau tlU j dASidJl 

126.255.255.254 ^ 1.0.0.0 : A ^ 

172.31.255.254 ^ 172.16.0.0 6-: B fcBI -t 

192.168.255.254 ^ 192.168.0.0 : C -f 

239.0.0.0 : D -t 


(_£ Aul-iad^l Vj Loop Back Interface 4£jdill cjj£ 0 Ijje _Y 

. 4£4uiH Cjj£! jjaA4 lift ial2 t <-'l <u‘i,\\ AJjjfr 

127.0.0.1 

41^1^4 $ Jfr Jju (jljJfr jft A PI PA ( _^44 uij S 1^1 Ajj111j]| <j^I^J| ^jljj*Jl -V 

. IP <£&-“' O* 

APIPA = Automatic Private IP Addressing 
169.254.0.0 

254 239 (> f : E 4iiJt ^ $Jjaa4JI <^jjU*JI _ t 

(jdOt u £4 Luaj| -j j t ^4utIL Jftxldl dull A " JJsuaJI dull £j)jjfr -A 

. ^VjSjjjjjII 

Reserved Multicast Address 224.0.0.0 
General Broadcast Address 

255.255.255.255 

. A<u'l,\\ j£j CjULjJ Jtuijl Jjjj 1_4.lj& ^Ijjjdl lift 

ISP <LaftiJl cS^jJy 0 djlS^ui l g .aftaJim.) ^lill (jjjLiaJl ^^A J AalaJl (jjjLiaJl -V 
^jjjljaJI sift dlijUjVI la^3 dljiujVI l_jxjJaAuij] j ^jJ^^jjuLall ^Ic. bhLjball 

. ciu juVI Alfi Jt. ^Lc. jjlj (jjliaJl 11a j Public IP Address ^*JI ufjbaJl 

(Jkb^ <jla-a]l A^jjjdll ^^Ic. ^j£j (^liJl 4 ■ -ft I' (jjjLiaJl ^l^klLaii (j£-aj V J ^ te-vM * 

ClljjjjVI ^^Jc- U-?^ 1 C5^ 'baLaJI ^jJ^LiaJl (Jla ^LaAaJLuij (jl 4-t.n.m J^<a]l jl <£^jol]I jl (J^bll 
4J Vj baa 4 jl-ft bll 4^1 ( _ 5 ja-aj 4_iL^a]l j Aj^aLiJI <£jjoi 1I ^3 baa ^jjjLiail a 1ft 

dujljVI A^Jjoi ^^Jc. (Jl^-alAkluil 


V. 










Class Full / Class Less 



A^xuJI ^Ua 


^1 

/8 

255.0.0.0 

0-127 

Class A 

/16 

255.255.0.0 

128-191 

Class B 

/24 

255.255.255.0 

192-223 

Class C 

/8 

255.0.0.0 

224-239 

Class D 


: ^ JL>^' J Class Full / Class Less C > J* o^' • 

u'j^ 4^ <-£* 4^ fjj c^' <^a : Class Full • 

I^a j J jaU£/ 8^ A^uiil ajU jll LuS ip: 10.0.0.0 / 8 

J ip Jl JjJC* J jl Jjilll Jj ^al j 4^Ud\l ^jJ V 4j] 

. Class Full es-^j a!^A\ 

aJc cU*i! ^ j Iftja j jj*j 1! ^ ; Class Less • 

o*‘jj^' ^ ajU*J 1 e jsA ^jAj ^j VLSM -J' j' Subnetting 3! <> 

^aJ JU. ^9 j A^Jjudll ^JJjtiC- 4 JjjjolaII ^A 4j\^x\l 4jj ^\x\\ 4-Ajll]| 

ip: 10.0.0.0/16 JLiSI ' J Jjo. LJ jS JL* 4^n*\l ^Lkj 

Class Less c3^ JS^SI J Jjxil 11 a 4j] lJj*j J l_±^j 

^jjjjjLI Jlxua A-jLo*Jl ^^)judJ ^aj3tjud J 4£jjjdll j]| 4^<u3 jdillll 

La^Lall 

: Class Full / Class Less O* <J* ^'J^» • 

Class Full 

. <jJj^' t>jjj (j* IP Classes 41 i^.\l 
dulj (iLuoLill ^jV Jc* <j <j^aLk]| Subnet Mask -S' ci^j^ V -Y 

i**iLg ^jH jl jjj! Jl Aic. c_bj^)x^ j 

4^ J^l (Jj*l^> ClAja* ^ *1^1 LgJLliaJ Jj ^3 Pjjcket -LI ^Li-Sl JaC- J4 -V 

. Routing Table 

Class Less 

J) 4_u£j Jc AaUxJ j ^jliLa ^JJjUxJI £JJJ4 ^aJJ J S^Ull -) 

. VLSM 

j' jLI Jl <L*jLI cjjjUxJI Subnet Mask L -Y 

c■ Lalt L-Loi^J j (JjujjLI j-iiliA 4JV dj( jjj! Jl 

£* IgijLki Jj J JU J j] Default Router -S' J] Packet -S' JL-jj -t 

4_i^. jllll (JjAa. SJj^.jLl cJS^AW 



























t*M< wT.tt ^j- 1 i.a*< 

IP Subnetting 


tAjc. ja ^jUc. <jA' cs-^h' jit Alf^l jljjc- ajLc. ^ :Subnetting 

A£jjoJI JjLlaJ ^xuJa JP _ll tili^Jjuol AuLaC- Jd<U j 

^jl j\G- i-U^ jlL ^aj£J j A£jju 1 ^ajlj LaAiC. TP _Jl ^jJjUc. lilll^J jujI ^k <JllLa • 

ClA£jjudll (Jda CAC- j ^)_u£ CAC- dll ^UJU A ^uAll 

^a jIj ji jA (J^JI ? (J^JI La S^^Vl J£1 Vj dA£jjoJ! $aa (J£J ^-LL^J V cIp^ j 
^jjjUc. ^ajiil Subnetting -II ajUc* ^a j ^jjjU*JI a jUc* ^IavlAj 

Jaj A^lAiduol i ^ lau ^£a!I A£jjud]l ^9 Jo£9 L_Jijlkdl AA*JI ^alAidujI j Cul£ujud]| 

. UJ^' LS^ 

| £, I J^.1 ^J| 4<S unll *1 Ujj 9 1 Ajl^9 • 

ydll ^ jljic. jUikl JU> Broadcast dl jdUdl dull 3uL^ Jdij 

<^k ^jJjUxll &AA l_u£j!u Clu9 j ^jjjUxll jlulklj du§ ^jVI CLul ^ HjLuo &j£aj LLo 9 
(j£ (AH^-JjuoIj ^a jSj ^aJ jl (JJjLixJl (j£ lill^lLad ClLa$ <JkJl &AA A£jjudll 

JUJI &AA ^9 ^jJjluxll (J$ cAH^lLai^ Lul jj jl^>ll jl A_^j>all jl-gp* C5^ (J^jd*JI 
^ lp^ ^ Broadcast jdUdl dull Uj j A£±dll Ju d>A^j 

. a^I J£ j jjjjLia]I ciull a jUo (_y^ (jjjU*Jl 

. A£jJi]l Jib ^ J ajU^I ^ cUai -\ 

^ ll 1 k r^lll A llAC ^ ^ 3 AJ^-JUJ —V* 
a£jjuo 1I Sjlcl ^3 Ajjg.xjj -£ 
Aj^)j LS A^Jjaill ~k 1 ^ 



VY 















































La U’ Jaij (jl (JiS ^j£Jj 6 (jjtAjJl 4 _iLoxJ jL ^jVI • 

4 jUc* ^ Jaij <jl (Jj3 &Aj^>j ^^Jl jA La j ClA£djaJ JAc, 

10.0.0.0/8 ( A ) 4isJ' c> oLA f t4#S« - 

f._A A3 jjjUc. A^k ^1 10.0.0.0/8 255.0.0.0 A^.1 j]| (j|^ixJl ^aJjuJj ^AJA ’sj- 

^jjojjaII *LLa (Jj^^JI j ^a^Jl A-lLaxJ LLa3 (_£,Jl fliJ8 ^a (jj^all (JjA^Jl J^)Aj 

(JjA^Jl I^A ^Jjalllll A-iLoxj ^jfiA ^jl Aj^}J <jVI J 4 AAjLlJI 

^jJjtdC- <Luixl^ ^Jl 4 ^ajoVi £jl Ai^)J (_£ Jl 3^*-^ ^^)Aj ^^JjaiSlill A-lLaxJ ^jVujJ (jVI }|— 

• ^Ul JtUI La£ ^lijl 8 ^jl^j ^Jl l)jA^JI ^ j Aj LjaJ ^jAIjuo j 4 4^ Ll 


10.0.0.0/8 255.0.0.0 
128 64 32 16 8 4 2 1 
111 


&AxJ j Ilk^ ^a£j (J$ i"*l^J J £jJa^a^A j j ^alA^VI j jLll^l 4-lLaxJ jAlLud 4 ]— 

LLa3 ^aAj (J^ 1 **l^J ^Jl All ^^11 ^13 jl j A ^Jjj jVI JjJ^L ^jC- L-Lul^JI 4-iLaxJ ^a^Aijuj 

(Ajl£jJj 5 LfJ*J 03jJ JC5^ 6 jLikL 

f jii* j 128,64,32 ^1 ^ J^ 1 J^W ^ uVl 4 

(JtUl La£ A Jl ^L^> c . Ujj«\ 4jUxj ^ajAijuo j 6 jLlkL LLoA ^a 


128 64 32 16 8 4 2 1 
111 


j\j 4 <jui^k ^a JSI JAxJl 2 L^a] g.Vnxjj 2 A 1 = 2 ^Li£ 4-iLuiaJl 4 ,jLxj LLa5 j\ 

^a JLlui 4 <J0LXLk ^a (JSI Ljajl JAxJl 4 g.VuAJJ 2 A 2 = 4 L-jLal^. AjLxj LLo2 

0j1luo (J5I L-jLoi^JI AjUx.J 8 ^a5j LjJ g.VuxjJ 2 A 3 = 8 L-jLai^. jUxj 

Lj J ^kyA j 3 L ^(jl ^iLludJ 4 CASyA 8 L^-J Cjj\)^ 4-J (^x^} 

jLuoJl ^Jl ^alijVI L^J ^cJJJjuj JLSII Ia^J jjlitll ^aJjudAlj LLo2 4Jj^)UI fiA^J c^l£^ 5 

4_j|^jc. ^JL^al J A^Aklill ^JL^al (j_jllj ejjAAll 

. ® j^Vl 

255.224.0.0 Subnet mask : AA' ^ cJ^ ujA u^' A 

. 128 + 64 + 32 = 224 6^ 

j /8 ujA fA“^' A ^ A CIDR 31 ji AjU-jit a^l& j A 

eAA 3^3 /8 (^gJtAa jA 4JaLuiJ (JSj \\ ^Jj^al (. jj£ /H (j 111 ^JxuAl]l 

.1 + 1 + 1 + 8 = 11 

c-lA^ j A A uA (3j j^.1 j A31' u'A (jc- ojA j* :Block size 

oj^j“i 1 svvn.\i 4^i ,T.\i j ^131 4^31] (JliijVI -^jc. j 32 (3^>j Block size 31 AkU aSa^i j jl 
^3 ' <>» A3 A' <^1 e_jjA A+" j ‘64 Block size 31 


vr 

















\ ** ♦ ♦ 

10.0.0.0/11 255.224.0.0 

10.0.0.0/11 255.224.0.0 
10. 31.0.1 JjVl jl&l\ 

10.31.255.254 ^4JIJ j^VI J4*il 

10.31.255.255 ^11 J 6'j^ 


AjuIjJI <j! jje> 

10.32.0.0/11 255.224.0.0 u'^ 

10.32.0.1 JjSn 6'j^ 

10.63.255.254 ^4JIJ j^VI Jljto 

10.63.255.255 ^jVl ^11 J o^' ^ 


4£j2u 3) <jlijic 

10.64.0.0/11 255.224.0.0 
10.64.0.1 JjSri JlfjJ! 

10.95.255.254 J jl&l\ 

10.95.255.255 4^1 J o^l ^ 


10.96.0.0/11 255.224.0.0 
10.96.0.1 JjSri jljto 

10.127.255.254 J JlfaJl 

10.127.255.255 J dull 


V £ 






*£*£11 q )ijfc 

10.128.0.0/11 255.224.0.0 
10.128.0.1 JjSn J4*l! 

10.159.255.254 *4^' J j^V! jl**ll u'^ 

10.159.255.255 ^jVI *£*£*' J u-aLSJI 4^' 


^LujJLuaI) AijUtStll 

10.160.0.0/11 255.224.0.0 
10.160.0.1 

10.191.255.254 ^ j4Vt 

10.191.255.255 ^jVi J o^Ull 4^' 


*SuLu*ll 4£*£1| (jljjfr 

10.192.0.0/11 255.224.0.0 *4^1 
10.192.0.1 JjV! 

10.223.255.254 J jAVI jl**ll u'^ 

10.223.255.255 *£*£11 J u-aLkll £ul! 

4_£Ull *£*£11 jjp 

10.224.0.0/11 255.224.0.0 *4^1 
10.224.0.1 JjSn J4*ll 

10.255.255.254 *4^' J j^V! 

10.255.255.255 ^jVI *£*£*' J o^> 4^' 


V<5 





192.168.1.0/24 ( C ) ^6- 0'^ - 


J £A^Jl 4 _AaxJ L1a9 ^13 JI 8 Cy* (J*2^)Aj ^a jVujj A^Jjuo ^JJjtiC- 

(Jj^l^Jl IA& ^ja ^LiIaxJ ^aj£J <jl (jVI J 6 AIAjuJI ^9 4.1a 


(JJjUc. <juia^ <Ajui£J ^J) ^All Cjl^ixll ^^}Aj ^^Jjui9!i]| 4-iIaxJ ^ajlLuJ ^jVI Sfc- 
; (JIAaII Ia£ ^ISjl 8 L£ CS^ (J* ft ^ LAl ' J C ‘ : * 


192.168.1.0/24 255.255.255.0 
128 64 32 16 8 4 2 1 
111 


0 »lxJ j a ^a 3 j (J£ Cll^J J ^a 9 j £jJa^ajlj j (jiaxJ jljl'sl 4 _i 1 axJ gj^/ud 

Ua 9 ^a3j Cll^J ^lill Jjla.jll ^alijl ^A^J A ^Jjo jVI L)^ L-lLul^Jl 4 jUxj ^ajlijuJ 

C!jI£jjuo 8 JJ* 1 ^JI C 5 ^ 6 jLllkU 


c> cK 1 fSj j 128,64,32 4-JLill ^SVI jL^L ^ oVl 4- 

;^ 5 JUl]| <JIAa]| Ia£ A _JI J}J^)]a <jC- j\\ L' lui^ 4 -iIaxJ ^a jlbuJ j 6 jLllkU Ua9 

128 64 32 16 8 4 2 1 
111 

j \J 4 A-ljLA <JA (J 3 I JAxll 2 ^CJJJjuJ 2 A 1 = 2 L_jLu 1 ^JI A-AaXJ IIaS j] ^ 

^aj3luJ 4 A-IjIaJ <JA (JSI 1 jJajt JJlxJl 4 ^a9j 2 A 2 = 4 4 Jaxj Ua9 

^ L.J^iLa>AI IA& L_jLai^J! 4 Jaxj 8 ^a9j Lb^ ^jjjjuj 2 A 3 = 8 C-jLoi^ 4jIax j 

^jjtixJl ^uaVn Ua 9 Aij^)Ja]| 6^-J L :A£^ 8 Lb.A 4b] ^ixAJ 4 ^al-Alb 

j A£jjoJI ^JL^al ^)A^.VI (J^juoJI 

<j| Jj£* ^^jujVI Cjj^ C 5 “^ 

^ 255.255.255.224 V* Subnet mask t ] ^ ^ jSfl ^J- 

. 128 + 64 + 32 = 224 ^ ^ 


AjIac. ^*j j /24 (jj^ ~j ‘ i,a '^ (J^ La ^ L\1 ( TOR -11 jl >ijL^jil -i^c- 'Laja j 4- 

^alijVI SjLj3j J /24 CT*^ 3 <AaLudJ (J£j 27 L <TJ^ /27 ^aJjaiilll 

.l+l + l + 24 = 27 ^Jc^cr 11 ' 


^j^ax.j l qVi^sj A 4Aal! ^a ^jl^ixll 


fcUjj^n 


Ua9 ^1 JjVI Uax]| ^ UaxJI 


lg. 1C> L J A-i1axJ| (Jjo^j j Jo^9 ^jJjlixJl ^9 s-^jud]! 


VI 























AJUdufiuJj Jxj AS ujA\ 

\ ** ♦ ♦ 

192.168.1.0/27 255. 255.255.224 

192.168.1.0/27 255.255.255.224 
192.168.1.1 JjSM 

192.168.1.30 J 

192.168.1.31 JjSM dull 


AjuIjJI <jlijje 

192.168.1.32/27 255.255.255.224 ^1 
192.168.1.33 JjVl jl^l! 

192.168.1.62 J I 

192.168.1.63 ^jSn ^ u-LSJ! dull 

AjIIjII 4£auA\ £)|ijie 

192.168.1.64/27 255.255.255.224 
192.168.1.65 JjSri 

192.168.1.94 J 

192.168.1.95 ^jVl J o^l ^ 


AjuIjII 4£jdill £jl jjC- 

192.168.1.96/27 255.255.255.224 
192.168.1.97 JjVt j4*il 

192.168.1.126 ^11 j^VI 

192.168.1.127 ^1 J o^l 0'^ 


vv 






q )ijfc 

192.168.1.128/27 255.255.255.224 
192.168.1.129 JjV! 

192.168.1.158 J 

192.168.1.159 ^jSn J o^iJI 


192.168.1.160/27 255.255.255.224 
192.168.1.161 JjVl jlfjJI aljfc 

192.168.1.190 ^11 ^ j^V! Jl^JI 

192.168.1.191 J q<**1\ 


4juLu*Jl 

192.168.1.192/27 255.255.255.224 0\jb 
192.168.1.193 JjVl 

192.168.1.222 ^1 J j^V! J4*II 

192.168.1. 223 4^1 J <jA*\\ 

192.168.1.224/27 255.255.255.224 
192.168.1.255 JjVl Jl^JI 

192.168.1.254 J ^ 

192.168.1.255 ^jVI J u-aliJl dull 


VA 




IPv6 

Internet Protocol Version 6 

djUti <LuLd Lg^aJjuil ^aJJ 128 bit j ^jjdLoill jld^aVI <jl • 

£jl jlxl ^ajua5 ^j-iAjuaS ^AjjVn J du 16 ^ ^ J <jli j£ J Octet lg Jc* JjllaJ 4uti j£ 

j hexadecimal -It C5 i& dd*jj < ^dll Jib ^ jl^^ ^ j 3idd]| 

^jjdLuill ^jtAj^aVI <jl4u3 JaxJ ^a3^) 16 J ^}dc- ^Jilll 

.IPv6 



d*l^Jl I^A ^ IPv4) du^luVI (jl 3 ^ I IPv6 

djlj^Sl d^j^ltj dil umVi\lj djIddJll dj§ j\\ IPv6 

. (IPv4) ^1 

: IPv6 -It Oi^LuuJt jIAa^VI dljj^a si- 


jj-JI Broadcast -It dull ^Ldl jld^aVI jld^jj V 
1$^jdj di*3 ^dll Any Cast -it 4-u^li ^ j * ^1 jll jld^VI 

£j|^)ll ^jld^aVl SJduli ^)d£ J^Llo dil^ Jfl Ajj^alill j i AiLuill 


_ll A \ x^ali Aildaj j 4 ^j|^)ll jld^aVI d* <jLal I ^jjdLaill jld^aVI £j\ 

^ill £jl^>ll jld^aVI Ji* Cy^ <Lxiiu ^jk j (jl ^ Jad* j cpbii Jld^IPsec 

. LPseC -It 4u^ti Jja.^j ^j£J U£ 


C5^ C5^' Au^aj^iil 


4uSld 


JIa didjk^il JjJaSl AjLcl^ ajdil -V 
£j|^)ll jld^aVI 


4^j,Vq\l CIjIJ-IaaII 4u] dip. £j|^>ll jld^aVI ^ SJ^aII djlju^all ^1Z* i£ -t 

# JlAA Jidj Ja*u 1 ^jjdLuill jld^aVI d*l^Jl (j!^l*Jl (j£& ^aJ^ll 3^^ C5^ 


?j IP Header v4 -It IP Header v6 -Jt u^jb*JI jjjii J^t -o 

. ^ISlt ^jjJt ^ Ju^qM U £p Header -It ^ jdj 


DNS , BGP, OSPF, : J^ W I ^ lUu -l 

DHCP 4 RIPng, EIGRP JGMP , UDP ,TCP 


Ulu jljic- OJ^jk U 340 ^ c> t^ J±& ^ j3jj .V 

(j! 4.3 3^- ^da J5I jlAjL-aVI ^ 


v<\ 
















: IPv6 ls^ JLuj ijj >ij_ 

Unicast, Multicast, Any Cast 

Jl (ji ^alstj (jl <j £]j t AiLluJl j L^jjuoJ du3 j]l j 

. Any Cast -S' AiL^) ^ j q^US jl^V' ^ Broadcast 

fec80:0000:0000:0000 : 0c41:1536:3f57:fef5 n>v6-S'0'^ 4 - 

~ 111Q " ^ ^VI (j- ix lu iB ^Jl AjI 'a-n.* 

ls^S' ^jUiSI ^auaill j 4 Network ID a£j^S' j* j 64 bit 4-*?^ j^-VI 

.Host s jl>^u (j-aUk ja j 64 bit 

(J^-juo jjLxll ds-I j9 (Jx'nI Jj jja S^Cr *1^jJ c (J^-juo cJ^jolJ jlj^Ll £-1 jL jl L ^ • 

IPv6 Address ^Jvi a I I jlji*JI 4,*, u^j (jj^LI 

: <44^ ^ jA? ^ Format 

2005:0005:0100:0000:0000:0000:0000:070 

jl .ij jj jVI J 6 aLI j]i}| 4_i9 jjJt.lj ^ajL jl Ji9 La ^LaiH jlji*JI i J- 

tilL& jjfL jl i, S>J V ji^> j jl S>J J A-iILiIaII jix^a^l ClLLk L Vwj ^jL 

jl L-ol l.g.K <LL^ d*1^j L] (Jj9J S^lC-lUl LI *J\x.\ jl ^ j t jix^aVI j-lJ La Jjj j9J 

^9 La£ <LLiJl (JLaJ (jill jA *1^1 J jix^a LJj )J j jix^aVI ^Ja'N L VWj ^ jL jl ^-iLlLuij 

>g JL]| JLaJI 

2005:0005:0100:0:0:0:0:070 

j^a ^.IAjj ^lill jix^aVI ^sL jL^alkl Ljajl j w jjL*Jl jj» x^aJ ^aJ 4j] ^j_ 

C QA«sj ^ jl Ljuaj <jLk]| 0005 ^-jLk ^ Jj <jj jLaull 

| ^Lill JLaII ^9 La£ jl jLLI (J£juj ^L±k*aA *a1 jg juj (J£j jix^aVI 

2005:5:100:0:0:0:0:70 

j] J 4 Lj*l] jl x^al^VI A-iLaC- ^9 <1^ j^ll (Jjj^a j^l A*J jVI ^ 

j 4 jix^al ^L] L)^ C5^ ^ 

;^JL£ jlj^LI (J£juo ^ n^jl jjjjA Colon:: -II 4-1 a*j jl L^Vl jL^aii^l Wuu i 

2005:5:100::70 

jL^alkV! aj\ac> jixj jjojLaiil jjLxJI 4 Colon uj^ ^>j ^ 

Colon ^jd 2005:5:: 100::70 jjLxJI ^UlL jikj j c 

A_i9 (Jaxj jl 1 Vj g.1 jjLxJl jj£j JL11I 

A * 
















IPv6 Ajjftlalall (jjjUsdl 

Private IPv6 Address AjSklal l £jjU*il 


Link-Local Unicast Address = APIPA - > 

Ig^uJ JJ*J <j£lj 4 £-jljll jl-l^aVI j'jjc. C 5 -<luU dul£ APIPA -II 

.Link-Local Unicast Address uj^ o^ 1 ^' 

.Unique-Local Address = Private IP Address - Y 

^ 4^-' ‘ Private IP Address jl^VI 

.Unique-Local Address uj> 4^ o^ 1 ^' 

Global Unicast Address = Public IP Address - r 

Global cP' J^-yi ^ 4^' ts-* 3 j Public IP Address 

.Unicast 


Multicast Address ff02::l - i 

(_gi oJj*j j 224.0.0.0 jH jl^J-aVI (J£ ^JUilall dull jljjc. 

. ff02::l J\ o^uJ\ 


Loopback interface ::1 = 127.0.0.1 

£j|jll jIa^VI ^ Alxdll cuj£ fjc. jjlj ^lill Loopback interface 

. :1 C5^l (J^L^I jlAj^aVI ojjAj J 127.0.0.1 


Us. 4 3-aq*i t^jjjjLuill (jljjxll jl-l^l djl jj^all ^Ai LiSjxJ (j) A*J (jVI 4- 

IPv6 ^jjojLai]| j IPv4 (Jjj Vi\l 4,j\^c* ^a j 1.1^. 

‘ 2 j , Transition IPv4 to IPv6 4^^' ^ j l^iu Jajjllj 

Lg^.^)jai j lAj£ju ^jSLui (Jj^ aull AuLaC. <_4*j A_u5j dililj A-u^aLaJI oAA 


IPv6 

Host 


6to4 

Router 


6to4 

Router 


IPv6 

Host 




A \ 










: IPv6 j IPv4 On ^ • 

J IPv4 £?' jJI jl^-aVI jJJ La Jajjll jc. 4-Ufljll ejsA ; Dlial Stack -1 

cIjIjI^c.1 cJa*j ^^ji a*j a-i1axI t i IPv6 (J^LaA 

Aj| V* n*s c^jjojLaiil jlAj^aVI j £jl^)ll jlAj^aVI (jJjtixll ^jl jlAj^aVI Jaxj (jl 

^ 1 x^jl Jaxj J IPv4 jlAj^aVI Jaxj ^lill dlliLull (JLuojLj M\aW 

^9 La£ AjI IPv6 (J-^Ljoi]| 1 £a (Jaxj ^lill Cj iLiLnll (JLuojI 

^JLill ^A^ 


Single-Stack 

Host 



jjjljll J&. J^*j aaSsII oi* : NAT Protocol Translation (NAT-PT) 

La. VlC. (J1 a t Aj^aVI A qVi^s a ^jjjtixlt ^j-iJ La (Jjj"\M1 A_i1axj ^jki Aj] V* n*s 

^jjojLudll (jl ^4xj Jaxj A^Jjoj j IPv 4 (jl^4 xJ (Jaxj A^Jjoj Ly^ 

(jl ^4xj Jaxj ^lill a£jjui]| ^9 sj^aII * 1^.1 La.iic. j IPv6 

^jiLuj ^jjjjLai]| (jt^4 xj Jaxj A£jjudl CIjIjIjj (Jjuj^j ^jl c £j|^)ll 

^1 £j|^>]| jljb^aVI A^^jlill A-i1axj jj jl jit ^jSJ Llii^ JJjt jit ^t C-jIaIj CLAjUjII 

.^-ILill jajII ^9 La£ j^.VI A^jjudil 6 (JLuojU ^jsj j J JJdjLjUllt J^\ 


jljjc. £* J^xj jl£ ^ill NAT -M ^ Jaikj V jl l_l^j : ba. jj^-4 AJaaiU 

NAT-PT _1( A_ij9j jc, (JaI£ L_allkt c qV^Aj Aj] lLu^ £j|jll jIAa^VI 

# &j^sll jjaib <Jaxj AjI l^£J 


Source 

Destination 


Source 

Destnabon 

3FFE 100 200 1 1 

3FFEBOO 11 


10 50 101 

192 168 1 1 



NAT-PT address pool 10 50101 10 5010 10 
NAT-PT Prefix 3ffe bOO 1 796 


AY 


























4^ uj^ ' j ^ ^ : IPv 6 Over IPv4 Tunels -V 

A£jjoJI (jl J 4 IPv 6 (J-^tjud]| (jl jJ£* £A (JaxJ A^jjoi 

^^lll L qx^aVi^\l A£jjui (jJaxJl ^9 (jjdjLui]| jlAj^aVI (jl £a (.JaxJ 

£j|^}]| jlAj^aVI (jl ^4xJ (J^axJ A^jjaJl a^A (Jj^Iajj j (jJnxjll ^g.jb^axj ^9 A^jjaill JaJ^J 

jlAj^aVI (j! ^9 <Jaxj ^ill ciA£jjui]l ^ jVujj <£djaJI (J^Li. (j-a j IPv4 

j Jj*^ (j^a ^a(jl AxJ 4 (jinxJl l g jJa*j ^9 (Jl j^aJ^I ^JaJjuoJ (j) (jjjjLoi]| 

jljb^aVI (jl Jl*-} C-U*J j L Aa^oHa]! ^ A£jJd]l ^ aJ jj*1 1 CliljJjl^)ll ^^Ac* 4 jvfi\t 

. ^JLill ^ U£ ^1 Jl 


Dual-Stack Dual-Stack 



IPv4:192.168.99.1 IPv4:192.168.30.1 

IPv6: 3ffe:b00:c18:1 ::3 IPv6 3ffe:b00:c18:1 ::2 


IPv4 Header / IPv6 Header 

^ ^ Header -It ti* ^ j Header c> uj^4 IP -it JjSjSjjj • 
(J£ju 1 j (JLujI ^1\ ^Ac -1 (j^a Header -At ^4 ciii^. sj-i^a j aAajL^ (J^ 4 ciAjLi. 

4 j 9 tjJal ^aJJ (jl L_L^J ^lAlj 4 ClAjLnll j CIjIaA iLjaLj ^aj£J (jl ^XJ CJJ^a 

AjLi. (J£ ^Ac- c_i^)xjjaij j (^JaaII (Jjj^qMLj AjL^AI &Aa ^aj^Lud 4 AjL^AI AjLi. (J^ 

(J^O (jLc.HA juo l^)£A La£ Ajj ^alxJ (Jl ^ l*VJ j 4 JjIVl IALa ^Ac* j AllidJaj La 
&A& (j^a (JS J (jjojLaill ^jl.^^aVI (j>i (jl^JC- J t (j>i (jl jJ£* (jJjlixSl 

o^*-t aj) ^ixSl ^a j 4 jl>k^ Jij (j-aUk Header 

lK ^ ^j^Luj IPv 6 Header j IPv4 Header -It dhW ^ 

J)UlAA (J^JUdJ L_i^)xHS J^)ilA 

IPv4 Header -Jl <> JjJa j Jc. t_ij*!ij ji c_i=kj (jl Jja 

. «-c5^ uj^ IPv 6 Header j 


.20 byte j ‘32 byte :IPv4 Header 

.40 byte j ‘32 byte :IPy 6 Header 

: <M\ s iUill ^ U£ 


Ar 























IPv4 Header / IPv6 Header 


IPv4 Header 


IPv6 Header 



Total Length 


Flags 


Fragment 

Offset 


Version 


Traffic 

Class 


Flow Label 


Time to Live Protocol Header Checksum 


Source Address 


Payload Length 


Header 


Hop Limit 



Destination Address 


Options 



Padding 


Source Address 


TJ 

c 

<D 

a ) 

<D 


Field’s Name Kept from IPv4 to IPv6 
Fields Not Kept in IPv6 
Name and Position Changed in IPv6 
New Field in IPv6 


Destination Address 



djULiJI <—ajjLHai IPv4 Header - 

. IPv6 Header ^ <-«Ua*j j ; 4-kta 

. j 14 ^>a44c. IPv 4 Header ^ .»ciiUUJI • 

Version , IHL , Type of Service , Total Length , Identification , 
Flags , Fregment Offset , Time to live , Protocol , Header 
Checksum , Source Address , Destination Address , Options , 
Padding . 

(j^ dAjLaJI eCA • 


Cilia, i ^_3 J jijjill 4_uiJjjj t jC- 5Jj jjoiall SjlaJi oCA iVersiOIl AakuJI • 

(Jliluioll £ljaliuu] IPv4 Jt Lx-lla (J jl A lay j AitJj^all Aj, W*n ^ jSJ 

.4 bit oa* j ‘ j j Header ^ <3*1*211 A-ill 


du^. c 32 bit uj^ IP j ^jSj aj] ajI^JI AiJaj :IHL • 

.4 bit AjLkll j diLajlx^ll A^tA ^ (Jas 

A £ 



































<J£j JLg ( aA dLdJI ^jj (jc. ^Jj^jaboll ajI^JI &i& • Type of Service • 

j^.Vt CliLal,lk]| j 4_i^.j!i]l dlLajLt<a j aILj jj CllliLilli j dlLa^jLtJI 

. 8 bit £>Afc j 

‘La^i - (J^kl ^ i» ,a i jl aJLuJI (Jj3a AjAaA (jC- <1 jj^uiJI 4_jbiJI oAA ; Xotal Length • 

.16 bit Ajt»k]| j AjjujjjjJI <J j]a AiLjajj ^ jSj j ClAjLnJl 

j l^jt-i^j La£ ^-i^j s^lc-t ^jc. aJjjjoiaII AiLiJI ; Identification • 

. 16 bit AiUJl £>i& ^ ^ J 4 jJaaLill x Jl* j jC. ^aJpJt J) ) Al 1 Ljajl ^a^klLajj 

dUtall A^aj^J A iLoju ^a j£j (J!La (Jlx^aJ^t A il^J jC. aJjjjolaII AjLaJl * FlcIgS • 

3 bit ajI^JI j V jt cjULuII (j* a^ C5^ cJ^ AijiLouJI 

^jSj aj] AjlaJI &i& AiJaj j sj ija.j-olt ciAjlaJt ^ai AjliJl ai& ; Fregment Offset • 

^JAJUdJl (J^l Jj£l <*—ljl£ tit SjJj£ ^ JJL^J 4 SjJj£ dljl£ tit Aiuoj^ll AjJJaJ A-iIaJU 

13 bit AjL^JI ai& j A^jjudlt (J^.)^ ^ Aj 

^al*J jl 4_ia*J <La Jjujjj LftAlc. (JlLc dlflj]| A iLa*J Aj^aj^a^oll AjLaJl ai& : Time to live • 

jjjl^ Cj lij Ai^J ^aJJ C-Ll^. 4 ^j^ajl x^aa, jl CllljLiJ S^C- ^jJ A^aj^Jl <J_kt^ 

CllSjll jljJL^.1 ^aJ ^ jl ^ajVt (J-® JjJal Sjdil ClujjJjVt A£jjJu ^ jji A-aj^Jl &i& A£J 

^a jSJjoj j (JIjuojVI A-iIaC. c_a3 jJJjuj c_iJ^ja^alt c (Jj^aJ ^jt (JJ-^ ^ A^^aJl xill 

. 8 bit AjLaJl dAb J 1 ^ AAiq'ij A_iL«Jt ^UlSLj 

C1jIjLu]I l^tAklLujI aJJ a j ^Illt CjV jJj^)jJI (jc- aJjjjojoJI AiLkll 6A^ ; Protocol • 

. 8 bit AjLaJl A^a. j A-A^aJl (J^t J AiuojJl 

^luil ^ cjUUil a£U1I ajLc ^ <jUJI saa ~i >» n : Header Checksum • 

(. A ul^ j AjjludaJl A (_yax ±i 4_jl_iJI oAA ^jij dua. o (JLuijI (Jj 3 La ClAjLul! 

L_ljllsdl (_SAgH aJUujII (Jjjua j Ajc- j i jLoijj ^Ajl j^yz a£L IaI j lJ' - ' 

<La^L-u j^ya £ya A^LiSl JL j. ■< (j' A xLia]| ClLjUaj lilj e>^ya A-ajal! L_iLl ha SaLc.) JL j. ■< 

oaa 4 Jjoijl^J ip Jt jljjc jc. 3iUJi oaa : Source Address • 

.32 bit 

j ‘ JddJl jl^J IP J> u'j^ Cf- ^j>^' dLJl £>aa : Destination Address • 

. 32 bit 

(j^VI (JLa (JjVL^ajVl tj$ (_ajUaj (JLa CAi jLaJI AjlaC- ^ ^AJluLi 5jLaJl oAA lOptionS • 

.32 Jt 0 AjLkll I^JJj 4<jjj^)jJa jj t> djtjLud^ll j A-i^.jj]| j 


Ao 


















<jj j j j Ll^ <^111 3iLkll ^ ^ &j& iDate jl Padding 

a ! ^jj V JUjj jali a. n j Ia U^a ^lill ciAjLuJI C5^ c£ 


V 4j] Clil jjilLa ClAjLnll 4 j] ^LlSI j l$K ClAjLnll I LaUc. 4^^ iilj Lmj A^ua 

# lajjai>i lgjj£3 AjLkll Ig j\c. A<ux>ail AjLkll &JA j ^vn'n <S ^jj 


IPv6 Header 


Jl aJ ij jl l_l^j ^aLJI jIaj^jVI <—ij*JI ^ <il^±i ji JJ :IPy6 Header 

(jjjjluJl jla^yt cijUU. 8 jL-aii.1 <J j iIjLl 14 (>» jj£J IPv4 Header 


t a Vi-v VI -j >»■» < .AajJ j£Jj (J jjjaJI ^jjjflj ^j] jJsJI £-a J jSLu) AjLa 8 


lu^U 


Clua. t dlj jij'j (j^alaJl JjSjj jjJl AjuiJjjj jc. Alj jjaiJl AjlaJI oAA iVersiOIl ^ ^ 1 " *" • 
(_}JJaJI ^-llaLuiJ IPv6 —" ' x Ja (_]jj^)Jl ^jlA j.« al jl A A >«*1 J ^ $ 4 ■» w ^\ 1 j AjAaHj 

.4 bit AjS-aJI ©aa ^a-a. j ( AjULk j ©J jal j Header -it <_JJ-*JI ajII ^a 


l^l ojja ^ j£lj Type of Service -5' “JJJI ^ : Traffic Class • 

.Traffic Class j_£J o^^J' j'^V' 

j)\^h .V^l ^ (j£j j 1 g~W >.si\ ^ AjAa. 5jLa ©aa j Flow Label • 

<LaAaJI ©A_ja £-a l.>»jl ^Aaluij j dl£JI jSAii AjAaj jc. 3Jj juiJI 5jlaJI ^Jt> j ( 

j t?' jJ' <> Total Length -5' : Payload Length • 

. (jaALJl jIa^VI gj Payload Length -5 ojj" 

Next -J fj j ^tjit j'a^»VI ^ Protocol -S' : Next Header • 

. Header 


Hop -S fj j jS' j'a^»VI Time to live ^ ^ : Hop Limit • 

. (jaALJI jlA^aVI ^3 Limit 

uj^i j <-U-j^' jW IP Jl jl jjc. jc. Alj^jaiJI 5jUJI oaa : Source Address • 

£j|jll jlAj^aVI (Jiall lAA ^ Lalu 128 bit AjLaJl oAA ^ _3 ^wAJJI jlAj^aVI jl^lc- 

. 128 bit jljj*SI (»^=>-^UJI oaa ^aaa. j t 32 bit uj^*-" uj^ 

JJJ^J I jW ^ oaUJI ip Jl jljic. jc. 4 Jj>lJI AiUJl oaa ; Destination Address • 
^ 128 bit j ^ I (3^ u'^ ^\ 

^jl j\x \1 ‘'s Z- 128 bit ^ CJ xAl ^ 4 

Checksum, Option, Fragmentatio: u-ji—Ji ji^i <> i^aja ^ cu*i\ 4- 


A 1 












Level ( 2 ) <>1^1 

Routing Networks ^1%^' ^ 


q hj4^ 

Routing Networks ^ Ai^jah 

88.Router Devices ji jjjL^ 

90 . j^uuui jj^I^ 21 £it3l (J*^luu 

91 .Cisco Modes DevicesNetwork Architectures 

93.Basic Command Router 

95.Install packet tracer *0^' 

98.Router Passwords 

104.Password Recovery 

111.Remote Access , Telnet ■*** CP 

119.Routing 

124.Static Routing IPv4 

141.Dynamic Routing IPv4 

141.Routing Information Protocol RIP 

155.Open shortest Path First OSPF 

204.Enhanced Interior Gateway Routing Protocol EIGRP 

213.jlu^l j <^J\ jtu^i 

215.EIGRP Metric Calculation 

217.Autonomous System (AS) 

220.Passive Interface 

238.Dynamic Routing IPv6 

AV 






















Devices Router 

Ljj j SjIj) JL^aJl jfc ji jjjIjJI jt$A • 

: Router Components - j' jjj'jJ' j'4^ <j* 

^cJIjlaII - \ 
SjSlill -Y 
4_u1 jtuoJl Sj£|j -V 

Lad $*lIjSJl 0j£|j -t 
<jfcAii! SjSlJ -® 
jjiii sjsiiii _n 

1- CPU = Central Processing Unit 

2- Memories 

3- RAM = Random - access memory 

4- ROM = Read-Only memory 

5- Flash Memory 

6- NVRAM = Non - Volatile Random - access memory 



I s i li i d tA i ji | SfkaJi *j£ioil 4.la.j) SIMM i^ij) ROM jjii j Jj^ij o*ja.^)0!MMs i j^.j»)CPU 

(Flash) oijji 5^1 j) RAM J(U>i> (vj£>* 


JaUI £4 jSjljll 

AA 












































: Interface 

^ jtac-VI lW ^ iiLJI 11 a : Console Port 

^ja ^ij iillli A3 U j >^u\l Iaa Console Jajj 

4»^a^>j j (JaC- j ^)Jjl^)ll J^lialLaul ^)Jj.n^£Jl ^-3 

_Ljaj| (jiSjjjudil (^5-^ ^"j^y >^a\I 11 a jfi 

^jc. < j£Jj Lj^jI jl^JI sjI^c.1 (Ja*J <^hVujj| ^IaII Iaa ;Auxiliary Port 

J A-ilC' (J^2}1 CjU jiiVI A£jjoi ^Jc. (Jj^a jIa JJjl^l UJ^d u' c . ^>J LS^*^ ^y 

(jl^A ^JA AxJ CLjIjI^C-VI JaC- 



iajj] ^^Jjugj 4-iik|jl]| dA£jjull] x^a^A :LAN Interfaces -? 

_<^^)jud]| ^.1x^1 L_JJ^)£]| (j^axjll 1 g jJaxj ^9 4 a\1 Cl)tSjjai]| 

lg jJaxj ^ CjI^u^I Jaj^)i jiiJt IAa :WAN Interfaces -* 

(_pa*J ^ djl£jLJI -laj^}5 1 1 iaj' ^a^aJLujJ j o.lut j]| j (jjj La 


_^1ij La A^fLi jJj£i l>> 



Ports serie ■ 


FastElhemet 


Port 

console 


Port 

auxfliaire 


Interrupteur 
d "alimentation 


Connexion 
du cordon 
d'alimenlation 


jjjjjll jalla 


: Port Serial d! iiL> ^ ^ <^l cj^sULSil 

DCE = Data Communication Equipment 

DTE = Data Terminal Equipment -t 

djdjl jjjIjII jl ^j^All cl^y ciy^ I^a ; <Jj (JjI£ 

-^j (4 j j (DTE) j^-VI t-ijJallj (DCE) u^j^' cr^<—J^j^' 
cj!1l£ . (_>^j (jjjla (jt (Cisco 2522) Jl> lS^j &jWrH jjj' 

> «J > ‘ i (J-«l*-a ^-3 ^gjjiLuil (JSjIj ^ Wim‘i (DCE/DTE) 








































jZmj* oalaJ) 

Cisco Router Boot Sequence 


^atc* (j£judJ S^^Vt ^ j£J ^-ljudLaLlA]| Cl) I jJa'N.ti 4X- • gti&l £* jjII (MX 

ApaJ AjJLaII \±li J ci^JU ^£J I^UjL (JjjlCuJ ^aUaJ (J? j 

j (J ; iijua]! ^atJaJ j L^-La jLg-aJt L_i^juj jl 

CjI jixaJl (Jjoij ^UjIj ^ajSJ <jli jLg^aJl (J^i-JuU ^aJJ D^a (j£ j jLgjaJt J CIjIjI^C-VI 

. J.A^\W ^Ikull 


: Boot Sequence >jL>JI £^al tM**i 4- 

Post = Power on self-Test ^'^1 u^l 

Boot Strap -S' Ja*^ 

ISO = Internetwork OS -V 

RAM <^\ j S^)£lc (Jja.CuMt ^aUaJ -£ 

Startup - Configuration ^b'-^V' ^ <> (,**^ i\ l _0 
RAM -S' s. >b Jl NVRAM -SI s >b ,> dilcIcc-VI <*—ii* (J.i^^j -1 
jj j!jl! o^*j j Running Configuration <-ibbc.yi ‘- J ^ a J^j 


# (J^ judj 



<\ * 










































$^ jZmJ* LjLjlaLA 

Cisco Modes Devices 



. CjbjluLoIt -V CjIjj1ula]| _Y .^LiuiLuiSH Cjbjlutall -) 


A^uiLui)l\ CjUjIuiaII _ \ 


User Exec Mode ^Vu^ l jji uu 
Router > 

Privilege Exec Mode 

Router > Enable 
Router # 

Global Configuration Mode 

Router # Config Terminal 
Router (config) # 


Ajfrjill CjbjluLoIt -Y 
Interface Configuration Mode 


Router (config) # interface fast Ethernet 0/1 
Router (config-if) # 

Sub Interface Configuration (Aj^aljjaVI) jj iu^ 


Mode 


Router (config) # interface fast Ethernet 0/1.1 


Router (config-subif) # 


Routing Protocol Mode ^ 


Router (config) # router eigrp 1 
Router (config-router) # 








lLulaJi _r 

Setup Mode cjbt^Vt 

Continue with configuration dialog? [Yes/no]: 
Rommon Mode 
Rommon 1 > 


i il I J 14 ^ 

Cisco IOS 

(JLa 4 ^ill j (JjxaaiMI *L<daj| 4»^a^}JJ ^£juoJjuo A^^yl 

^ ^£juoJjuo ^9 4^^aLaJl ^3 dll _5 CjiI^j^I^SI 

; ^^^SLuo C-l^-dli *ddaJi 4 jujI j ^aljVl ^ laij (Ja*j ^A 

# d^.lj ^dt*^ ^ bj^H I £-* cU*J J^*-dj ^UaJ jA :IOS 

^ <c. c5 IOS dt ^Uail jj3*j ja :IOS XE 

^9 ^dLx^a ^)j£l ^J ^aAxJ A-AaC. ^jc. (JLujjVI A-iIaC- JlLo 4 .aAlldl 

# ^^Jjouuo jl^ 

.1^1 jJJ La Idle- j A-JLdl dlLd^a!4_i^L^a ^£joUjuj ^9 (j^ixj ^aLaJ ^a ;IOS-XR 

.djVL^ jVI dAl^d ^ 

.djLLdl j£lj-a dil£jjL cWj ^d]! j£joliuj Sj^a! fdaj jA :NX-OS 


, nJiW 
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Basic Command 
Router 


Router > ? 

All Command 

Router > enable 

To get to Privileged Mode 

Router # disable 

To get back to User Mode 

Router > terminal history size 

To set the command buffer 
size 

Router > terminal no editing 

To disable advanced editing 
features 

Router > show history 

To show the command buffer 

Router # config t 

Enter global configuration 
mode 

Router # show version 

View IOS version 

Router # show interface 

Display interfaces on router 
and their status 

Router # show ip interface brief 

Check interface status 

Router # show ip protocol 

Display ip protocol info 

Router # show protocol 

Display which protocols are 
configured on the router 

Router # show flash 

View IOS version, size of 

IOS, and free space in 

FLASH 

Router # show running-config 

View current configuration 
file (RAM) 

Router # show startup-config 

View saved configuration file 
(NVRAM) 

Router # show processes cpu 

View CPU utilization 

Router # show processes 

View info about programs in 
RAM 

Router # reload 

Reboot the router and reload 
the startup config from 
NVRAM 

Router(config) # no ip routing 

Disable IP routing on a router 
(enabled by default) 

Router (config)# hostname Router 1 

Give the router a hostname 

Ctrl+A 

To move to the beginning of 
the command line 































Ctrl+E 

To move to the end of the 
command line 

Ctrl+F 

To move forward one 
character 

Ctrl+B 

To move back one character 

Ctrl+W 

To move forward one word 

Ctrl+U 

To erase a line 

Ctrl+R 

To redisplay a line 

Router # Ctrl+Z 

Ends configuration mode and 
returns to privileged mode 

Router # show ip route 

View the IP routing table 

Router # debug ip rip 

View RIP Debug 

Router # debug ip igrp events 

View IGRP Debug 

Router(config) # no router rip 

Disable RIP routing 

Router # copy flash tftp 

Backup IOS to file server 

Router#copy tftp flash 

Upgrade the IOS from the 
file server 

Router # copy niniiiiig-config tftp 

Copy running config file 
from RAM to TFTP 

Router # copy tftp running-config 

Copy startup config file from 
TFTP to RAM 

Router # copy tftp startup-config 

Copy startup config file from 
TFTP to NVRAM 

Router # erase startup-config 

Erase the configuration file in 
NVRAM [run initial config 
dialog] 

Router (config)# boot system flash 
(ios filename) 

Tell router which IOS file in 
Flash to boot from 

Router(config) # boot system tftp 
(ios_filename) tftp_ip_address 

Tell router which IOS to 
request from the TFTP server 
(fallback) 

Router(config) # boot rom 

Tell router to boot from IOS 
in ROM 

Routerconfig) # service password- 
encryption 

Passwords can be encrypted 

Routerconfig) # no service 
pass word-e ncry ptio n 

To de-encrypt the passwords 


^ £ 






























Install packet tracer 


AA^yu* L_L^J (J£judj £. 3 ^^ C5^ ^lAli (jl 3^ j L_u£Jl £-3^3 

j ^IaxJI L_lllJa]| ^C-LudJ l,i& J ^£joUjuj <£^)jud ^0 0xAj^}J 4j] 

ClA£jjud]| j S3^-^Vl J jVI 3^^ ^*>J 


^uu^aj <j£^j U£ 5 cjjjuoUJI cAS^A sl£U^ jj ja : Packet Tracer 

C-tij (Jj5 aIj&j* <Lal£ A^djui ^-iAJ^allj j£J 0^U^)3l I^A s^jli j La£ L_al£jjud]l 

A£jjud]| £.Ud ^JJjuo C Qj^ j L 1A£jjulll j)\ I 3 aC ' j £31^Sl 4 

•eM 


Sjj^a 


Cisco 


Networking Academy" 


Mind Wide Open' 


Cisco Packet Tracer Student 






la* x iaj dujjjll 4 _uiLui Li] ^JaluiS £C-alj^)j]l AjjSji ^^Ic. £ jJ j-dl j£i]Lj LlaS La -^*-J - ^ 

. Next 

.Next ■ laj 4_i]l jUiJl ja i oAjA^. 4_uoLuo Li] LM i“il L»->. \ ^L.Vn _\ 

. Install <->^ j^Jij Next ^Jai -V 

■‘CaASJ j dujilill <ULa. .llij ■LjkiiUu Li] jff lalijoj - £ 

Finish ^ *A ^ Cliimll jL Aiij Cliimll ^Lalil <Ajuo j Ul jg.JVua -O 


https://www.itechtics.com/download-cisco- . £*L]jJ! 

/packet-tracer-6-2-free-direct-download-link 


<\0 





























Setup - Packet Tracer 5.0 



License Agreement 

Please read the folowmg *nportant ^formation before continuing 



Please read the folowmg License Agreement You must accept the terms of this 
agreement before continumg with the installation. 


Cisco Networking Academy Packet Tracer (5.0) 

Software License Agreement 


IMPORTANT: PLEASE READ THIS PACKET TRACER 
SOFTWARE LICENSE AGREEMENT (THE 


o II acci^te 

I do not accept the agreement 



< Back 


Next > 


Cancel 















































































Router - > 

Switches 

Hubs -r 

Wireless Devices -* 

Connection 

End Devices 

j^lj! -V 

4-sms -A 

♦ 

Vjl k* iSal ‘ i'^11 -H 

(JjLuijJL A i^l-vti CiULu aIjjlaI * 

JiLu ij ^ 

(Jujjj uh£ j jjc- JjLu 4Ijll Jajj ^ jSj< Aija_4j . ^ Y 

4JLuijJl 1 ji jjjaj ,j£^j (j^jj JiLujjiLi AaIxIa ljULu - ^ f 
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Router Passwords 
And Password Recovery 

: jj jjjljll <>»b I • 


jLg^. (JIa ^ ^J] A-i1ac> ^IaaII (Jjs 

^j-iaIj Labile. Axj j CLjIjI^c-VI AaLo A-iic- A.^, 

ajV Console jIaIac, VI Ail* j l) jVI aAlAI <j-iaIj ^ c.lAfj ^jl 1 n\c* l_±^j aALl<AI 

jl^Jl J j±A\ A_Lq ^ Uajj All ^joiJj^yll AqU\) 

1 x>ajl L^-iS A^.jJ j jlj A^.jJ &AA (jVI (Ja*J! ^9 s-Iaij 

0*1 Console bl j^j 'jfl jW> ^ s- 1 ^^ 

^jiLuj J^^.aSI Jallj (jAalj A-iLaC. c-IaJI j CIiIaIac. j (_ s -lc- (J_^i.AA ^jSLuj 

. Ajl^jll AjlAill ^ J£ 


l p m i a 



JJjljJ! J^b <j* U*' 


^ Ro uteri | ca (P S 

Physical | Contis , CU | 

IOS Command Line Interface 

to comply with O.S. and local laws, return this product immediately. 

A summary of U.S. laws governing Cisco cryptographic products may be found at: 
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html 

If you require further assistance please contact us by sending email to 
export@cisco.com. 

cisco 2811 (MPC860) processor (revision 0x200) with 60416K/5120K bytes of memory 
Processor board ID JAD05190MTZ (4292891495) 

M860 processor: part number 0, mask 49 
2 FastEthernet/IEEE 802.3 interface(s) 

239K bytes of non-volatile configuration memory. 

62720K bytes of ATA CompactFlash (Read/Write) 

Cisco IOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version 12.4(15)T1, RELEASE 
SOFTWARE (fc2) 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 06:21 by pt_rel_team 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: - 

l-g»—11 *^*-J 


: 1 JjaJll j No f jALu 


1 A 



































^ Routed 

Physical | Config | CLI | 


IOS Command Line Interface 


cisco 2811 (MPC860) processor (revision 0x200) with 60416K/5120K bytes of memory 
Processor board ID JAD05190MTZ (4292891495) 

M860 processor: part number 0, mask 49 
2 FastEthernet/IEEE 802.3 interface(s) 

239K bytes of non-volatile configuration memory. 

62720K bytes of ATA CompactFlash (Read/Write) 

Cisco IOS Software, 2800 Software (C2800NM-ADVTPSERVICESK9-M), Version 12.4(15)Tl, RELEASE 
SOFTWARE (fc2) 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 06:21 by pt_rel_team 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


L il L Paste il 


. ^jiiui (j'i) 


Router > enable 
Router # config t 

Router (config) # line console 0 dibb&yi &*1! £j I^ 

Router (config-line) # Password ciscol23 
Router (config-line) # login 


^ Routerl ___ 1 = 10 g 1 

Physical | Config 1 CU | 

IOS Command Line Interface 

Cisco IOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version 12.4(15)Tl, RELEASE 
SOFTWARE (fc2) 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 06:21 by pt_rel_team 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


Router>enable 
Routertconfig t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config)#line console 0 

Router(config-line)#password ciscol234 

Router(config-line)#login 

Router(config-line)# ^ 

[ Copy 1 [ Paste ] 


. Port Console V' ^ ^ jVl - 

Axj Ale- Aux j IjVI ^ A j ^ 







































(_£^jVI jHulaII Aij^)Ja]l o-^-j Ctrl + C CS^ 


- 


. s jj^l j jA (£ Router # 


g Routerl _ 1=10 1 H I 

Physical | ConfigH CLI | 

IOS Command Line Interface 

- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 

Press RETURN to get started! 


Router>enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config)#line console 0 

Router(config-line)tpassword ciscol234 

Router(config-line)#login 

Router(config-line)# 

Router# 

%SYS-5-C0NFIG_I: Configured from console by console 

Router# 

Router# 


: Aux CJ* iila d)VI - 

: AjUSj ^jllui 


Router > enable 
Router # config t 

Router (config) # line aux 0 diblj&yi ^ o-aUJi iaiall ^Sj £ j 

Router (config-line) # Password cisco456 
Router (config-line) # login 


^ Routerl • ^ . . m . _ — » . „ £ 1 <=■ I IH I S j 

Physical | Config | CLI | 

IOS Command Line Interface 

SOFTWARE (fc2) 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 06:21 by pt_rel_team 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


Router> 

Router>enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config)#line aux 0 
Router(config-line)#password cisco456 
Router(config-line)#login 
Router(config-line)# 

| Copy | Paste M ] 


H 


^ * * 


































Port Aux ^ 

# A-iIac- 


»LiJl ^1^11 ^aJ Aij^)Ja]| (jVI 


jlj ^^Jjola] JUlLjVI J ^a\ _jh “' (^y$ A jb» J ~ ja‘<. .1 


: Enable -Jl jft j cjbbfrVI ^Vl 

: ^Ull 4 jU£j 


Router > enable 
Router # config t 

Router (config) # enable password cisco789 

» AJUIl (jk La& 


^ Routerl_I ° | ID 8 j 

Physical | Config CLI | 

IOS Command Line Interface 

|"=— 1-UJmuu-j.n^L.; xj-M-M-i — u kj ^ — iullj.luul V-»y -7| 

239K bytes of non-volatile configuration memory. 

62720K bytes of ATA CompactFlash (Read/Write) 

Cisco IOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version 12.4(15)T1, RELEASE 
SOFTWARE (fc2) 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 06:21 by pt_rel_team 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


Router>enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config)#enable password cisco789 
Router (config) # 

[ Copy J L Paste J 


: jjj-all *La1£ (jk (j^LaJl jjiuull AuIasj (ji uaj 4i£ lift Jju 

: ^mi ^ jiiui 


Router > enable 
Router # config t 

Router (config) # service password-encryption 

IsLIaII ^^9 4_k^aLiJl j^^aII A jjSjolij lift jjiaLill jaI ^jVI 

• AjJUll ‘ jft ^ ^JLill (J^ CiiJ ^Jaiuj La£ jj^aJI 

Service password-encryption b* ^ A±a& I jA lift 

dibl^c-VI ^ j)*l *a 33^)^ <aK jjIuu V j*Sn lift : 1^ A A _ 


^ ^ 





















IOS Command Line Interface 


ip flow-export version 3 


line coflHtf 
password ciscol23 
login 

I 

line aux Q T 
password cisco45p 
login 

! 

line vty 0 4 
login 


end 


[ Copy 1 [ Paste | 


Je. yH i Jj*ij 


Router(config)^service password-encryption 


jjiuull j jjj\ Jjsiii AjjLaC- J*_i 

^ Routerl _ _ _ ° 8 SS 

'lamaUmOtS^ cu | 


IOS Command Line Interface 



Router # show nuining-coiifig L ^ A 


^ • Y 


















































































1A (jt (j) (— j t -">1 ^aK £jJaJ (j-a A*J 

i_j jl^aJI ^j£- jLiill c^' U'o'l ',j-\ qj ^JJjui j ' g ta-s. ^jj 

Cjtl.lc.Yt ^j-a^ ta-s. 1 J\l\ ^ajlj <_gJlj]l 4JJ^>laj Cjtl.lc.YI e^A Jaia-i ^ j£j 

i jW^' Lff^- U^ r - 

Router # copy running-config startup-config 

(_J£ lafla. ^ajj] j)\ $ ■n. tl ^Ic- (_Ja3«JI AjL^j (^3 4jjIj£ ‘j ^aljYt ^a! (j-a j^aYt I^A 

Ojtl.lC.1 j_j-a 1 frlaC- ^aJ (-^ui 

Routertcopy running-config startup-config 
Destination filename [startup-config]? 
Building configuration... 

[OK] 

(Ja tSll J^JLuoj Enter ^Ajt 2 ^ a*j ^3 

ji jj*j V ji ^Wa-ViI j 9 Enter Jjs j* LUI lit ^Vl 1 qL\l JaA^ Ajjii 

C *Q^\1 L ALalt ^juj) ^3 (Ja*J 



<a!£ 4Ljlfl 

Password Recovery 

jl LfrC* t-JjJa JU> ^3 A-a1^ ^L^^ILuji 43j^)ja ^^ALuo I.3A ^3 



^ * i 



























; dljlaaJl 


7 Console -1' jj j' jl' uu' ^ ^ 

j jjjI^>II jLg^. *• '*''**• cs^ ^_j^j»all $.lj_^£il o L, .' a ^ Cy* jjjI^II jLg^. eLaLI 1 . '•>j -X 

la* ■ 'tSJ ^Uajll (Jxaad ^ajiLl 4-il 1 ^) 7 - ai j ^JtAlla (_J£dj <_£^>dl a^ya I^muSjSjIcI 

. Jji-^il' fLkj 4 _iLc. l -a'-aj' csrf f.j&l Ctrl + C 
.Rommon ls L_hlijV! 4 jUc. -V 

^jiLuj JjijuaJ ^UaJ (J^lil ^^lijl jji 3 

j Enter ^ ^ Rommon > confreg 0x2142 '^*> ' ^jL&j 

Jji .^11 j jl^aJI ^ Rommon > reset s-^' »**-! 

>Vl e U^ll 

(J? J~'“’T v Jj" *C<ua (j-a jLiij'il dll jJadll o\j ^ j£j Lade- ; |j& 1^ A A 

. LSj^HJ (^ 1 ) aA^\ 


jjjl^ll s-lilal 4 _iLaC. ^*j eAA (_Jiuil S^Jall a jjj^all J ^ 1 a& 1 | ^ fedadi ^jIj £$\ 

Ctrl Jaxdal ULaJl o A& ,. j (Jj* dill ~l lajl (_lxa^j 4 _iLaa_ .4 $kl 4 _il 4 _Lut_dl SjLc -1 j 

. Rommon -1' <j j^*l Jjj^il' j aj1a*1I od c_flLy + C 


^ Routerl | l, ° 0 % 

j Physical | Config | CLI | 

IOS Command Line Interface 


Router>System Bootstrap, Version 12.1(3r)T2, RELEASE SOFTWARE (fcl) 

Copyright (c) 2000 by cisco Systems, Inc. 

Initializing memory for ECC 

c2811 processor with 524288 Kbytes of main memory 

Main memory is configured to 64 bit mode with ECC enabled 

Readonly ROMMON initialized 

program load complete, entry point: 0x8000f000, size: 0xc940 

program load complete, entry point: 0x8000f000, size: 0xc940 

program load complete, entry point: 0x8000f000, size: 0x3edl338 

Self decompressing the image : 

#################### ^ 

[ Copy ] Paste | 


) * 



























Rommon A\ <_s ^ Ctrl + C ^ a*j j]k j| 

l°lfll * 1 


IOS Command Line Interface 


System Bootstrap, Version 12.1(3r)T2, RELEASE SOFTWARE (fcl) 
Copyright (c) 2000 by cisco Systems, Inc. 

Initializing memory for ECC 

c2811 processor with 524288 Kbytes of main memory 

Main memory is configured to 64 bit mode with ECC enabled 

Readonly ROMMON initialized 

program load complete, entry point: 0x8000f000, size: 0xc940 

program load complete, entry point: 0x8000f000, size: 0xc940 

program load complete, entry point: 0x8000f000, size: 0x3edl338 

Self decompressing the image : 

######## 

monitor: command "boot" aborted due to user interrupt 

rommon 1 > 

rommon 1 > 

rommon 1 > 

rommon 1 > 

rommon 1 > 

rommon 1 > 


[ Copy | [ Paste 


Rommon > confreg 0x2142 : jJy 1 ^jVl 

Rommon > reset 11 a . ‘•mTu JjVI j-aVt iiiu a*j j 




Routerl [ d IB S 


Physical | Config CLI 

IOS Command Line Interface 

II II II II II II II II 

monitor: command "boot" aborted due to user interrupt 

rommon 1 > 

rommon 1 > 

rommon 1 > 

rommon 1 > 

rommon 1 > 

rommon 1 > confreg 0x2142 

rommon 2 > reset 

System Bootstrap, Version 12.1(3r)T2, RELEASE SOFTWARE (fcl) 

Copyright (c) 2000 by cisco Systems, Inc. 

Initializing memory for ECC 

c2811 processor with 524288 Kbytes of main memory 

Main memory is configured to 64 bit mode with ECC enabled 

Readonly ROMMON initialized 

program load complete, entry point: 0x8000f000, size: 0xc940 

program load complete, entry point: 0x8000f000, size: 0xc940 

program load complete, entry point: 0x8000f000, size: 0x3edl338 

Self decompressing the image : 

mnnmmmmmm 

= 

| Copy J | Paste 












































aJ JLujI S jjj^all ^)]aji ^Ac- (J(jVI 


# Routerl 


Physical | Config j CLI | 


i°im * 1 


IOS Command Line Interface 

nil il^uiu^uuj. -nr- 


Ulj J- XX - UX oumpxj - I HI -L III - UjJ^XXOUiJ-LL - XU IMI X - U11U - XXljUXULXXllX . - IT - jUU - U X X - U1XUX 

to comply with U.S. and local laws, return this product immediately. 


A summary of U.S. laws governing Cisco cryptographic products may be found at: 
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html 


If you require further assistance please contact us by sending email to 
export@cisco.com. 

cisco 2811 (MPC860) processor (revision 0x200) with 60416K/5120K bytes of memory 
Processor board ID JAD05190MTZ (4292891495) 

M860 processor: part number 0, mask 49 
2 FastEthernet/IEEE 802.3 interface(s) 

239K bytes of non-volatile configuration memory. 

62720K bytes of ATA CompactFlash (Read/Write) 

Cisco IOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version 12.4 (15)Tl, RELEASE 
SOFTWARE (fc2) 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 
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- System Configuration Dialog - 

Continue with configuration dialog? [yes/no] : _ 

| Copy | [ Paste 


: L jJUU j No 

. ja \ jvi ajUSj fjiiu, ySn 


Router > enable 


Router # copy startup-config running-config 

• 4alUl| S (jk Jja. ja jA L»S 


$ Routerl 


f 1= © 

s 1 

Physical 1 Config CLI 



IOS Command Line Interface 










Copyright (c) 1986-2007 by Cisco 

Systems, Inc. 
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- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


Router> 

Router>enable 

Routerfcopy startup-config running-config 

Destination filename [running-config]? 

642 bytes copied in 0.416 secs (1543 bytes/sec) 

Router# 

%SYS-5-C0NFIG_I: Configured from console by console 

Router# _ 

[ Copy ] [ Paste 


^ * V 




































JLa^b p jflita ElltCf LS^" 1 ^11 Axj j eAA Ajiij -lx_s 

. 4juji j^i j^fi ajU£j ^jiiui <jSn 

Router # show nnuiing-config 

1 _ala aA^-lL-uJ ^aVI IIa 

Router (config) # no enable secret 

dll.il.lc. VI !^£j±uia jj^all A a K e-lxll ^ ^oVI IIa 

Router (config) # line console 0 

Router (config-line) # no password 

Console dl.il.ic. VI ~'°' 1 ^ a . d a. li a elill ^aVI Iaa 

Router (config-line) # exit 

^ jill (jjluiJl <j .a 

Router (config) # line aux 0 
Router (config-line) # no password 

AUX (jc- .laia A t.s-k A. II jj^all A <aK ^ ^oVI IIa 

Router (config-line) # exit 

< ^C. js\] ^jIu^aJI ^ 

Router (config) # no service password-encryption 

A a]£ ^jjad A -n^-v £.I_*JI ^oVI IIa 

Router (config) # config-register 0x2102 

lA'ill 4 jl. >-»V I A ~SS'' L 'T\.J^ A_-*J3 ^-La. jl jA j 1.1 a. Id. j-aVI IIa 

Router (config) # end 

(_£jluu» jaI Jl £ 

Router # Copy running-config startup-config 

4Je (JjAsCiJl jt A_llc (J-axll ^aJ <^11 dl.ll.lc. VI L_ala laflAJ ^jil (_£aJI j-aVI IIa 



^ .A 










Show running-eonfig - j *I ^ a 3 a ^ 

4_a 1£ JLi. jJ 4_jl dll^l^C-VI < ii<a 0 ua^>C- ( ALaJI 


iP Routerl _<=• ll? % 

| Physical | ConfiflH CLI | ' 

IOS Command Line Interface 

Routerfshow running-config 

Building configuration... 

Current configuration : 642 bytes 

I 

version 12.4 

no service timestamps log datetime msec 
no service timestamps debug datetime msec 
no service password-encryption 

I 

hostname Router 


enable secret 5 $l$mERr$gyuIXJhnplcKI.3qlKd2a/ 


ip cef 
no ipv6 cef 

[ Copy ] [ Paste [ 


l;l 


AjtgJ ^9 j 1 ^u^a ^ jVI .\]Qn ^9 

^ j ^a9j ^2 j ^)aI jV I i Aj] ixaj OK I 

jj^aII i"* ^Ia^. L_4*1^ (JjxajjMI ^9 A-lL^aVI A Ajkll 


£ Routerl l_=] © % 1 

Physical | Config | CLI | 

IOS Command Line Interface 

> - j i " 

Router(config)# 

Router(config)# 

Router(config)# 

Router(config) #no enable secret 
Router(config) #line console 
Router (config) Mne console■ 

Router(config-line) #no password 

Router(config-line) #exit 

Router(config) #line aux 0 

Router(config-line) #no password 

Router(config-line) #exit 

Router(config) #no service password-encryption 

Router(config) #config-register 0x1202 

Router(config) #end 

Router# 

%SYS-5-C0NFIG_I: Configured from console by console 

Router#copy running-config startu 
Router#copy running-config startup-config 
Destination filename [startup-config]? 

Building configuration... 

[OK] 

Router# , 

[ Copy | [ Paste 















































































Jxj (jz 

Remote Access, Telnet 

■i > 

cjjjaiLi. J) J j-> >» ri\ ^, ivn » n ja ; Telnet -M 

^^Ic. ^alji ‘ <a\ l ~^-v'i , ,i j ^-aulj j TCP/LP (JjJj JJ *lxJ jC- J^JtlLuaJ 

L-illill Jjjflajll <Jax! ixjjj^ jWa aJj^j 1 k^ J\ j] U£ ajxjII L-j^juol^k\l 

A Cil ^ z\ l ** n\% I jj jajj ^j\\ CIajjjjVI ^3! JA 0^*“t ^ J 

sJ^ # W TCP/IP J' (> Jj^jjjjj (Telnet) -M - 

Jjijuaj AaIjl^ILujI ^jj TCP/LP CjjlknlaJ <ja (jj±)aj AjI La£ taJLixJI jjjj±a£JI 

ja l)^Vujj^W ^uuojj *a*j jc. ^ vi\t A-iil^l ^jjj ^£J (Telnet) ^aI jj 

SjJUdLlA (Jj^albQ jt£ jl La£ JaJlIIj ^j£J jlj J^l L - u A ^ ^ A will AJjjujL^. 

Online uj^ u’ j^aa j &j^L^a aI^jLuj!j jlg.^ll 

. ( Database, chat ) Services 

sj^bU ^u£i ^£1 La j^Uxj Telnet Clients -Wj Telnet Server J' - 

_ jJoxjII £a (JIa«VAj A£jjoJI ^Ac- Aj£ jaJI o^jxjll 

l ujIj^JI ja t^L^ajj u 1 Telnet Clients ^ <***• c£*t - 

0 j^Vi Jc. cjlinkil! fj t>j Telnet Server, -J' J*-^ ^ 

6^-LjujjI ^aJJ (jAll Ajudi^Jl ^jJ (.jj■ L'J^ A_JjIaI ^ ^A jU^)l j) A£jjuJ| ^Ac- SAj^jaII 

. Telnet -M g^iAl ^aI jj I^j lL*^ ^ ^4^' <jr^ 

^aj JHa Local Logon -Jl sISL^a aj\ac- j iVI *0^)j (JIa 

. Telnet -W ^^ 

jl^JI (Telnet) ^ c3^f^ ^l^iuob JL^iVI : JI^jVI ^ <-LS - 

(c_iji^JI) jjjlJI jlg-aJt ^ j^aII (Telnet) c3^f^4 

(JjjjJJa£JI jL^-^- (Jl.x^iVl Iajj VjI I^JjIa (j3 j 

^1\ (Jl x^ajVt A£jjuj ^ jjjJJa£J 1 jLg-^ ^5^ ^ ^ 

sjj^jaSI (Telnet) J' iJ\ (Telnet) j^l 

L5 i^ 

^ ^ ^ 





















: Telnet -M - 


cdl a^xjjoi t^3_j-a (—JJj ^a, ^-.'i.X Telnet 21 ^al-lijjuil ^ 

diil£ Telnet 21 jV t*i]j>j t^ w^ll Source 21 J 4 ^q^\ l 

ijj^aJ C1 u^) 1 jVI £^ 1Clljl£ I LeAlc. 

fjj >2jl ^ bVu <iU lilljij FTP Client -2 2ja2 Telnet J' Cj$^j Y 

.Telnet 21 <S^ O* 

liiijLuij 6«.1 j 3 j POP Mail ^ii^aj Liaji Telnet 21 2^-^ <j<# .V 
POP yJ^AJ^t (jt£ lit IxjJa t^Aj 6 (JjLuo^) ^a ^ (jLuijtj S^jt j\\ 

. Post Office Protocol -1 jl^ik' ja j Mail 


.Port 23 J- j TCP cs^ - Telnet 214_*.ik J^ju - 

^-ic- (jjjkij ^jijjuo Telnet ^*-2 dF' eft ^^jVI 4 -a*i^J ^ 3-niaj yj^u ^jiiuj ^jVI • 
. ajIc. JwJI j Cisco Packet Tracer Student 21 


Ajifr JjjIsjj fjjatuj jjL-a LAB f2j <2 g-22j2i Jib (> Sjj^a dJA 


^ Cisco Packet Tracer Student 


= e E:- ■-' _ _ _ 

GejHS 0i(?^ ,L. ■ »a.j 




mJJJL 

Logical [ Root l 

New Cluster 

Move Object 

Set Tiled Background 

Viewport 


LABvty 

IP : 192.168.1.1/24 

Mask: 255.255.255.0 
GY: 192.168.1.100 




El 

x 

Qv 

a • 

L s> 




► | © ^ 

Time: 00:02:51 1 Power Cycle Devices Fast Forward Time 


Realtime 


\m-fi- 


@P9< 3? > 


0B0000®@®0 


Copper Straight-Through 


New 11 Delete ] 


Toggle PDU List Window 


Fire Last Status Source Destination Type Color Time(sec) Periodic Num 




221 


u-« 


I j ^)jjl^il 1-a Jajjj <jiit (JA^it cjt 


yr? ^ ^J j2jtJ^t y^ j-aUJt jAiS jSjVI JjiAu ^jj li^A jj^J 

^jQun j A-iic- (jVt i-ijSjj j Vt liA (JjxjJulL JUJI a^A ^jiluj 4yic* 

^9 Unj^ll (J^j vty AxJ (JlJ^aj^t 4-A^li (JdJLSllj 

^A jt jit (J^j^Ujj ^a ^A j PC 2 JAJJ cjiit y)iij^judit 

. vty J 


^ u 
















































. t ASm2A\ flL u cjblJfrVt 

IP : 19.168.1.1 -> 

Mask : 255.255.255.0 -t 
GY : 192.168.1.100 -r 
Interface FastEthemet 0/0 -* 




. (JJUJJJOLII (J. 

?“ J yr 1 

PC 2 


WJ-f ^ v. 


IP : 192.168.1.1 
Mask : 255.255.255.0 -t 
GY: 192.168.1.100 -1* 

La£ 



s | 


^ Cisco Packet Tracer Student 


m 


5 


-* ■ EJ ^ 

00CZ 7 7 ? ? @ * / 

]) Scenario 0 ▼ 

rnre-Ldsi sidius-source—oesondoon-Type-uuiur- 1 —f—; eenuuic d Num 

Connections 

cM <a ^ ^ 

| New |[ Delete | 

I Toggle PDU List Window 


Coooer Straiaht-Throuah 


4 [ m 1 ► 


Clibl^c.y I ^jVI S- 5 L 7^jlj Lia 9 Jill 

J 4_ilc, ^j£j j 0/0 ^ jLgj^ C5^ 

^Lill £jtj yty <A*lk ^j£j (iilli 2 lxJ 


jl^ (Jj9 Lia 9 (jl U1 jLg^> C5^ (J 

; A-illll! ^9 *1^1 jJJ La (J 1a jj 













































































IOS Command Line Interface 

I^AJJUL L.LU1JOU . OUUI . - 

cisco 2811 (MPC860) processor (revision 0x200) with 60416K/5120K bytes of memory 
Processor board ID JAD05190MTZ (4292891495) 

M860 processor: part number 0, mask 49 
2 FastEthernet/lEEE 802.3 interface(s) 

239K bytes of non-volatile configuration memory. 

62720K bytes of ATA CompactFlash (Read/Write) 

Cisco IOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version 12.4(15)T1, RELEASE 
SOFTWARE (fc2) 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 06:21 by pt_rel_team 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


Router> _ 

I Copy | Paste 


. ijvi ajUSj <jSn 

Router > enable 

Router # show ip interface brief 

i3Li]| ^ jA La£ (JjuSjSSYI 

^ Routed 1 <= | li? % I 

Physical | Config | CLI | 

IOS Command Line Interface 

Compiled Wed 18-Jul-07 06:21 by pt_rel_team 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


Router>enable 

Router# show ip interface brief 


Interface 

IP-Address 

OK? 

Method 

Status 

Protocol 

FastEthernetO/O 

unassigned 

YES 

unset 

administratively down 

down 

FastEthernetO/1 

unassigned 

YES 

unset 

administratively down 

down 

Vlanl 

unassigned 

YES 

unset 

administratively down 

down 


Router# 

Router# 

[ Copy 1 | Paste 


^ ^ i 



































0/0 <4j ^ JjSfl Interface fast Ethernet 2 aM-^'sj jSfl - 

J 4-L » . u lL ^ajiiui 0/0 JijVI (JJJjajIijyi Jjlklj ^jSiui (jVl 0/1 j 

. aJc. ^ (jVl 

• 4ylUll j^ljVI AjIjSj ^ jiluu (jVt 

Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 192.168.1.100 255.255.255.0 

Router (config-if) # no shutdown 

AylUll Sjj^aJ) J La£ 


#* Routed 


lo g a I 



jLgJal AjIc. ^yj 0/0 I Jjijujj j -yili^2^ji 

q ) 2 \ AjIc. (^V) (- n5jj ^ali J up AJLa-J j 4jjjuuOJ ^aJ (jl t*l] Jj£ AJLuJJ 

J juia 4_iLa*j 

. JUlt ^aV) 

Router (config-if) # end 
Ctrl + C^ t-»» ■ lal ^i^kj ji 

11a Oxj 

Router # show ip interface brief : j*Vl <*1^ ^ 

^ ^ o 

























& s 


IOS Command Line Interface 


miLL1 uuimy uiuLiun uummunuj / uul i.ilii u .- 

Router(config)#interface fastethernet 0/0 

Router(config-if)#ip address 192.168.1.100 255.255.255.0 

Router(config-if)# no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up 

%LINEPR0T0-5-UPD0WN: Line protocol on Interface FastEthernetO/0, changed state to up 

Router(config-if)# 

Router(config-if)# 

Router# 

%SYS-5-C0NFIG_I: Configured from console by console 

Routerfshow ip interface brief 

Interface IP-Address 


FastEthernet0/0 

FastEthernetO/1 

Vlanl 

Router# 


OK? Method Status Protocol 

192.168.1.100 YES manual up U0 

unassigned YES NVRAM administratively down down 

unassigned YES NVRAM administratively down down 


J up J 0/0 192.168.1.100 ^ ^ -ul - 

. J^SI ej£ Jl tij V b£S j up l) 

Jc* j j (J-mu J 2bu jVl 

yty JJ(jVI ^ 

: SJc- yty -SI Jjjj jl • 

; *LSUS| ^.jilaj jSn 

yty -II jjj djbl^l 

Router > enable 

Router # config t 

Router (config) # line vty 0 

4 Jl 0 L>* J^l AiljJaLj ^ Jj J ^iSalljudJ ciljl la. 1 Q 

Router (config-line) # password ciscol23 

Router (config-line) # login 

Router (config-line) # end 

Router # copy nmning-coiifig startup-config 

m 

























(jk LoS 


IOS Command Line Interface 




Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 
Compiled Wed 18-Jul-07 06:21 by pt_rel_team 

Press RETURN to get started! 


Routerienable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config) #line vty 0 

Router(config-line) #password 789 

Router(config-line) #login 

Router(config-line) #end 

Router# 

%SYS-5-C0NFIG_I: Configured from console by console 

Router#copy running-config startup-config 

Destination filename [startup-config]? 

Building configuration... 

[OK] 

Router# 


[ Copy | [ Paste 


J PC 2 yAutall ^UI! Ija J*j 

: AjIUI! (j* qJzja ja ^ Command Prompt 


if Cisco Packet Tracer Student 



Connections 


00000®!^ i@0i/ 


'J Scenario 0 ▼ Fire Last Status Source Destination Type Color Time(sec) Periodic Num 


Copper Straight-Through 


L New ]| Delete j 

| Toggle PDU List Window [ 


^ DOS J Command Prompt ^ j 

. <Asl\ ijj^\ 

J ^ jij j ^ jVujj <juoLai ^J9 ^aJ ^9 


^ w 
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New Cluster 



LABvty 

IP : 192.168.1.1/24 

Mask: 255.255.255.0 
GY: 192.168.1.100 




* ■ J_ 


2621XM 



; AjIIjII q La£ Jc. joilS AjIIjII ^aljVI 4 _AjSj >jiluj jVl - 




: jjjIjJI 4JUII - 

PC > telnet 192.168.1.100 

A tiiLo i. A ‘u JL^lVI j! A*J (3 aJaxj ^ajjL jaVI ILa 

789 jj JaII A«aK VI ^3 LfrJLjJaJ aJ ^j]| jj JaII 


(Jijj Jj £jjjjjII I^A j) Aij*-A]| c j^kj j£Jj yty Jl Jj£jjjjj dibl^j AijjJa a^A 
^Jj^aliA CIajI j djULnll Aj 3 | ja j a 5 jjuo j£aj ji^A jjc, j ibLnll 

AjLaaJl A.jx«olA AiljJa] ^aJ (Jj£jJjjjll I^A jJj)Vn jaU L_njaill I^J j JJjljll jtg^ 

^jiluj jjjljll jtg-^ j ^^VujjaII JJJ La (JL^jVI ^JLklLuoJ SSH j A-llc. 

(Jl x^ajVt ^aJ-il yty l) jjJ £a Ajj^aL^Jl &AA A_iij£ j A-Jj^aLaJt a^A ^ jjaj 

jijulA J (JjjJJA J< JUAj 


^ u 





















































































































Routing 

,jii! 

♦♦ # V 


jjl UJlk sjj^ 4 ■AfrX ^lun J : Routing 

^ CljLjudJUJ^oll ^ CAl£ jA\\ L lA^Ud J 4 jW^\l <£jjoi]|j CllJjljVI 4\ud (JIa IjtfL 

j Lgjjlij 4 <£jjudl] Packet ^ J> j4J (ji J>AI 4 QjfciJ ^ CLjl£djud]| 

djI^LoLA 4x- j^a'V.d jLola JjJaSl 1 x^ajl 

A£jjaJl dljl£ j\ A£jjuo Packet (jLud jj-J 4 -^.^>AI I Jj^Vl 

^)Lola]| ^9 4 ^^0 ^)j£lj ' £ ^ 


cjH^i jjj u Packet ^ jl j^j' jit jW : ^aSjJi AiJaji) • 

^51 4^*1^ ^Ac. JJ^ U’ C 5 *>\* J lU^I ^aA^J ^AJ 4_atrL>Jl 

jJjl jll ^)JaJ 4-^.j J l Ogtl 4JJg ^ ^ ^^xl^AI (JLoALj ^jiL <*—iB ^juo Vjj ClA£djuAl (j£ 

4 _Ac. j-AI Interface ^-lAI a^Ij Aajii^y 4 £jja ^ ^jLa 4 ^^Al ji 

Ua j ^l^-Al <jAjJ <Ja 1 I AStixAb ClA\uxAl j£ Jaj^)l <9Jjla <ilU& ^jj£j ^jl c < 

. As J' J o®^* Routing Table 4_ia.jlAl J ^A^. JJ^ 


Jjj^ ^Um jjjljll j4> : Routing Table 4 j*A' Jj-^ • 


jl£j 


'U 


jl-JOLA 


iKj 


Lttj^c- J *4e. ^i*j j Routing Table 
Packet At ^- 4 ^j4 a-Aac. Jja^AI -iAj j ^jjill cK ^ cjI^u^I ^j-ij Lo djliLai^AI 


: Routing Table Jj^ cjLji^a • 

^Ic. ^jjjAj Lgjua 4JaJJ^Al C*^jJjUc. ^-lc» g.-N j-<Al 4-1^jllll (Jjl^ (_5J4^4 -) 

, (J-^XJ (JJjUc. iSj^ ^) ^4a 1]| jtg^ (J^ 

.SjSlill ^ <4^j4ll Jj^k (JjJpA ^JJ -Y 

TCP/IP C5^ C5^' ^uA l ^ IP jic. cK ^ ^>J4 -V 

_ C* ^ Ja^3 J 

pl^juo l^J JLuojVI ^ IJajJ ^1 4JUAI oASxIl | P O'N, \\ \l ^IA^Jjuo) ^llJ -£ 

^)i.l 4^.^0 ^jt jl£* j) ^^)jujLia (J4^aJ4 44 jujL^JI ^jl jJ£* j& ^j(lAA ^jl£ 

. (j^W^ J^j^) 


jJjV! (route print) sj4*JI <jUij Jj^ <j^ -° 

4-*-4 J^L*4il caUAxj]| ajajlII aj^j J] 4iL-bVlj (command prompt) 

.route delete, route change , route add : 

^ic- Ig.^W "LjjISIj 1_^_9j^xj ^jj (JjA^Jl lAA ^xuJa (jAixj -1 






















: Jjia. • 

; JjAaJl j£ 

jljjc. jl ciijl£ Jlaj; Network ID 

4^.jll l^jlc. (J jaJ 

network ^ y^ IP -1' u' y^ mask jaj : Network mask 

IP 

ajUsii s^ii ^jl jic- jAj : Gateway 
(j-a IfcJt JL-jyi Interface ^ : Interface -* 

"IaIi^ ^^3 C*vWVi Ij£ j) IaI *1^1 J a£jjuj ClJ^)£ ^^ja ^)j£l UxiL^J (J’ 

Interface c> j-Si 

^]| J jj^a ^11 ^LoiaII J}J^)ja]| ^jAjJa CliLg-^ ^aII JCc. ^A j IVIetriC 

d^CasVl j3J^)ia]| -\. vW *^ ^JLkluiJ (JLujjVI AiK 

(jjluZ metric ^ ^ Directly attached network IDs 

JjiiaLAllJ (JjuO^)a]| ^J-IJ A^^A All jLClC-1 ^)ix^all jl *1^1 j\\ 

l^J jIjuoa (jjoi^.1 jtikj A-il] <A^lill cijULnll jA router -II • 

UJajJj ^ jL AjI J] AiljCaj IP addreSS cs^ 'CaIxa ^ j3Jj 

^ j token-ring j Ethernet ^IilaII data link layer ^al\ 

_A3jLla^ ^A1 

J*Uj ^aJJ Ajj ^IxaJ A9j^)ja ^ja ^)j£tj JaJ^)ll jl A,j\a 3M ^a^3J • 

I (J^3 ^jJa ^a ^A Ia£ (J£juo ^ja ^ja ^)j£l C5^ 










































































- jSfl dJA £ja j£ r Ju ^j^Luj 

caIIJI J j*.*j JJ JSJ JL^AVI Iaa :Direct Connected 
^)jujLia (Jl jL^ajt -Lais CAIaIAcJ Vj AjVJ j^}J (j^a S^)jujLia (J^Aaj l g laJ^) ^)Jjl Jl 

jU^jlkl " c " Jj-^ L 5 * UJ^3 J, J^j'j^' <jA' C> lA* 

Ajjbj <aLau» ^.jj V <j) <_ 5 -«-aj (0) <jjbVI ^aLoiJI <*4 <jj£i j (Connected) -5 

# ^}juja cJA ^J] J (j^a ^)juoLia (jL^ajI Aj] CAl J9 JAc. V J 

JJ J J J*-^' V-^ J JL^il j*j Iaa :Static Routing 

J< jud j djLSjjudll ^9 (Jl x^ajV I Ill caLIac-VI Joxj a£^I (j^-^g ^ Lgj ^Jj 
(J£ju1j A_ia>jllll (JjAa> e-Luj] Jj AJLaJl &AA J 4<jLu) La J AjV JjJj^}J lJj»Q V ^ JA (ji 
(j Jjj^ (_£ jAj (J£juU Ljajl ^jAJ l* \\^ Uxi aJI J J C* Uj AiljJa] AJ^)J LaAJC, j (_£ jAj 

A9Loia1I aJ (jj£i j (Static) jL^alkl ” S " <—a_i^. Jl JjA^ J L*> Jj 

A9Jjla J CAt£jjaJl Jj^>j ^ Ua^k Jc- J^l J (0) (JCAl Jkll JAC- j (J) AjjLVI 

. J JL^jVI 



jaL Aij J Jl Jj^> J JL-^jVI j ^ Jl Iaa :Default Routing -V 

(jL^ajVI Aj jj J CAjjjjVI A^JjAj (Jl x^jVI Ajjj (J Jj La Ale. jl J <j^aLk]| AJaJI J 

Jc* (jL^aliVI &Ak AjLIAcjI ^jj AJLaJl dAA J SJj^> j-a a£J AjI J L_ij*J V A^uaj 

A9jjx^a jjl CAl£Jll J (J^ 3 Jl CAJ jSjVI 4£jjuJ Jc. (Jj^ala (j Jj c5^l J jl J 

IJc. c5^l AjA]| (jlL_bjju Vj £3J (Jl j^sjVI Ajjj LaAic. CIujIijVI ^51 

cj 6 J ( 1 )(jJ ^l- jaLA ^l , (JLl^jVI IJ (JLLa ^)^l ILa ^9 ^Jt lAA 

ip : 0.0.0.0 mask : j* u'j^' " S " Jj^?> 

a£^ fjiL* ^\ *iA Gy : 192.168.1.100 -1' j 0.0.0.0 

CAjjjjVI 


LaAk. JLa s Jo J JL^aiil 4 L^aia jJI caI£JJIj JL^aiiVI :Dynamic Routing -t 

A^.^J V AjLSjjulSI ^AA ^^)il 4 qL^ (^^i .1 4 £jAo ^ 4 qL^ 4 £jjA LjaI (j^^J I 

AjV JJ4jJI ^-LL^Ajuo ^g.nj La (JL^sjI Jxl ^lAaA LLa J (JLuojI Jj . nj 
(JJail J ^—jV Jj 4J^ll (J4 Ja (jC. AAl£jl LAj La JJI jl A-ia. Jl J <j^aLk]| 
AjIaIac.1 j Jjli AA x jo j J Jl a£jjA]| 0 ^*“^ a) J J aaIaIacJ j aa ^ 

j caI£JI Jc. l-ajjAiII AA] (J J jj j^JI (>J <LaLi]I <£jjui]I J caLIa^VI daa (jjoij 
A£jjA]| (jjoAl^a (JAAj ja£* (j^a AAI£jjA]| (J4J La ^JjjLajlil (J£juA A-i^.jj (JjA^. ^lA 
Jjuo c^A^I (J J J J^jl AALa Jt^a Jc. (J jAjI ^Uj VAajj Aj] Jx^oj Aj^ Jl (J jA^. ^LA 

^jVujo Aj A»j^aLi. AjjLI AiLaLA A>u9 AJ (J3^4 (Jjli(J^ j ^)Jjl Jl (Jc- 1 g.Jt-Aj 
a JAuo 1 juAjI A-i^jlil (JjA^ ^9 Aj 9 (j^l A aJ (J^^J (JJcJ^ J 



























: Dynamic Routing - 
j Dynamic Protocols a^UjaII a^ ^ j£jpj ji ^ JL^jVI 'aa 

Je. AdixJ ^jujS j AjLuldl j AX^)*dl ,^5-lc. Adl*J (j-aAulS ,^5-lc. dlVj^JJj^>JI OAA a-lmflj 

oAA j£aj ^ajiLuj Packet dl 4 jli j Jaj A_ilaC. Ax^dl ( _ 5 -lc. Adi*j Vj Aidodl 

dlV ^)dl &A& (_1^ ^^}d £<* d jV 


(Jj la.Jl ^ A^j^.^a _jA La£ Ail xad] dfrj V_j Ax^)jdl ^_ 5 -lc. Adlxj ^^dl dlV-1 

cs-*^' £ j-% j Link Status Protocol ^ j U j£d A_d (jjLdl 

aAA ^)£jjj1 ^ A^Luidl ^3 * L /^ Ax ^)jdl ^3 1 ^dl 

A-adddl dlVj^JJj^dl aAA EIGRP J OSPF (Jj£jJ^)J dlV 

Aj Lt.t i .d l djjLE 1 A Aidadl V (^Jiidl Ax- ^)jo) (_^3 ~'L J ^lill 


JjA^Jl A_j^.j-a jA La£ Ax^uil] dgj Vj A-SLuidl Adi*J dlV jJj^)dl -X 

^^^dl liA cdsd g ja jj j Distance Vector ^ j Uj£aj A_d tjjjLdl 

aAA 1 .j ^ Ax^jdl ^3 1 K 'J^ Ai Luid l ^3 * C5"^ djL/ 

diVj^jJjjd' *^A RIP v2 J RIP yl J IGRP diVj^jJjjd' 

Ax^)jdl ^ ^»J£J Vj AiLuxdl ^ ^a%J 

Interior a^LlIa aJ^j ^ lx <^]x Idd :Dynamic Routing -? 
Exterior Gateway aj'ja ^ j Gateway Protocols 

^ Ja*j diVj^jjjjj j AddlAll A < , nd l ^ Ja*j Ji« Protocols 

.(Jiuil (jlldl (JjAaJl ^3 sA^ja. j-a jA La <JLa tA_a^,jldJl A£jd]l 


Interior Gateway Protocols Exterior Gateway 

Protocols 

Distance Vector Routing Protocols Link State Routing Protocols Path Vector 


Glassful RIP IGRP 


EGP 

Classless Rl Pv2 EIGRP 

OSPFv2 ISIS 

BGPv4 

IPv6 RIPrg EIGRP for IPv6 

OSPFv3 IS-IS for IPv6 

BGPv4 for IPv6 


Classification of Routing Protocols 


Ax^UJl oaa ^xaj JjSjjjjj J£ ^-jdj Classless j Classful ^ - 

^3 cJ jJjoiaS! A^jLuiII ^.3 4 11 w x ll ^ jjuo ^sj ^IxJl ^ (JIj^a3lIlJ 

CIjV jli4jA^aLkll &3A ^^)ju1j ^ j^Ijuo j f JP ^jJjlixll 

UY 

















Protocols -II <j£ La c^l^l' ti jjkiU cJja • 

: ^ l 3>1' j Routed Protocols 

j <.Cjl<jbii]! jjj L» Packet -1' cf- <1j>^ 1' j* :Routing Protocols • 
^11 ^ j OSI -1' cjILL (>» Network Layer 3 ^311311 Ai^l c> 
J^Ul3 a v^ciiVjii Pjickct ^j 3 jula ^^ 

cjIjjjIjII ^j-ij Lo cIjLo 

<> -^1' j Data ^Wl' l&j ^ : Routed Protocols • 

jl (J-ja-ioUJ ^ j£j 4_j| ^ Ijt^aj ((jJoxjll 1 g j.>»a _l ^3 A L^a"l<all LgJj 

. Routing Table ^ J^*j1' 

U^jljall C> ^ C 5 A : CjVjSjjjjjI 1 iaiuu u5jj*j <^A U • 

^^£1 l—llftA.j^aH jl ^)J(_ 5 -lc- J <- 7 ^C. \ ^aJJ 4_llc. C_fljl*ILa]l 

j. la*J ^3 (JL^allVI J ^ _jl t—UajjlLa l g j3 ^aJJ 



Routing 



m 























Static Routing IPv4 

: Static Routing cjbl^c.1 <_U*j ^jiiui j C5 la*il jjnlvili ^ - 

Cisco Packet Tracer -M ji j'j i> <4jA> *4“ ? • 

Jk. j c 5 jaj J^A? jjjIj jf? <=>j Student 

; I t" '1A .Till ^2 (ji dllSj-Al ()» 7 - ' J 4 jll'ill aj ^ La£ 


□ p a 


© © c leu, 
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Time: 00:03:31 | Power Cycle Devices Fast Forward Time 


Realtime 


| Routers | 


PBI IPBi n foil pb pb pb pb pbi M 


0 Scenario 0 •*■ 

| New || Delete | 


| Toggle PDU List Window ] 


Fire Last Status Source Destination Type Color Time(sec) Periodic Num 


lg,j\c* 4,^ u^\l ^Uj ^Iijuo 


c?\ u 1 lK Uj^ uj^y 

: Network (1) ^jSfl 


jujJI • 


. JjVi *A2dl jljjc. IP: 192.168.1.0/24 


.^1 Mask: 255.255.255.0 

oA.IJ^V* ^ J 44? GY: 192.168.1.100 

j4> <4) 4 j' 4' jW^ t> f0/0 

Cfi (|VI (A" ^ Lf* oA' jl Jl$A 


PCO 

. J4A' u4^ IP: 192.168.1.1 
u'j^ Mask: 255.255.255.0 


Hi 


















































.Jijijli ^11 Mj* GY: 192.168.1.100 


AalLU) ^jk Lo£ 





: Network ( 2 ) • 

.^1 j'IP: 192.168.2.0/24 

Mask: 255.255.255.0 

o*p. j^V' C5^ U> tjiA j 4 _j 1 jl jjc. GY: 192.168.2.200 

jW- c^l jW^ <>» f0/0 

Cfi (|VI aiA (Jib (J* (Jjl\ Sj^Vl jl Jl$A 


Ho 
























































& US jljk. Mask: 255.255.255.0 

. jSjtjM ^ AfUill Uji o\j^ GY: 192.168.2.200 

AJUl) Sj>yfll! ^ US 



: Network ( 3 ) • 

La j ^alil A-ijlASl 4 -SjjL1| j ^jVl a£jjoJI La Jajjlui oLa 

^^Jc. J^jalui ^JUll (JSjjiJl ^^Ic. sLa Jjailj ‘" dil^jjjd]! (jjj 

C 5 ^^' cs* fO/1 j^V' ^jSs j Router 0 

^ j Router 1 j'^ Jlp-^? <*^ j Router 1 
. Router 0 jjj'j!' ^ fO/1 


m 



















































.4^0 q \ IP: 10.0.0.0/8 

jSjljll <> fO/1 o^V' <> 4^ ^ </VI GY: 10.0.0.1 

.Router 0 

jSjljll g^t fO/1 o**jFP c> 4*£> ^ ^ g/^l 11* GY: 10.0.0.2 

.Router 1 cs-*^' 

.u^jSjljll c> u'_^ Mask: 255.0.0.0 


Router 0 Jj*4* fjfc*. <jSn 


^ RouterO 1 c=i IB S3 I 

Physical | Config 1 CLI | 

IOS Command Line Interface 

to comply with U.S. and local laws, return this product immediately. 

A summary of U.S. laws governing Cisco cryptographic products may be found at: 
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html 

If you require further assistance please contact us by sending email to 
export@cisco.com. 

cisco 2811 (MPC860) processor (revision 0x200) with 60416K/5120K bytes of memory 
Processor board ID JAD05190MTZ (4292891495) 

M860 processor: part number 0, mask 49 
2 FastEthernet/IEEE 802.3 interface(s) 

239K bytes of non-volatile configuration memory. 

62720K bytes of ATA CompactFlash (Read/Write) 

Cisco IOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version 12.4 (15)Tl, RELEASE 
SOFTWARE (fc2) L 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 06:21 by pt_rel_team 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: 


JUSiuiV! 4,jLa3t\ No (J 

192.168.1.0/24 ^ ^ JjVI U-u ^ jVl - 
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Router # config t 
Router (config) # 
Router (config-if) 
Router (config-if) 


• jVI ■■ (j*$\ 


interface fastethemet 0/0 

# ip address 192.168.1.100 255.255.255.0 

# no shutdown 

AjIUII (jA L»£ 


RouterO 


^ S 1 


Physical | Config | CLI | 

IOS Command Line Interface 


- System Configuration Dialog - 

Continue with configuration dialog? [yes/no]: no 


Press RETURN to get started! 


Router>enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config)#interface fastethernet 0/0 

Router(config-if)#ip address 192.168.1.100 255.255.255.0 

Router(config-if)#no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up 
Router(config-if)# 

| Copy | | Paste 


. f0/0 <> 192.168.1.100 grf L?vt j 0^ ^ jSfl - 

. Router (config-if) # exit <3^1 ^ ji ?- 

■ 10.0.0.1 yn? J f0/l - 

. AjI (jh AJsjj ypuSjjjl j£ jj T lAA 


| S—f * f o/i- 

2Sfcl 

RouJerO 

fq/o 


UA 

















; AulUl) jVI AjUSj ^jiluj 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/1 
Router (config-if) # ip address 10.0.0.1 255.0.0.0 

Router (config-if) # no shutdown 


AjIUII (jk La£ 



. f0/l 10.0.0.1 <jri J jSM - 

. Router (config-if) # end <3#^' ls>^ 1 ^ u^' - 

.NVRAM -it Sj£t j ^s-l) RAM -it <>> l$]£j j cjtah&yt iia. AjLuu ^jSluo jVt - 

Router # copy running-config startup config 

Router# 

Router# 

Router#copy running-config startup-config 
Destination filename [startup-config]? 
Building configuration... 

[OK] 

Router# 

(jjjSyLjVt (Jji-kij Router 0 Cllbl^c.) l_Lo3 o^J 

^t f0/l o^jtVt Ojitu ^ j 192.168.1.0/24 f0/0 

m 





















j3j| ji 1 Jimj jVt gau^3 Jlkiu Jjjljll .ihc.1 .iS jjij AijjJall oj^j j 10 . 0 . 0 . 0/8 
.(jjojaijSjl J£ ^ c. ^ ^Vi jj j (j^aj^V' ^jliui j Router 1 L5 - ^ - “ -^' 


Router 1 jjj'jJ' ^ f<j^' 

(Jl <a£H j..'VI 4_iLa*J No <LAj£j ^a jLg-i. CS^ - A*J 

192 . 168 . 2 . 0/24 ^ g;' ^j| jjc. ^j]| 4 _uljll A^jjjdll jl^c -1 AjIaxj ^jilui (j$\ 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 192 . 168 . 2.200 255 . 255 . 255.0 

Router (config-if) # no shutdown 

Sjj^aJ) (jk La£ 

» Routerl __ I ^ I 60 l—Ml 

[ Physical | Config | CLI | ~ 


IOS Command Line Interface 



. fo/o c> 192.168.2.200 ^ c?VI j 0^ ? ~ 

. Router (config-if) # exit ^Jc. J)I\ - 

.10.0.0.2 cs^ fjaj j f0/l u^' - 


. AS^ai 4jI ^ 4jajj ^ J* £«ajJ £ JjaU! lift 


^ r. 


























; 4j 1U1| jVI AjIjSj ■. 


Router > enable 
Router # config t 


Router (config) # interface fastethemet 0/1 
Router (config-if) # ip address 10.0.0.2 255.0.0.0 


Router (config-if) # no shutdown 

La£ 

& Routerl !■ ' | HI 

Physical | ConfigH CLI | 

IOS Command Line Interface 


Router>enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config)#interface fastethernet 0/0 

Router(config-if)#ip address 192.168.2.200 255.255.255.0 

Router(config-if)#no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up 
Router(config-if) #exit 

Router(config) #interface fastethernet 0/1 
Router(config-if ) #ip address 10.0.0.2 255.0.0.0 

Router(config-if) #no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/1, changed state to Gup 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed state toff® 

Router (config-if) #| _ 

[ Copy ] [ Paste ] 


. f0/l ^ 10.0.0.2 gr? J U^' - 

. Router (config-if) # end JwtJl ^ jVl - 

.NVRAM -1 J) RAM ^ Ig.Vii j Clibl-ic. y\ laia. 4_iLa*j ^jiLuj q)}] - 

Router # copy running-config startup config 


















Routerfcopy running-config startup-config 
Destination filename [startup-config]? 
Building configuration... 

[OK] 

Router# 

Jjijuaj ^2 ROUtCr 1 l_L®a 

A 5 H 51 I fO /1 0*22 ^ J 192 . 168 . 2 . 0/24 f 0/0 

Jltu JjjljlI jtac.1 <jj£j AjjjjJall j 10.0.0.0/8 


(■ -'tj"' J (Jjijujj dlbl-iC-j AjLajtJ l_La 3 eJi£J • 

eAA ^ (_b*j 4-ilkldl A^Aklll j (__)jiiayij VI C- 

A^il ^ 192 . 168 . 2 . 0/24 ^ JL- 2 VI V 192 . 168 . 1 . 0/24 a£^ 

j ^jVl (jJJ La -2aJ^)J ^jiiui ^A j 10.0.0.0/8 AjMII 2< w*U 

CjljLnJl j CjLa(J jLjj (jjJt-lialUuJ j q ^ ju 1 \ L^jJaxJJ (J\. >~it/1 tuiili 

j jd' cW j Static Routing <s jdl d**2 jV! L> ^k 

djbl^C.) ^gk frlAii cl ^gk (Jt^aliVI A-lLoC. ^ajUl jlijlj (jg^ C—lltblll 


A_jbj^a A jbr. Ia*i t.^. A <ail ^al^VI (_pa*J ^5-b. ^jl 1 - la-J $.lA±j BjS • 

: cikki 

Router # show ip interface brief 

^jjjbc. £1a^. j' g 7 - ^g* iaLLall ^aVI lAA 

Up or Down V jt J **2 ^ Ja j CjIjjjjII ^^Ic. ^ ^Vl 

Router # show ip route 

^ 2 1, ^‘dl CjlSjadl J (_^3 Aja. jli]l ~.’>A w.,j ^yjVl I^A 

Router # show ip protocol 

(^2 A a^A1>ha\1 CjVj£ j»aVl Ik 

Router # show running-config 

(iaxj ^glc- ^ Cllbl^C.VI 1 ib 4_2jjt-a] ~ >><j j^sVI lAA 























A-AaxJ ^ R()UtCF 0 ^JJ^I^II LS^ 0 - 

^ jij ^jl (Jx^j jAllI A-l^ jlill djbl^j A jUxj ^ jij ^jl (JjS JJ jl^)ll IU J JA II 

^ (JSL 2 U AjI CjiJL^j V a£jjoJI AiljJa] J Ujjju ^ c-IAij q] (Jj 3 JJ^VI 

; ^JUllI ^Vl <jLjSj ^j 4-SdJuJI 


Router # show ip route 


Router 0 Sjj^all ^ US 


# RouterO I p lH _ 

Physical | Config~] CLI [ 

IOS Command Line Interface 

Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 04:52 by pt_team 

Press RETURN to get started! 


Router>enable 

Router# show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - 0SPF, IA - 0SPF inter area 
N1 - 0SPF NSSA external type 1, N2 - 0SPF NSSA external type 2 
El - 0SPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

I 10.0.0.0/8 is flirecffiraconnected FastEthernetO/1 

C 192.168.1.0/24 is directly connected, FastEthernetO/O 

Router# , 

[ Copy 1 [ Paste 


J 10 . 0 . 0 . 0/8 jJaji - 

^ ^Jjuj 1 _LO J< jud J CIjLSjjuJI j i ^ J MW 192 . 168 . 1 . 0/24 

V 4 _ 3 l ^3 ^jJuLiaII (jL-aliVI I^A j " C " 

c>k& 5 iLjal ^jj 192 . 168 . 2 . 0/24 

^(jl VI ^jj ^3 (Jl x^ajVI ^jjjSjjuISI V ^JUJI a^A ^3 j 

<£jjud]| Ja ji c_l^j ciibl^VI A-ibe. (JU^jVI (j? j^iill 

J V jl Router 1 192 . 168 . 1 . 0/24 

^jiiaj j 4 _i 2 >.jj]I Jja=>. (j^j *j j Router 1 jj jljll ^^ic. J 

: jAn 


^ YT 





































IOS Command Line Interface 


Router>enable 

Routertshow ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
Nl - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C 10.0.0.0/8 is directly connected, FastEthernetO/1 

®1 192.168.2.0/24 is directly connected,^ FastEthernet0/0 

Router# _- 

[ Copy 1 | Paste | 


djbl^c-VI <_W- 192.168.1.0/24 V i j_^JI ^ 

jlill -j d A. I' 

: Static Routing 4 -i^jj]I <->bhc.l - 

. aJUII djbl^c.VI Router 0 jjjIjII ^ lp- 5 - 

. JA\ jV! (jSft 


Router > enable 
Router # config t 

Router (config) # ip route 192.168.2.0 255.255.255.0 10.0.0.2 

Aj 3 (Ji ■ ^ 'V' jl^all aSj AiLjaj AjIaju ^^Sj Ja£3 I I1& 

j 10.0.0.2 aIHUI 4 R uiull ^1 ^jjsH odj j tgja ^j^aLlJI ^Ua 

r*i j 192.168.2.0/24 j 192.168.1.0/24 u^' da ^ -kjS ^ 

dll jJaaJI oAA (jjiil ^sj£i O' L - dl£dlSI till La (Jl j-^aliV I all j. q (J^ dll 

. Router 1 j^VI 


Router (config) # end 

Router # copy running-config startup-config 


m 
































Router 0 US 


IOS Command Line Interface 


SOFTWARE (fc2) 

Technical Support: http://www.cisco.com/techsupport 
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Press RETURN to get started! 


Router>enable 

Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 
Router(config) #ip route 192.168.2.0 255.255.255.0 10.0.0.2 

Router (config) #en<B 
Router# 

%SYS-5-C0NFIG_I: Configured from console by console 


Routerfcopy running-config startup-config 

Destination filename [startup-config]? 
Building configuration... 

[OK] 

Router# 

Router# 


[ Copy | [ 


ClA£jjua]| ^jVujj AIAjoiII CLjI 

Router # show ip route . Y J 192.168.2.0/24 a^J' AiUb) 

: Router 0 ^ US 

^ RouteK) | a (^1 % 

| Physical | Config [ CLI | 

IOS Command Line Interface 

Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - ElGRP external, 0 - 0SPF, IA - 0SPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C 10.0.0.0/8 is directly connected, FastEthernetO/1 
C 192^^^0/24 is directly connected, FastEthernetO/O 

m 192.168.2.0/24 [1/0] via 10.0.0.2 

Router# 

Router# 

Router# 

Router# 

Router# 

Router# 

Router# 

Router# 

Router# ^ 

[ Copy I [ Paste 

<> l*ja JLuSYl j 192.168.2.0/24 ^ ^Aj) - 

<iLja] ^2 10.0.0.2/8 










































jsJy I jjj! jlI (j.iL Router 0 jjj' j ^ 

jSjljll ^ 192.168.1.0/24 *iLij j ^bl^yi e _£ j 


Kn^ l ^jl ^ic. 2bu U ^ jJ j -U^V ^)S.VI JJ jlg.>\ jUijVI (J^ 

jl^l^^l^l>ll^NextHoi -SljAliA 1/0 192.168.2.0/24 

q£* j£^\\ <j] j ^3^ Cjljfii! AiLoiil ^k 

^5^)11 ^ ^jLjS ^VUjj jjjlj (3° 3^ clA^ ^-9 ^jl3^ C5^ 


4 ^. 3 ^ ^ j^*o ujj ^ Router 1 333^ ls^ ^*3^^ 

^ j£J 3’ l) x -^J 4_l^ jlll Clj|j|^c.j 4_UxJ ^aj£J 3’ (J^ 333^ I^A C5^ ^ 

3 (JSLU AjI ^vwj V ^£J a£jjoi] 1 <iLjal j Ujjxj ^k ^\i±^ 3 jj-aVI 

: JUI j^V 1 4jU£j eJ i3 j 2^1 


Router # show ip route 

Router 1 Sj^uall ^ US 



djbl^VI lW^ ^ 192.168.1.0/24 ^ SjUN V s jj^ 1\ ^k j $Ji US 

. 4^3^' yr* o- 3 ^' 

; Static Routing l£j 3' 3^3' UUu ^jiu 3 VI - 

. U 1 UI cijIjI^VI f Router 1 ^-*^1 333' ^ o 3 ^ u^' - 

• 4UU1I j-aijVi ajUSj ^jiu ^vi 

m 






























Router > enable 
Router # config t 

Router (config) # ip route 192.168.1.0 255.255.255.0 10.0.0.1 

Router (config) # end 

Router # copy ranning-config startup-config 


Rout e r >enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 
Router(config) #ip route 192.168.1.0 255.255.255.0 10.0.0.1 
Router(config) #end 
Router# 

%SYS—5—CONFIG_I: Configured from console by console 


Routerlcopy running-config startup-config 

Destination filename [startup-config]? 
Building configuration... 

(OK] 

Router# 

Router# 


Router # show ip route . V j' 192.168.2.0/24 


Router 1 ^ US 


^ Routerl I ■=> lH 1 % | 

Physical | Config [ CLI | 

IOS Command Line Interface 

Destination filename [startup-config]? 

Building configuration... 

[OK] 

Router# 

Router# 

Router# 

Router# 

Router# 

Route r#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - ElGRP external, O - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C 10.0.0.0/8 is directly connected, FastEthernetO/1 

S 192.168.1 .0/24 [1/0] via 10.0.0.1 

C 192.168.2.0/24 is directly connected, FastEthernet0/0 

Router# ^ 

[ Copy | [ Paste 


KV 


























^jlnnui jVl j 


lA£jjud]t Aij^)Ja]| jVl 

• £A£*&\ 


c> 192.168.2.0/24 ^ ^ 192.168.1.0/24 ^ • 

Ailljil <iA<^l\ &aa qj* 10.0.0.0/8 4\n : i) 

(Jl.x-VlVI (J^xJ ^a jVujj V jl (jJaxdll Ig.jJaxj (Jx^nYl A^JjoJI a^A (Ja ^)l n^l ^a jVujj • 

(Jilj jLiLkl <J^xj ^J S^^VI l)^jVujj &*1xj j C1jI^)J jl^l ^j- 1J La 

^ Ping _^aVl (jjJ^la 0^ A^uloll 

^ta£ Ping (JJ^la (jC. Vjl jJjl^)]l (j^J La JLaiI (_)«a*-J jVn»i . 

: U\H\ ijj^\ 


fj Router 1 ^ j^' 10.0.0.2 ^ Ping J«j ^ Router 0 

uj ^ 5 ping -i' ajLc. jVl JlLu JL^jVI ^ Ail yjaj I^a Success aJc. j jll 
packet Jaliwl packet 4 J j x.r-aj ^aJ Sjj^ii 0 jiA Jk il 5 packet i> 


packet -II Jj^j -^V 192.168.2.200 a^I a£j 2JI ^ ping J**j LjsjI ^ j 
192.168.2.200 a^U 5 packet J ^aJ J^11 ^3 ^C- ^ (J^ judj 

| (jLuol ^3 ^}laj| ^J^s,x«n (J^jujJ 


Router 0 


g Routed _ I - I ISI !■**■! 

Physical | ConfigH CLI | 

IOS Command Line Interface 

Copyright (c) 1986-2007 by Cisco Systems, Inc. 

Compiled Wed 18-Jul-07 04:52 by pt_team 

Press RETURN to get started! 


Router>enable 

Router#ping 10.0.0.2 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds: 

m 

liUccess rate is 80 percent (4/5), round-trip min/avg/max = 0/0/0 ms 
Router#ping 192.168.2.200 
Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 192.168.2.200, timeout is 2 seconds: 

! ! ! ! ! 

Success rate is 100 percent M' round-trip min/avg/max = 0/0/2 ms 
Router# 

| Copy | | Paste 


jjj|j SJj^ll ^k^l CjI^JjuoJI (jl £jiaiaiJ Luiajl ^lail 


itill 


>JU - 


; ajJUJI Sjj^II £ Router 0 


^rA 


































Router 1 


IOS Command Line Interface 


Router>enable 

Router#ping 10.0.0.1 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 10.0.0.1, timeout is 2 seconds: 

I 1111 

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms 

Routerlping 192.168.1.100 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 192.168.1.100, timeout is 2 seconds: 

1 1 £ ! I 

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms 

Router# 

Router# 

Router# 

Router# 

Router# 

Router# 

Router#| 


PC 0 (j-a ping ^ J 

*j*\\ pc i (_j_ j^UJI ping Jl j 192.168.1.1 

; jA 192.168.2.1 ^ 


PC0 


«P PCD 




Physical Config Desktop Software/Services 


Command Prompt 


POping 192.168.2.1 


Pinging 192.168.2.1 with 32 bytes of data: 


Reply from 192.168.2.1 
Reply from 192.168.2.1 
Reply from 192.168.2.1 
Reply from 192.168.2.1 


Ping statistics for 192.168.2.1: 

Packets: Sent = 4, Received = 4, Lost = 0 (0% 
loss) , 

Approximate round trip times in milli-seconds: 

= 13-- 


wm 


l&GTCtinumi 


veraae = 




E 


bytes=32 time=0ms TTL=126 
bytes=32 time=0ms TTL=126 
bytes=32 time=0ms TTL=126 
bytes=32 time=13ms TTL=126 


It 


> r ^ 















































. 168 . 2.1 Jjuo ^3 PC 1 LjJ ^^>11 ^3 Ja^V 

. <_U£ JiA? 4 packet ^ 

a £ au .i PC 1 c_jjjajLaJl jLg.^. ping -S' ^j ^jV' 

ji jJ I pc 0 s - 1 jW ping -S' f ji j 192 . 168 . 2.1 

; 5 _iJUJi ^ _y> ^ 192 . 168 . 1.1 




JjJl 192 . 168 . 1.1 ^ PC 0 sj>*L»J' jW^> t>» ^jSl <Li - 

. J*l£ 4 packet ^ 


. Static Routing c_>-j^ c> «-'-^VI ^ jj£j I^U 

.l^Lj j <2jj(_i jj) t_'-vj 1^. 1^. 1^. ^g^a ^al dlLla^^LaJl j 4 qg oil ^-aljV' ^uaJL-S 

(J*id■ ■< LLo a - ' J 4_La 

^UJ) j-aSn <jUSj ^jSj Static Routing -S' Jw>Sa ^ • 

Router (config) # ip route 192 . 168 . 1.0 255 . 255 . 255.0 10 . 0 . 0.1 

^gjUi ^ol _S 4jj)^jc, ^Jc. AaUxJ j 4_j CllH-iC-V' (J-oxj 1_Lo 3 ^aV' 'La • 

La ^jsLui j <^V' Jaj a£jjui]I (Jj^alLall (jjjajUjV' (_ 5 -S c - aauu 

/s. n \ w 
■ ^ VJ .** 

Router (config) # ip route 192 . 168 . 1.0 255 . 255 . 255.0 10 . 0 . 0.1 


^ £ . 





































Router (config) # ip route 192.168.1.0 255.255.255.0 fO/1 

c ,j (j y* ^-il3]| ^aVI 

J& jLalic-VI j l!a*-SI 131 ^JL^JI &3a ^k ^Vl ls^ aajju ^311 JIjVl 
<jVI AxJ ^j 3 j VJ ^}ju)Lia (jL^aliVI <LLaJl &3 a (JjojSjJjVI 

^311 ^Vl j ^1c* ^juoLi^ (JlVI 


„ JjjjLuJ) JjISj Jajjil diA t ,4 <j£lj Luajt Jjjill ^ua jj AalUIl Sjj-ual) La£ 



\ fo/l-10.0.0.0/8- — — — — - fO/l^| '"^ 

2 fill 2 fill 

RouTerO Roure rl 

192 . 168 . 1 . 0/24 192 . 168 . 2 . 0/24 

■ I 

Dynamic Routing IPv4 

4j3 Ja*j ^1 CiVjSjjjjjJ) J 
CjUjk^l jL ma 

RIP = Routing Information Protocol 

4j\^kla *LjI^j <■_ q x^oj ^ djLo^Lt^ll jLola ■ RIP 

cill3 J 4 jUjuo jli J ^itjoLAll J jllll C1 jLiaj^)IL jajl 

RIP -II <JjJj^)J jlAj^aVI j Cliljl-lj^al d^C- jI*1j^VI ^13jV 

.^iai ji^v 1 

C5 ic- cd3a LlAjI ^bVujjVI jja (jVljj La ^jjjl^j^aVI j RIP2 ^1311 jl-ij^aVI 
j (OSPF Vjl jLula ^ (J3a ^)j£l djLuij la ^C-^)]| 

C 5 ^ J IPv6 Jj^j3jj^t £* RIP -31 L>* jlA^al La£ IS-IS 

.1997 c$3il (ciA 13]| RIPng) RIP jUx^II 

^ n 

















J RIP (JJJJ ^AAiALudA]! jJl 4_1 ajjI ji. j] l Aj^Jjlj A^a\ 

jLiojI Jji jl£ 5iLaLAll ^\jlA A^jj\yL jl (Bellman-Ford)^ 

. ARPANET c> U jVl ^jSlI ^Jjl >£ 1967 ^ 

aIac. l <ja]| j cAiLoLAll ^L*jai A-i^.^j jj jc. j& :R£P 4,j i q i 

lJjjxjj RIP Jl jjj ^13 V La ^1 a*JI <i£Jui iWJ j jJl jjoLj3a£ 

AAxJti jll J\ jAj^oa]1 ja LgJ ^jajuoa]| ^Cj iljJaiJI AAc.^ ^A j ^LulaI! ^j^nSl AAc. 

l.x^ajl AAjJI lAA j RIP. J>JJJJ 15 L^J ^■^ajolJI Cljljja^J 

(ija RIP *Uj ^ .L^Aj RIP ^ 6^ C5^' ^ ^ U ? Jl Aj.WV ^aj3j 

.ClijIjb^aVI 520 "Mj^' C5^ J (J^' (Jj£jlijjj£ UDP (Jj^j^jjj 

Application cijlliikJI 4iJa <^a j <juLJI AikJI ^3 Ja*j Jj^j^jj^' '3a • 

. Layer 

Distance Vector ^iajj'j^ j ^^lLaj dApjj^' • 

. Protocol 

djl£djud]| jjjUc. (Jj^ juJ a. is ^jj <j3]| jJI l)jA^> j a^.Ij l)jA^> J>a^aLuAj cJaju • 

.Routing Table jl^JI j 
. 120 ^ RIP -S' Jj^ -S VM' ^ iL ^ 11 ^ • 
jL^JI Hop Count -S' cjdj^ 3 6^ (Metric) J^a' ^ j* • 

jLuiaII Saj^>jaII <J3Vl <Aj \\jfi jljll aac. 4-i^.lj^a 

. -k3a Sa*A jll 4\u : Jl ^ jj jlj 15 aac^ Jj£ jjjjJI 13a ^aj • 

JLuojI ^jc. SjU& jA j 4 -dIj <J£ cIjIjjjl^JI JLuojL RIP Jl j^j ^j3j • 

jJI (J(JaLS 

^ ^.Jl cj!jjj! jll jL^a j^I ajajjIj^ d3a : Distance Vector - 

^ C-J3jJl <Luo^)a ^3nxjj J jLolaII (J^i.Aj jiLuo CAUUJI (Jjuojj La.Vic. (J1a jLolaII 

Sjifl 15 cjIjiSlI jac. ^ja 15 ^c.aj-L3s RIP Jl Jj£jjj^>J <jjuuj j a£jJi]I jJola ^ l \ 
CIjULiJI ^liJl dA*J j &AkU (J^LolaII ^a jAIjuj 15 SJi3J AjUUJI (J jA-a J Ale. J Ja3a 

. Hop Count *j& 15 c> j^' jj^Li c j£aj V 

JJ jljll AAC. j AjIjiJl A Ac. ^ ^all^J ^Ij jLolaII <c. Jjuo ^all^J V RIP Jl (Jj^jJ JJJ - 
L^Aa AjUUJI (JLuojLj ^a jAIjuJ (J3VI jLjolaII ^ ^—i'j^ jl jll A Ac. L*-lL J jLola]| dAj^.jaII 
^a3 j 1 ^,j\c. jJijI ? RIP (Jj£jJJJJ ^-J^ A^Jjuo &AA C5-S^' aSSJ^ 

<j3 (JjBAjj 

^ £ Y 





















PC 1 J4- 63lj! tjj L_Sj*j (ji (jVl ^3j^ull ^Ic- jlaij dbaS jl 3aj • 

^ ij+j* jUr^ ^4? <J"<jj ^ji 192.168.1.0/24 <4^ ^ 

? J- j) ^ jL- 4sb* PC 4 J4?41 192.168.4.0/24 

Jft (_£jLa-J 4_jj ^1 jix^aVi jjL 63j3^Jj ^aJ <_£3]| jLabttll jjiklj ^ajL»■< VJ ‘* - .'.'^ > ^ (j-a 

63A <-3 t jLuiaII ^3 jJjJjl j LS^" LjJ'^ J <_gjllill jLulaII LailJ jL.tt.all <^3 3^.1 j jJjl j 

(JsVI jjjljll 33c. (.-i^.l ■ jLulaII jLlkl alL j.4_IL^JI 


c> <4> l$'^ JjVi ^jl' ja ; Administrative distance ^iL^I • 

<£jjlil! (Jjj^ajH diljLuLtt e3c. jjj 4_ilc 3tttJC.VI Ln..< (j3ll jLulaII 3j3^j 4_ll)li. 

^3ll ja JaVI Administrative distance ^ ^ jl^ll jl d±p. ^jikall 
Administrative -1' Routing protocol ‘ jLolaII ^L-lx^aJjuo 

^)j£l ^I^VuAj Am.^ A£Jjuj (J^11 4-ijt^a! Aic« <j ^aLiJI dist<iIlC6 

<9Lola <L<u3 (Jj£jJj^)J JSJj (JSVI AD (Jl ^ l^kL^a Jj£JjJ jJl ^alttlkjjuol 



^ tr 









































^ Administrative distance -S' ^ Jj^-S' j 


Route Source 

Default Distance 

Routing Table Entry 

Connected interface 

0 

c 

Static route out an interface 

0 

s 

Static route to a next-hop address 

1 

s 

EIGRP summary route 

5 

D 

External BGP 

20 

B 

Internal EIGRP 

90 

D 

IGRP 

100 

I 

OSPF 

110 

O 

IS-IS 

115 

i 

RIPvl, RIPv2 

120 

R 

Exterior Gateway Protocol (EGP) 

140 

E 

ODR 

160 

O 

External EIGRP 

170 

D EX 

Internal BGP 

200 

B 

Unknown 

255 



A^lc. oLaJC-V' ^aJJ (_£4l' jA ! Metric 

Aijkj Jj^jjjjj J£ ^ metric J' ■^4 jjjL^ AD J' l£j^ ^-S^ 

^ ^-jSI cj!jjjI jll ^ metric J' ^ua <jj£s RIP J' ^ j^-VI ,jc- 4iliL* 
^al^^Jjuil ^aJJ EIGRP <_)' i Aj_jUa-<JI aSj jolII _jUlA 

-S' l_jLu^ ^ aaajlaaIAju* (jajj Bandwidth, Delay, Reliability, Load -S' 
L^j ; li^A j bandwidth -S' i3ij^ Cf-44 OSPF J' (A? metric , 

.JiiV' metric -S' ^ jL^all jsLajc.1 AD -S' 



us 

























AjjbVt AiLuLoH A^jS uijju oi AjLuu ^ Jj^j lift 



djl jj jl^>]| ^ RIP J! j EIGRP djiVj£ jjj^j <us n)v^l a.^u^I 

: JWIS a+a±A) j gJvu a Router 0 J' ^ show ip route j*V' lilLj 

Routerfahow ip route 

Codes: C - connected, S - static, I — I GRP, R - RIP, H — mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, K2 — OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E — EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

administrative distance 

Gateway of last resort is not set/ 

y' ^-metric 

C 192.168.1.0/24 is directly connected, F^tZthernetO/O 

C 192.168.2.0/24 is directly connected,FastEthernetO/l 

C 192.168.3.0/24 is directly connected, Seriall/1 

C 192.168.4.0/24 is -directly cpnftected, Seriall/0 

D 192.168.S.0/24 [90/205171201 via 192.168.1.2, 00:03:14, FastEthernetO/0 

D 192.168.6.0/24 [90/20517120] via 192.168.1.2, 00:03:16, FastSthernet0/0 

D 192.168.8.0/24 [90/30720] via 192.168.1.2, 00:03:21, FastSthernetO/O 

D 192.168.9.0/24 [90/33280] via 192.168.1.2, 00:03:21, FastZthernet0/0 


-S' u-^'AD^ ^ J Table -S' RIP -S' J - 

ji t 12a EIGRP -S' ^ EIGRP 

( dlljLuua 3 4 ala-v II j IgJ jLuua jL<uC.I 192.168.9.0 

. JSV' metric J' jluiJl a*j&I jj j! jSI jV 


metric -S' <^S] ^ ^jLujj]' 3JU. VjS AD -S' c^Sc. jsUjc.V' jil 

CiaS O' J A£j2j ( jlc- £SlI jaJI jj» Jjftia i ia&S £ jjjull lift A * - 

. uL&ll J^c- CjS ijil JjISjJ oilb 


\ to 














oii ( RIP\ 1 , RIP\2 , RIPng ) RIP -S' 


RIPvl (J ^311 ^bb^ll dull jic, • 

J&l 4*3 uj^ Jb sj3& cj 255.255.255.255 3ijVl jl^>V' • 

(Ja*-9J aJ JJjlj 4 31 &3a J ^)l ^3jlj 4 3^-bll C5^ ^>31 ^)Jjlj CJ^ 
3**3 4 l*LH j'j ^31 ^ 2 j 1 j^j'j C 5 ^ RIPvl -II Jj^jJJJJ 

J L-)tllW3l (JLuojLj 1 JJ jlj ^JJJ I Labile. RIPvl Jl Jj£ JjJ^)J 

5JUJI &3a Broadcast 255.255.255.255 j^W^I ^33' 3^? f jV* 2 jSjlj 
1 ^P^lj 3 3 v x jj a£jjoJI j^aJI cIjIjj^1^1 (JLujjI aIIi x jj 

4 4? RIPvl 31 3j^4 jjj 3^*-^ (4i ^ 4 j 3 j^jIj c4 (3*31 <^4 j 3 j 2 j 
4 j^jlJ J IS-IS 3*3a 3 j^jlJ Aillk^ 

Ale. J ^3 C* il, : nW,l\l (JJ ^aJjjuo C-i!)LkVI IA £a j OSPF l)aA* 3*3a 

A jU* J Clj|^)J jl^l jVujJ (J^JoVl V Ajj (_£^)lLud ^)J jl^)Jl &*^3 L- A,^j>Will J jj^a j 

JailS 2 J 1 ^Pjlj -3 L>> Jjj^aj 3a£2 ^IlLuj j A£jju 3I ^9 3^ 3 A3 4 biA $.1*3^1 

a3£juu3I &3a 3^ ^131 jl^aVI b3 RIPvl -31 3**3 <^311 

.^JUll ^-^)jud]| £jb RIPv 2 -31 (JJ^3a£9 3^*-^ ^jujLia Clu ^jl 


224.0.0.9 yr^l jl^^V' RIPv2 y3 ^ill j3A3l A3I jl>^ • 

JJjJJJ jAxij ^1 CLjIjJjIjJI ^i3a^S QA A.rO^^II ^)JUoLia1| C* \\W ^Jc- ^j| Jjxl\ 13a 3^4 

^^131 j jjd I cIjIjjjI^>JI 3^j cIjIjj.w.iII 31 ^ jb ^ Jkl cj\ uj^ l>* ^ 3aia RIPv2 31 

^ £1 






















t j R1 J jjjjjlj lllJll jl£ j] ^ 1» aj <_£j^.l d^j^jJjJJ ^g-3 (J-a*J 

(Jjjojj J R1 jjjj Jaia dl jjjI jll oIa Jc. Jaia RTP v2 -II <Jj£jjjjj 

Jaia w ~'\i Jluijj j 224.0.0.9 <J-^l jljiJI Jc. j^LlI dull ^ 

. JjVl ^ ■^ a RTPv2 Jj^jJjjJJ jll dll JJ jl jll 



RIPvl Jl JjSjjjjJ JjVl jl-i*aVI J jlbll dull 4 jL»& J^ajJ £JjUl lift 


255.255.255.255 



RIPv2 Jl JjSjjjjJ Jlull jll*^VI J jlLlI dull Aulafr ^Jajj £jjUl I^A 


224.0.0.9 



Distance Vector Protocol 4 <^uL 4J1 jluu> juaSl VOjIjjIj Ju*j _ 

V <jl (_ 5 i*^j Classfull -J' RIPvl -I' c> JjVl j'd^VI _ 

. Subnetting j VLSM dl£±d]l 

^jjAj) C5 j*>uClassless-i'fl-i=4f<J^RIPv2-i' jld-aVI _ 

. Subnetting j VLSM J^> dlldi]l <=ydjj 

: RIP -I' JjSjjjjj - 

JbdJl (Jl_a. J A-uIj 30 J£ Aja.jJl <Jj-ly JL-j] 4 jUim jib 4_jl (Jj £jjj jJl li& (—JJC. 
^jiL 4j| (Jj£jjjjJl J (-JJC l-^A J JI-jVI 4 jUiM ^jib (JjAsCill ^JJ ji (JjdJl Jc 

RIP Jl <Jj£jj jjj (_j±jjdll I^J A^jjjdll Jaj d.w j j S^jla jjc (ji AliCllI (jULuJl j 

^lll j^ajl AIt ^A La j (J^ojU C ij J Allc- L_fl JX1J jl i^ j£lJ I jjj£ ^CalLuda JJC- 

J EIGRP-S1 ^VjSjSjjj Jl* jaVI diV j^jlijjill ^a 1 iilc* Ailc. <J^*i 

. j£JjjjJl qa fA JJC. J OSPF 

: RIP -J' JjSjjjjj - 

j^iuaj ciliajill Ica j Aia.jill Jj,w\ Update Tinier ciji^ill diia jj 

Ajci cJaxj ^ill CllJjjljll Ala.jill (JjCa (jLmjli ^j^J AijIi 30 CS^ 

jLuojb jl j^lLujIi ^ jil AjI (J j£ Jj jjlll IcA L-Ujoj IcA j RIP -II J j£ Jj J JJ 

AijIi 30 (-K C-^Caill 


^ IV 

















Route Invalid Tinier jjfr A£j^I jLuc.' -'V 

o <£jjuoJI (Jj 3 (j^a 4_jlc. ^aJJ 13] 4_ljlj 180 J~'J‘ ° L_stajl 

. jluuall *Ull <La jA 

*U]1 4j] (^ia^u Hold Down Timer fl*S] ^Ajj -V" 

_ jLulaII £.LxJI 4_aLo*j ^jA ‘ a Aajlj 180 (jl 

j^a ajL*j ^ JL^ ^311 ^ijjJ! 13 a Route Flash Timer -i 

(_]£.j3u jLuLaII £.Ul]Ij ^a jALuj 4-lIc. ^aJJ 4_ljlj 240 Aj| 4_lLa. ^ A^^julll 4_Lal£ 

• gH 1 ^ 



: RIP Configuration cjUjIa^l 4 j*jj J j*jjj jj atJtJ&l _ 
Router > enable 
Router # config t 
Router (config) # router rip 
Router (config-router) # version 2 
Router (config-router) # network 200.0.0.0 
Router (config-router) # network 100.0.0.0 


RIP Configuration 
RIP -1! JApjj* *M-*! 


JjSjjjjj Jjx&L j (jjjjjtj j d£d £>a AJjla fliu jVl • 

. f )-Lij d£dll CjILluJI La JajjJt AjIoju ^jSJ RIPv2 -51 

: L^jI^ d£dll Ljliadil) fUj ^Iujj CjUI^VI 4ij*-a ljaj AjI^I • 

. 192.168.5.0/24 u'JjVl 
. 192.168.10.0/24 u>>u *£^1 -Y 

a£jju 1]1 La JajjiLuj I A^jjudlt j 10.0.0.0/8 cjlu 111 a^5^1 a£jju1]1 -V 


JIA*j j* c> 192.168.10.0/24 j 192.168.5.0/24 JjVl 

RIPv2 -11 


Llll£jjul]| L_flJ jJtllJ ^a jij j R2 J R1 RIPv2 -51 (J^l^c. I j (JjxVn ^a jlijuJ - £ 

j (Jl ^alil 4-la-jlll (JjljLa* CLjl£djud]l ^jJjUc. <iLja] ^alJ dlljJjl^}]| 

judj djl£jjuoJl ^-Ic. 

Lo£ j R2 j R1 Ly^Pjl^) c> jjLa aJc- iLl-^ V1 ( a J^ojLj ^atjj^ jj 

(J£J C^Vl L 7 l^JJ J Jjj'y 1 (Jjit.Ajjlj ^ajjjjuo dJLixaII VI ^J^4juj Lj JJU 

Cljl£jjai]| C-ijjJU j (Jj£JjJ^)J1 ^ajiJ j Clj|j|^c.yi iai^J J ^jAjSjljl 

< 4 ^. olll (J 9 -la. / Jc. 


) £ A 

















29 S|) -24 
S w\ teh 1 


N etwo rk 3 
10.0.0.0/8 


y 

_ j j 

PC -PT 
PC 1 


R2 



2 | J 


N etwo rk 2 


192.168.10.0/24 






PC-PT 
PC 2 


; j RX ^Ac- ^jVujj 

. AaJUJ) ja\ 4jL&J ^jiluu 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 192.168.5.1 255.255.255.0 

Router (config-it) # no shutdown 

Router (config-it) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-it) # ip address 10.0.0.1 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-it) # end 


^ ^ 

















IOS Command Line Interface 


Router>enable 

Router#config t 

Enter configuration commands. 
Router(config) 

Router (conf ig-if) # ip address 
Router(config-if) #no shutdown 


one per line. End with CNTL/Z. 


5.255.0 


Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/O, changed state to: up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/O, changed state to up 


Router(config-if) #exi® 

Router(config) #interfac 
Router(config-if) #ip 
Router(config-if) #no shutdown 


Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/1, changed state toiuffl 

Router(config-if) tend 
Router# 

%SYS-5-CONFIG_I: Configured from console by console 


| Copy 


Paste |] 


^ jSluo (jVI (jjjjajlil I—^ ) liafl J jSjyi (J-W-ulL l_La2 

. RIPv2 Jl (J(_).;»^jij j biV jj bital.lc.) (_$ jiuu> 

• A-allUlt ijV! AjU&j ^jilui 


Router # config t 

Router (config) # router rip 

Router (config-router) # version 2 

Router (config-router) # network 192.168.5.0 

Router (config-router) # network 10.0.0.0 

Router# 

Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config)Irouter rip 

Router(config-router)#version 2 

Router(config-router)#network 192.168 .5.0 

Router(config-router)#network 10.0.0.0 

^gJ) Jliiijyi j bjtal.ic.yi Jaiaj ^ jliui R1 ^glc. RTP v2 J) jjj ^ (jV) - 

aJc. bjiji^yi (jjjaj R2 

Router (config-router) # end 
Router # copy running-config startup-config 


1 O . 

















* AjIIjII cJ-aC. J R2 (_gic. (J ^ J°~' ‘ 11 (jVI 

. 4_JU]| ja \ ijVI 4jU£j (jSft 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 192.168.10.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip address 10.0.0.2 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # end 



R2 


*R2 - 

Physical | Config CLI 


I ■=. im 1 a 


IOS Command Line Interface 


Router>enable 

Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config-if) #ip address 192.168.10.1 255.255.255.0 

Router(config-if) #no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/0, changed state tg^wp 1 -! 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up 

Router(config-if) #exit 
Router(config) #interfac 
Router(config-if) #ip ad 
Router(config-if) #no shutdown 

Router(config-if)# 

%LINK-5-CHANGED: Interface FastEthernetO/1, changed state tel lip 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed state to up 
Router(config-if) #end| 


El 


[ Copy 1 | Parte | 


^^ c.jL IjJajI l_L®a j (JjAjulIj l_Laa - 

RIPv2 


• A \\\*W 4 a\ 4-jLjSj 




♦ O i 


) o) 






















Router # config t 

Router (config) # router rip 

Router (config-router) # version 2 

Router (config-router) # network 192.168.10.0 

Router (config-router) # network 10.0.0.0 

Router# 

Route rtcon jfis^ 

Enter configuration commands, one per line. End with CNTL/Z. 

Router(config)#router rip 

Router(config-router)fversion 2 

Router(config-router)#network 192.168.10.0 

Router(config-router)Inetwork 10.0.0.0 

Router(config-router)# 


.ClUuc-VI -laia-J RIPv2 31 (jVl 


Router (config-router) # end 

Router # copy running-config startup-config 



: ^j3' J<_P=> R2 j R1 31 ^ j3l 

Router # show ip route 

R1 


Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C 10.0.0.0/8 Is directly connected, FastEthernetO/1 

C 192.168.5.0/24 is directly connected, FastEthernetO/O 

R 192.168.10.0/24 [120/1] via 10.0.0.2, 00:00:23, FastEthernetO/1 

Router#| 


<3.j j 192.168.10.0/24 ^it^al <3 <3 - 

. ( R ) j* jl' 3*-' , RIPv2 -II Jj£jjjjj Ljj]I j 10.0.0.2 


Router # show ip route 












R2 

IWfflWHHl 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

■ 10-0.0.0/8 is directly connected, FastEthernetO/1 

1 192.168.5.0/24 [120/1] via 10.0.0.1, 00:00:21, FastEthernetO/1 

C 192.168.10.0/24 is directly connected, FastEthernet0/0 
Router# 

(JC. J 192.168.5.0/24 ^aJ <j] 

. ( R ) j* jl' 4-j) , RIPv2 -1' Jj^jjjjj ^ Ljj]I ^ j 10.0.0.1 


^ 10.0.0.1 Ja JL^ajVl jLlii.1 ^ajiku l j^) 

R1 -1' ^ Ping cp- jLLkl 10.0.0.2 3^0 a<^A\ 

^jc. Packet JLjoj] jLiik.) jliikVl ILa j R2 j 

Ja jLiikVI ^ali] A-bUiJl j ^ jV) (j .-a A^-boi (J£ ^ A h ^ <_J jjaiLaJI 

V _ji A aVi-v /\\l t" '1 .Till ^3 >>■» 'll ' g * lax J ^^3 JL-allLM £lLuij C-ljjuiLaJI 

t\t Router # ping 10.0.0.2 4 jL&j j R1 Jl ^ J^. 

^aJ t jj Lai (_j£baJ ^aJ 4_jj 4 _ 5 L- (Jjj l3g3 ! ! ! ! ! ta2/l*J R2 (_Jj3 (j - * 

'J.' La (jL^ajl 3^. j A K ,t ^ jj 4_jl ^Jc. Ia^ 3 mm( “LaLLt-J J^)]| 

R1 

Router#ping 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds: 
Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms 
Router# 

^3 4_La!La A O’dl j ^^ J > V' (jl ^^Ic. (J-\! J J J J J ta2/l*J 0^)J1 ^aJ 4jl L.-^ V 

il ' ^ ■ >»» j 


^ or 


10 . 0 . 0.2 




























R2 

10 . 0 . 0.1 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 10.0.0.1, timeout is 2 seconds: 

i 111! 

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms 
Router#| 

A£jjuo]1 j xs? (jLk^allVI (jl 1c. I^A J J J J J 4_jJ 



JUojI Packet -51 4 -ijj^l-aJl s j^i Jjjjla (jc- jUikVI ^jVl 

• ^ csjj ^ ,jj*^ Packet 


Cisco Packet Tracer Student 
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j EIGRP -51 V RIP -51 l 

0 ^ixll VJ ^Jjill A£jjoJI ^.liiLudJ j S(JjJ OSPF 

Aju jl 3^-0 A£jjoi LoAlc. <Jajuo jlLa A£jjoi]| ^9 ^a^^JjuaJ <jj 

(JjxVn 4_3] RIP -11 jI^xj CIjIjj^Ij A ^1 

^9 jj j^JI OSPF EIGRP -51 <^^51 j^JI 

# 4j£/Lax]| j S^u£Jl Cbl£aj^]| 
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OSPF 

Open shortest Path First 


Sf ji jtuu» ^ JjSjjjjj 



link ^c. c> Cf- " a j* : ( OSPF ) Vjl jtuw £ia 

. Link State ^V) j ‘-^^4 state 

Routing 

Aj)Aj (J a *' > ^ ^Lkj ^yajJa (Jmj j\-n. I Ml 4_l^^j!i]l Cl) V jj j A £ ^ ‘ ** '*>■ ' £Sj j 

. OSPF -U 4jb Autonomous System 

IGP = Interior 4jkJM! ^ ji&Vl jj£j j3 OSPF 

. <yjl^ ^ ‘Gateway Protocol 

link aAjIc. (^a ^SLajA ip A^jJ (JjJj^)J 1 jJaJ) ; laJxaj]| ^Uaill JaJjudjll ^Uaill 

j ciLa.ik.il Ic. jajuj jj£I j & j stftt6 

6 (BGP) AjI^J ^^-^jtkJl Aj|^l]| 

.CllJJJjV! ^ ^IoIaII A,a)VlVl (Jl J ^^JOLlJ^ll A-l^.jlill (Jj£jJj^}Jj 

(IP) C^J jny I Jj £jjjjj ^lLa£i ^12LkWl ajIjJI jA : OSPF Sj& 

A^&Jkjl Ail ^Uaj) a_i ^jfi JL^a Cy* j *^ 1 £,x,\Ay*\ 

# A^Jjaill A_i^A^aJ^k o-tijj A^LLall (Jj^Jall CiLa^L laII 

Ciljljall A_i^jJ ci*-?y La J du^UVI AjjJa ^Aq^\I A-i^.jllI AJaJ^)kJI <illjj 

CliijliVI CiV j£^jjjUc. ^i,h jl Cal j Jaa3 A^.jll ClLd 


^ 00 
















biab- b£ ^ cbjjjijll qc. L-LiSlb ^ jL OSPF 

.jljJ ^Jjx>a6 (Jfb& jJ b* A-llLi <11^ L_JjlijJj S J;U£ <C.^)jalJ 4- JaLjjVI 


4 I^Ad ^bc* U^Q L-Jjjlxb ^l-lklLuoL) ^jLjoia j£] A-2J jJo UjJ^k 1 jl£ 

jLola (j£ ^Ac- bt q-v \\ ^g\ djLa^Ixbl JaJj ^C-l A-IajjI b ij) JjJ^)Ja j 

^jjj _tg_Labj j \jjjibl A^Jjaill Ajij^A ojjj^a ^^111 (LSDB) ^iUUj S^lb Jabjjl£ 

OSPF jbLbj j *^ (J^li b^ (J£joij LSDB -b AbLla^ AAxd d n.w*i 

^liblj 4 oKbl Jblg 4-1^. jfil\ (J^*1^. ^.bb OSPF (^^ j^\ djbujbjuj 

. 4 - 1 ^.jbl cb jbaLA (J£j 4 J^n^bl A_i^.jLiJI 

ji Jajl^)ll A^Jjubt A-i^.bj|j 4^bbjj bt&i) A-i^.jbl (jj* ^iLuibl A AKbl <Jbjc, <jj£j ^J 

<iijuo j b^ .Lgi^LLa V ^bajjoij ^ISjl b^ l t j ^) 3 4 ^blJ £-llbl Jabjjl 

.AjjLudlbl A qKl\l Cb jA Jjjlbl ^jdJ jj^bl ^jjl jib (Jj.aVb 4 

4.1^jbl laJjaub CliVb^ 4j3jJa Lg^Uxbj jl 4 OSPF a£>Aj1 Jj^.j ^jjfLj ^ 

^aJJ ^bl JjAatibl .^jljbl aI^^JjujIj jjjbl bJ AJJ ^J djlb^>^VIJ 

jiILulaI! b^^-Vl b^ J4^ C5^ ^JaLouj tgic, cbjc^Vl 4^J^ 32 S- 5 

IPv4 b* Ak jlLo 4^^)jojbl (^bijbl 

jb 4 balijVI b* 

OSPF ^4^ 


o-abJI ^ jSalt ^a*J! ji J^bj 0 . 0 . 0.0 (j^ 3 ) 0 <ibibl 


J b4^' b^ jV c 34> b^ bijbbl b^4 l 5J^' Clj^b^ 

(J^ (^Jabbl ^ La£ (^iab^ ^ AjjoUJ^)]| jjA\ CIajjjjVI CIjVj£ 

Jj ^juoba (Jb^ajl LgJ b^^4 U’ ^ ^J^b^aVl bjVl^k^\l b^ 

4<Jaj|jIb Ajl*. jJ jL^ tgj Jai!bj dj^b^aj^l (JIa OSPF. (3^abAJ ^abJI 

Clibbbl ^C.1 j5 bajj (ABR). ABR ^4^b]| jj jl^l Aibb ^juob 

j Ig.b.'W ^aJJ ^^bl (^^J^bbbl 4Uab 4-L^aibSl 

A ^Ic» (^Jabbl 

Jlbj cAbibl b^ j UDP JSbl J j jj ^^Vujgj V OSPF 

( jJabb) ^ jA bA .89 (JJjj^>J CIajjUjVI CIjVj£ dAialaba ^k ^juob^ 

4 RJP djUa^Ltb! A.i^b 3 (J-b 4^ A-i^.^bl b^ 

.1 g ^kj^wjL^ali ^.1 C* (b<^bl J l^jbai.1 L-fll jb jb (BGP) . OSPF ^^4^ Ji 
(Jj^dlij ^gk Jjfl CjLa 

OSPF 

.OSI Layer ^ ciiliJa ^ aj^I ji! <a^' ^ OSPF -1' Jj^jjjjj • 

.IGP = Interior Gateway Protocol • 

^ oi 




















.Standard • 

. Link State Protocol ^ yr°% • 
.Open Source 

SPF = Shortest Path First OR Dijikstra <4*<_4 *j • 

.Algorithm 

.IP = Internet Protocol ^ .Lias Ja*j • 

. Apple Talk j IPx ^ 4 r jjt £* V • 

i' >1 l li\ SPF # 

. Has Unlimited hop count <->l ^.jj V • 

dijjUjVI ^ (Jj 3 (j-a Jj£t^A ~j ^ ■ ^aj *li • 

.Administrative Distance 110 4 j' j V' • 

. Subnetting j VLSM uo 1 -^ • 

. c Classless Ja*j • 

Load dll^LuiA 4 ‘ JA*j jLui-a £ya ^Ic. CllLjLnlt (JLuj_ jl 4_ljl^aj • 

.Balancing to 4 equal Paths 

Triggerd Update and cs jj-^' <jj^' j ^ <-4*j • 

.Periodic Update 

j (Topology Table) cjUUJi j \ • 

. (Routing Table) j (Neighbor Table) u'j*4' 

JjlaLixi ^Ac- Cj \\jfi aJjuiSJ j& j A^Jjudll e\-U A-iIaC. ^ ^^Ac. AxlIxJ • 

.Area 

.COSt ^LuiaII A il£j J ^£^)1 xAI ^alAij (J 4-ilc- AaIx^AI Jail I • 

. jLolaII <c. jjuo J!)Lk <jLoi^ ^jj j it is the Metric 

^j) 4 ^juVig ^ ^ilaJjudJ j ^ J C-1^ L . if^^p jl <JLudj (JLujjI ^Ac- AaIxJ • 

(Jjuojj I Labile. ^ALuo j\\ &A& Apj j jlAl ^ALuoj <j-*aLiAl Cj 3jll A? u>aj 

V J <£djud]| (J^|j JA ^gjj CIjIjj jl^pl ^jii J dal jj jl^)U 

OSPF Routers -S ^'j ^ OSPF ^ J* jLCLi5t_Ajl dull (jjjLk. • 

. OSPF DR 224.0.0.6 -5 ^lj j 224.0.0.5 

OSPF ^ OSPF Tables 

Adjacency Database OR Neighbor Table Jj-4 -' 

^ oV 















OSPF -S' ji ^ d jjL^aII CjI jj jl jll j^C- aJj jjaiAll J j>w\1 I^A 

j)A ^Llil L_ll^. JJ 3JLuJJ JLjjU 1 jJajt ^ j9J j Ag in Ia A£!)Ll1I £.Uj j a.frjlc> JJ JXjll ^alil 


(Jj£jJjjJ ^9 Aj^albJl CjI JJjl jll jjJ Ia jx9A (jU^aJ^I ^,5n\ A^Jjoill (J^U ^9 ^aA Jj^j 

AJ 6jjl/N a\I Cjljjljjl I ^.IajuoI (Jj^juJ Aj9 ^aJJ (jill (JJ-l^Jl I^A J OSPF -H 

: <^JUli jjaVt ja Jj^aJl i^a o^jxj fjL ^ili j^vt 

Router # show ip ospf neighbors 

LSDB c 3 ^j jj Topology Table ^jUII SjpIS jj -T 

= Link State Data Base 

^Khitll ljI jLuia ^.ja^ JJjxj Cjjjj LgJ£ A^JjaII jljjjJa jJ^J <jill <Jj*laJl I^A 

^AjudJ (Jj^. ji.U ^9 CjIajIxaII a^A jj jhln ^aj9J j CjI jlijl jll j CjI^JjaII ^-lA^ ^.IajujI j 
5 CjIIjUII CjLajIxa ^.ja-n ^Jc. (jjli^j <jill CjULnll (Jjl jljJjJall (Jj^ 

I^A ^ajklxjj A£j-Co JJXJ i< A£jjJ C Q-W jl 4£jjuj AiL-b! jjA Cjj*l^jll AjIaxJ ^a j9J (Jj-W II ILa 
^ aJjl Aj S JjL^aII CllljJjljll £JA^J C* 1 j,Wl\l (jLudjU ^a j9Jja j CjpVlII AjIaxj (J 
CjIajIxaII jjJj Aj.i1 jj jl jll ^.jA^k ^^Jiil Aii^. jl Aj9U-bl ^aJ ^^jll CjLajIxaII ^^Ic, JJjxjII 
AjIaj Ia j£U Ua9 ^1 CjIjjJL^jII ^Ic, ^Ic, Aajxj ^axII 11a ? CjULnll jjoij j 

I^A (jjjill C*hWj\1 j ^jjj^II C*hWj\I CjUj,Wj\I ja jtc, jj Ln.ll ^jJ j OSPF 

JjUi. jl AiljJaj jl (JjCjCi jl J : ^ClJ Ia^Ic- AjJ ^1 (JjjAl! Cjj^jlt ^aJblLuoJ (J 

CjULnll (JjAjCiII Ajj j^-VI CjIjjjI jll ^aku jl jlaj CjULnll dJIC^U ja a£jjj 

Jja ^J^^a JiCn ^Vl^i ^JJj^ll C* n, will Lol (JJjill C* )>wl'l ^ VLjjU ^a JUJI d^A ^9 
^aAJ J^J JA ^£U1I J jljj^ll jc. L Ajj£J| j) L q! U£1jVI AjIaxI (jl^A Cj9j aJ -V W jj^J 

.a£jj!I Jb.U ^ 

: ^Ull jjaVI jA Jj^l I^A c>2ajxj ^jSj ^ill jjaVI 

Router # show ip ospf database 

Routing Table OR Forwarding Database Jj^ -? 

a£jjuj AiLudA j Cjl£jjudll CjI jLja ^ja^ J jjjUxll jun Aj 9 ^aln (JICA 

SJJA^Jji.I A^Jjudl CjUUj jl jl A£jjuo LJJJujL^. jLgJ^. JjJ I Ia^IIc. CJJ^ 9 

jc. l!a*J V 4-SjjuoL^JI jLg-^. jl clll^. Aa^aII d^A ^9 Aj^. jllll (JjC^. ^a j9Jajj ^jjb.1 (jLlaJ ^9 
(Jj Jk^ajll ^k Lajj JLuojI J ^a jUjuo L-Jjjuol^k \l jl g ^ UqA A^Jjudll A^Lola jl A^JjoiII jLola 

l_LjUa1I jLuoaII ^iU ^a jQj ^ jj &Axj Aj^ jllll (J ^9 jJa_n ^a jj ^ jj jj jl jll jL§-^ j 
CjIjjjIjII j.n La AjjLn ^aJJjuj (Jj^JI I^A i Lgjlc- JLujjVI ^Cnj j AjjiLaAll a£jjj 1I jljlxl 


^oA 
























jjj La (J-iLiill ^aJJ Cliii. daj]| dLl.iC.j laJjJaJ A^jjdll j»V<g ^ ^ajjjj jjjt-a ^^j-La j dj3jli 
4^j*-a j AjIc. L_Sj*j]l ^aJj] ^ ^1 dll JJ jl jll <J£] (J- ^jl (J j.laJI li& dll JJ jl jll 

jLujall ^iA^i 


II JL 


^UJI jj»SfI jA I^A <>aj*J fjAJ j->Sfl 


Router # show ip ospf route 



^jjaldi sac. ^1 i-§-<u. u iii jad ^dll Ljl>li3l c^a : OSPF -5' jjlalia Area • 

A aL‘'/\ll f,ldl j jdxj]l l g td* ' jc. 4 al'i-L ^ jialda ^3 Ajuiij Add!] ^ j j3 (JLa 

.AreaO 


jl Ajjj j jA^ll L_aViA ^ ^ic. j j3 j<a j!i£l L^J^] 4_£jd Lll^J W jj * jLl i a\\ ^S> Jlia 

£jj3l £^3aJJJ jajiiui ^1 ^ j Area 0 fj^d (_>"-? ^^Jjill £>d> -LJJ ^aj£j 
^ajiiui ^jjal! -^jjj <»j£d ^1 Area 0 J«*j u' j u^adl I $ j ^ 
jjaldll (dlid ^^Jc. Area 1 , Area 2 , Area 3 <_&* Lj^d s.ic. ^1 A£jd]l ^...iii 

jjjJa jc. (jJaldll £JJia. ^ JL^jjVI j^ j j^dijl Area 0 31 ^ <»$-klJJ ^jid J 

. Area 0 Adjll a aU-di 
































: Area J'-kk]' jajj - 

Backbone Area OR Transit Area -' 


A aV'-v ^ (JjklLa (jjj La kj^)]l AjIaxj AjV Ajjaujl^)]l AiklaJI (_j-a < _ a ~' > ' Aiikla]l *La 

Area 1 , Area 0 AikiJI ^g-udi AikiJI oLa j Area 1 , Area 2 <Jl> 

. Area 2 


Regular Area OR Non backbone Area 
Area 1 ^l-d Ail ^ <» *< Area 0 La ^giil jjkLLall ^a <_ a ^ a kaikl oLa 

(_yax 'll I g j.J i <_a i^jlill (_j-a Area 0 £-* Akjj JjkLikl 0^3 La j 



OSPF Routers 
OSPF -M Ljijjjijll 


Area 

Router 


Autonomous 
Border router (ASBR) 


Autonomous System 


j£1j jiiLuo OSPF -II J jJC-U*J ^1 jI jil ^ 3 J ^ ^ jJ 

(J-oaj l *<n^ j jj j \^\ I^A c-Uj 


: £a Uj£k ^Ijjj 5 <>» cjljjjljll 0 1 a - 

aJUJI £l ij&! J±AJ OSPF - 
Backbone Router - ' 


(_k*j djljjjlj AjI j Area 0 AikLall <_kL <_k*j dil(j-a ^jj]l ILa 

. Backbone Router 4^ 3^ Aikiall 0 ^a 


n. 


























Internal Router 

Backbone -S' Area 1 ^ j 4jiSu '—>'jjj' jSI si* 

. Area 1 ^ikiaJl o^a ^k <J^*j ialia ajJ j Router 


Area Border Router = ABR -? 


oj)Cc- oAA (J!LaJ j Area 4-aSai« (j-a Lg-}3 (Jj^alLa C5^' < — s 'J-Sj'jS' 

Area 0 Ji* o^*-? CP ^ liSi-^ Area ^Jvu a Cy* jsj jjuia. 

Area 100 j Area 0 <j£ >j' j Area 100 ^ *ij* j 

jjlaLLAI j jaia. <jjj La Aajjj ABR ^L jl j^l Iia j Jajjll 4 jUxj 

Autonomous System Border Router = ASBR-* 

OSPF -Jl Cljl£jjai 4illa^a ul\u^ ^ OSPF -Jl djl£jjoi Joj^j ^j£i ^lAl CjI jj jl jll &1A 
JJjl j]| &1A Jj*ij J OSPF -Jl l)J^ L ^tia^a (JJ^J-oju A£aj1 

(Jl x^ajVt 4-iLoC. ^llA dAlllC-VI j J^oC- ^llAj OSPF -Jl ^ £jjuj Ijla. ^Je 


Designated Router = DR -° 

cj!1^jjj < 31 * 1 * cjIjjjjII J£ (jjj jllkdlj jjjI j ja (DR): 4Ai*-<JI jJjlj 

La lAt j # &HjtlLa ClA/L-aj jl CliAl ^jjfL (jl ^ i^ajj 6 A£jjuAt ^juo 3 allxlLa 

LgJ ^ajiL ^Al AQjL j ^c,d ^Lia.1 cALa ^jj£j ^ cljj-a 1ja.J c^J^ ^ ^ d A. \1 djLu£At AxlIxj 

^a ^jjfL La Site. JjLuoj (NBMA) L-U ^jjlJ SllxlLAl ClAiL-aj ^(DR) 

^ 1 \ aJo^j (j^a ^lj3 j£j>a£ NB1Y1A 4_ie j3 ^jAUsAI AjIjAII jj! jlll ^jjj£j ^jl A^a£-aJI 

.JniiAl Aajju ^^lAl ^^A A^qlalLaidl Cli f\j\W AJakj 


Backup Designated Router = BDR 

jSjljJl J^a i^L ^ULaVI j^jljil > (BDR) : AIM! jjjlj 

jjjlj]| jA*ij fjj AjI£^ IkL ^jii^ ( DR ) -Jl J>j\j £j3j (J*> ^ cr^J^I 

. ( DR ) 


Area 200 Internal Router 



























OSPF Networks Types 
OSPF J jZjtjji £^1 

Point - to -Point Network - ^ 


OSPF -J' LW> Cf- ^J LS* eAA 

^)jJiLi<a ui j 


Point-TO-Foint 

Network 



BMA = Boradcast Maulti-access Network 


AajjjuJI oMj eA^lj 4 £jjA (jjJJjjaJl (j-a CIjI Jajjj sAA 

. DBR j DR jjj' j j (_s ^>j jjj' j ^ ^ j W^ 3 


R1 



NBMA = No Boradcast Maulti-access Network - r 


(J!La 4_ilaj .'Ml Iaa ^jjJuLla Clu A^. jj V ^ *<»<aj AAxILall aAA 


. MPLS j' Frame Relay 














OSPF Neighbor Adjacencies 
OSPF J jZjtjJi LS* to ^ ^^uil f-Uj 



OSPF -Jl JJj^ J^oxj Clil jj jl jll ^^ix^oj (jl j-i^Jl jJJ La djli!)lxll 2ulS] 

C-Lq jiuoll (JjLiJ ^ j9J jl J ^JJJ La Ai£/Lx]| pLiJJ ^aj9J j jJnxjll Ig jJax j ^9 Jj^aJJ jl Jj JJ 

j ClLajix^all jjaiij ^9 LgJ^ (J^axM jj jl jll tiiJ La C1 )IjLuia]| j C1jIjj^^Ii]| j 

dll jjxjII ^lc* djxjll j dl£ddll (Jl x^ajVt £j!alLuaJ j dljLuiA]! j dljjd*j]| 

dLLnll J^fJ c . 1 g,j\c* (Jj^xllll jl A9d> ji Aj9Ldl <^j]| dtjJ,W,Ml j 

j Jib g-i OSPF -II J jjjjj ^ Ja*^ c^l ^Ij^jl jJl C 5 ^ 

jj^jjll j^a j^al 1 \ j] Sd.1 j j£ Jjuo J Lb j£Lj ^a jiiLuo dl jJ^ai 5 L)^ J^W^Jt 

(J jid LLa ^Ac, S^l j j£ ^-9 j 


^ c)^ j ^ oJjl ^ ^LiJu juc. jjjI j\\ 4 JU. Ij& ; Down State - ^ 

JjLj AjLoc, d *jj V Ajj djxi jl l_l^j <JL^Jl &Lb ^ OSPF -Jl J jJ jjj Jjxi!i 
.1^.1 J jjoJJjjuo ^ «ig Jj ^aJ djl£ j]j dl jlijl jll jJJ La AjLuj La jl dLa jIxaII 

OSPF -Jl J J J4 Jj*^ ^ j£J I Lade, j£A J dl jj jl jll liiJ La JaJj ^ jJ V j^9 

Hello L-U^JJ ^JLulJ (JLuJ^I AjIaxJ ^,j.jjj‘i^)J| jjjl^)]| jl CjIjj jl^)]l A^l Je. 
^JLujj JLuj j) ^iiui j 4 ^ > n\ l ^gic. jlj^sJI l^?a l L^iuu Packets 

^ Multicast 224.0.0.5 u'j^' ^ Hello Packets 
u S 5 ^' Broadcast j Point - to - Point 4 ^.^Jl 

(JiLa ^kVI ^ j£JJ 4< w»\l (Jjjajj J (jUaj]! (JJjijj ^1 j (JjjjJJJU1 ( _ 5 Jc. 5jj^ala 

JluijVI aAac. ^iiui Frame Relay ^ Jwj ^ 3 6 ^ ‘ L ^ | j dilLuill 

.Unicast 


Hello 



nr 





























UApjj* ^ f J :Init State - * 

Ijil ^i^aJ Hello Packets j^l j JXj] f u' 

aA u' J£?- ^j L ^AX' ejA ^A tgX-OSPF -J' ^ 

dLa jIslaII (Jja-ulL ^jii j ^jljjaJl cJj-^ ^ ^jiiui OSPF -51 <J j£ 

oAA ^i.VI t—i!jJjt^)ll 4_uiij (jc. l_Sj^)jl1j ^jftjaii J dll jLulaII j dllijJldill j 

Adjacency Database OR Neighbor u' j^ 5' £ j-^ 

.Table 



Hello 



Nancy 


I nit State 


Donna 


Neighbor Table 

Router Nancy 


jjj'j5' ij* * 5^1 ^ 1 1 jljjaJI fj 53 sIa ^A :Two Way State -? 

<> Hello Packet g^'j gr^JI 

5^5 Router ID -5' Akli ^>^4: Unicast Reply c^>j 5I jSjljll 

^joUJ^)]| ^)J(JIjSlLujI Ale- j jA J <ix^alLa]| CljljJjl^)ll 

Adjacency j J^jl jx^JI Jja*j j ^ 

Two 4_X*]I &iA c 5 ^j ^ j Database OR Neighbor Table 

.Way State 



HELLO 



n£ 




















jliUJl q c. i jUc aJUJI ei a :Exstart State -* 

gJ cjI jluuJL 4^-aUJI DBD L»£ jl DataBase Description 

lijUJl (jjjflj -1 ^jj Ja jj' jjji j]' J£ ^'‘L ^ jA) Aj] AjIajlII oLa AiJa j aSj 


.V j! 0 jj' 7- ^ja~> diULull eJclfl j 


DBD -1 will start! 

< 

DBD - No you won't! 



Nancy Donna 


Exstart State 


jU f .ls J' jjj'j^' ^ 1$%^ j e^A : Exchange State - ® 

c> ja Router ID <^1 4 jJ lsJ' jjj' jll ^ DBD llULJI -^'j^ Jj-^ 

diLLnll ^Cr Ij3 ^A La ^Inlj Summary DBD ^ j^a^La JLujj) 4 jUxj ^ajQj ajj 

lg.nW*i djLLnll S^CrlS <J& rf j djil jj jl jll -lie. 

dlLajLt^o]| (Ja C_hjxJ j 4jhlJVi^\t dlLa jLcaII jiaxj jJ 4j] (JL^ ^3 V jl 

dj!>L 3JUJI Sequence numbers -11 j» 

DBD 4^1 Cj ll JJjl jll (Jj3 j^a L^JjLj ^aJJ jl C < 1>J dll 

Link- j) DBD ^ ^j Luic. 3 jj jl jUJl jij \j ^^ic. c_j^j 

.LSAck jl^i^Vl jl State Acknowledgment 

jSlljl ^dll djLa jLl^IL ojL^. j -a 1 gL£L uj1 ^j]| djLa jLl^II 4JjLLoj Router -i' 

jl j-a d-LuaJ lejU dlLajLt^a dul£ lijj _ a A£jjudll jC- Ajj■ W dlLa^1*-^ L^jL 

Link-J^ jLi .. aj^] ^1 qa up-to-date ^ j' ( - 1 ^' Is- 5 ' 

JL-jj ajL& aj1a*JI e-jiAj .. AjjlkAll jk^ll Aj^ai^LSR j' State Request 

. Loading State LSR ^ 

AjjikJi Vc> ckiij^j jl-jL jui i^i ajUi^vu jUii -r 
Lie. .. cjlljjjajj]l jLl a l^llL jLSU j' Link-State Updated jk 
eL a a*j jUJI LSA ck J^jk 1 f djUL^Lj]! sL^J jLV! Router-^' 

^JL^. djljjjl^)]! .. J^^yij t-iikl!j Jjliill djLiLac.j J^I^aII 

^gk Routers Jl jjIlj a jaLill oLa ajc. j _ _ aLjjla area J diULnl! sjjc.la 

. Full-State J' 


no 
















































OSPF 41 d*-j4l A^aliJl diUbJl ^Ijji 

OSPF Packet Types 


OSPF 41 (J ^ <^41 dl jJjl^ll (jjj UuS Lg-a-liduil ^jj dULull 

jjjl_j (_]£ (^9 Aj^jII (J_j 1 11 'LiLik-a j «.Lij (j-a 1 g jd 

j_jC- (J‘ ^~* a '^ (_JSdj (_]£ j ^j^Lui ^4jjl 5 dAjl-l4l ^3^ - 

. >V1 

(j-a $-ldJ (JjoiLdLa ^ijj idlj LSA cK (j' l —3' L . '>J (3-a*41 is* 4dll (Jj3 

. LSA 41 U—- p .jVl >4* 0x7FFFFFFF J) 0x80000001 


L_aldi£l ajL& ^ l^ldkioil ^ii t_ua .jj 4JluijjftijL& ^ : Hello Packets 

.tie. i_a^)x!i]l j (jl^i^JI i_aLuu£l ^jj (jl Axj j 3 .' d Aii^dll «.Lu j (jljj^Jl 
Addll (_Jdl-^ dlljjjl^ll ^(_j^a 1^1 “'1 3Jdij Jdijl dJ^jd-a 



: Hello Packets vrtPjSlI dbjla»4 • 

1- Router ID 

2- Router Priority 

3- Hello (default 10s for broadcast network, default 30s for non¬ 
broadcast network) and dead (4 times of hello) timers. 

4- Authentication password. 

5- Area ID 

6- Subnet Mask 

7- Designated router and backup designated router is ip address 

8- Known neighbours 

C jA?f j^ Hello Packets 41 j41 3Jdi j Jdta jj£i ^dll didjLc41 ad 

^»a - 'll j eA^lj 


a£± 4 jjjlj Jjl siklj ^41 ^ ^Vl jljjc. ejdc. ja : Router ID 

. BMA A^jjudll q\ ^ d>j j OSPF l) j4 


cijLa^j ^ Router ID 

. Neighbor Adjacency Database j 


nv 




















Router # show ip ospf interface 

‘ La£ Roilter II) ^^3 A . -x 11 (."ll -a jla^ail ^jia^}C. ~*<j ‘« ^aVI -lx_i 

<JU]| 


show ip ospf interface 


Router ID # 


Cost: 10 


Router# show ip ospf interface 

EthernetO is up, line protocol is up 

Internet Address 206.202.2.1/24, Are^ 

Process ID 1, Router ID 1.2.202.206, Network Type BROADCAST, 

Transmit Delay is 1 sec. State BDR, Priority 1 

Designated Router (ID) 2.2.202.206, Interface address 206.202.2.2 
Backup Designated router (ID) 1.2.202.206, Interface address 206.202.2.1 

Timer intervals configured. Hello 10, Dead 40, Wait 40, Retransmit 5 
Hello due in 00:00:00 

Neighbor Count is 1, Adjacent neighbor count is 1 

Adjacent with neighbor 2.2.202.206 (Designated Router) 

Suppress hello for 0 neighbor(s) 

SerialO is up, line protocol is up 

Internet Address 206.202.1.2/24, Area 1 

Process ID 1, Router ID 1.2.202.206, Network Type POINT_TO_POINT, Cost: 
64 


Neighbor adjacencies 


Transmit Delay is 1 sec. State POINT_TO_POINT, 
Timer intervals configured. Hello 10, Dead 
Hello due in 00:00:04 — 

Neighbor Count is 1, Adjacent neighbor count is 
Adjacent with neighbor 2.0.202.206 
Suppress hello for 0 neighbor(s) 


Retransmit 5 


Timer intervals 


JAAjj* ^ cil jjj! J\ ^ : Router Priority 

.Priority Default (1) -twill ^ ^ j OSPF -1' 

• j 

Router # show ip ospf neighbor 


RouterA# show ip ospf neighbor 


Neighbor ID 

192.168.31.33 

192.168.31.22 


Pri 

1 

1 


State 
FULL/DR 
FULL/BDR 


Dead Time 

00:00:39 

00:00:36 


Address 

192.168.1.3 

192.168.1.2 


Interface 

FastEthernetO/O 

FastEthernetO/O 


RouterB# show ip ospf neighbor 


Neighbor ID 

192.168.31.33 

192.168.31.11 


Pri 

1 

1 


State 

FULL/DR 

FULL/DROTHER 


Dead Time 

00:00:34 

00:00:38 


Address 

192.168.1.3 

192.168.1.1 


Interface 

FastEthernetO/O 

FastEthernetO/O 


RouterC# show ip ospf neighbor 


Neighbor ID 

192.168.31.22 

192.168.31.11 


Pri 

1 

1 


State 

FULL/BDR 

FULL/DROTHER 


Dead Time 

00:00:35 

00:00:32 


Address 

192.168.1.2 

192.168.1.1 


Interface 

FastEthernetO 

FastEthernetO 


Priority is equal at the default value of 1. 


HA 































Hello (default 10s for broadcast network, default 30s for non- 
broadcast network) and dead (4 times of hello) timers. 

^ aJLujj JLujj] \ ciu5 ijj ^djl£jjud]| <iLujj clusl jj 

c afcv* 4 a£jju1]1 j 4 x.^)joi]| c allkj ciA£dJudl! djl£^judlt l ^Jc, 

Ljajl L djK ul\l J 4 x.^)joi]| 


^yt-nla (J£juiJ cK ^-SIjuoj JLaj] 4jUc> ^jj£j 4ju^>jui]I L lA£^l -) 

(jlkj qJl* j Alf^l oiA UJa default 10s for broadcast network 

. jW- cs^ - J* UJ^ j* 

j\ PPP J! (J j£ Jj jj J Jjjjla (JC. <Aj^alLo <^111 A j\ Cl)l^ ul\l -Y 

L-ua.j2ll j JLuj j] 4 JUJI gJ Frame Relay j' MPLS 

^ default 30s for non-broadcast network yr*^' cK4? 0^^ 

(jUaill V djl£djudi! 

4jUjl ^ <L<UuaLq 4_ijlj 40 ^9 L < (JLujjI jl ^j \I (JL^> J -V 

jj 10 c^Sij2lI jji) aJL*j 4jujVI c> j lK j 4 itmes of hello j 

£jl JllxAxji <JLaJl dIA ^9 J L-lia-JJ JLuOJ 4 J <iLuOj 4-XJjl ^Ac* IgJt.d'N J 

A£jjaJ| ^9 J Jj* JAC* jl jl^}]| 


gr 1 *^? L yjJ : 


Ja^\ (J^l^ jj* 4JLuoj ^9 ^aLiJl Clu9 j^\ d)Lo jb-A AAjzu* j jZajC* ^j3*V 


IjujJ 


Jtai 


Router # show ip ospf interface 


Internet Address 1®.0.67.7/24, Area 0 

Process 10 1, Router ID 7.7.7.7, Network Type BROADCAST, Cost: 

Enabled by interface config, including secondary ip addresses 
Transmit Oelay is 1 sec, State DR, Priority 1 
Designated Router (ID) 7.7.7.7, Interface address 1 0.0.6 7.7 
Backup Designated router (ID) 10 ^ 96 ^ 6 , Ia**xfacc 10.0.67.6 

^Timer intervals configured, Mell^l0, jOeaf40y Wa ^40 ./Retransmit S — 
00 b-resync tiaeout 40 
Mello due in 00:00:07 
Supports Link-local Signaling (LLS) 

Index 2/2, flood queue length 0 
Next 0x0(0)/0x0(0) 

Last flood scan length is 0, maximum is 4 
Last flood scan time is 0 msec, maximum is 4 msec 
Neighbor Count is 1, Adjacent neighbor count is 1 

Adjacent with neighbor 10.0.68.6 (Backup Designated Router) 

Suppress hello for 0 neighbor(s) 

FastEthernetD/1 is up, line protocol is up 
Internet Address 10.0.17.7/24, Area 0 

Process ID 1, Router ID 7.7.7.7, Network Type BROADCAST, Cost: 1 
Transmit Delay is 1 sec, State DR, Priority 1 
Designated Router (ID) 7.7.7.7, Interface address 10.0.17.7 


Backup Designated router (ID) 

Timer intervals configured, Meli 
oob-resync timeout 40 
Hello due in 00:00:06 JL 
Supports Link-local Signaling (LLS) 
Index 1/1, flood queue length 0 


10. y^ v 1 .1, Iflfxrfac^a^or 

i 1 v™J 0c aWa 0*1 


rcSS 10.0.17.1 
Retransmit 5 


Next 0x0(0)/0x0(0) 

Last flood scan length is 1, maximum is 2 

Last flood scan time is 0 msec, maximum is 4 msec 

Neighbor Count is 1, Adjacent neighbor count is 1 

Adjacent with neighbor 10.100.1.1 (Backup Designated Router) 
Suppress hello for 0 neighbor(s) 

R 7 # 


m 


























cjUK ^; Authentication password - i 

.(j-ai La Jjjj jliil AjlaC- ^aJJ j diljj ( ^C- jjj-all ^ ^jjjL.1 

; ^gJLi]l ^aVI 4jLi^J 4_iLaaJI eAA (Jj» a ~' £ya ^£Li]| j dlLa^l*-a]l oAA 


Router # show ip ospf interface 


PA-EDGE-01-0> show ip ospf interface 
vNic_l is activated 

Internet Address 192.168.100.1, Network Mask 255.255.255.0, Area 0.0.0.10 
Transmit Delay is 1 sec, Network Type BROADCAST, State BDR, Priority 128 
Designated Router's Interface Address 192.168.100.3 

Address 192.168.100.1 

^PfSer intervals configured, Hello lJuSSfa Retransmit 5 
Simple password authentication enabled 

M^ESPBBaiafliJL __ 


j Area 0 j^ ^j A J^jLa ^1j : Area ID 

UjJC. jl Area 100 (JLa AilalaJ 'JjJI LL AilaiaJI ejiA (j}J^)la (JC- CS"^ 


OSPF Autonomous System 



router (ASBR) 


w. 
















*Lu>j (J* OjA u' gLS; Subnet Mask -** 

Jill 2&J* J l*JI *]La jjl d^A' jjjUt J£ 


OSPF -II Jj^jjjjj jjj j£jlx J< jJIj i _ il£j Aij*j La£ (. - £j£j V Al^ill ^Lia ; 4ja^La 

Wildcard Mask L» ^ jA pA j Wildcard Mask 


Routing table for ABR: 



,16.8.0 

,16.9.0 

.16.10.0 

,16.11.0 

,16.12.0 

.16.13.0 

.16.14.0 

,16.15.0 


255.255 
255.255 
255.255 
255.255. 
255.255. 
255.255 
255.255 
__2_55.255. 


255 

255 

255 

255 

255 

255 

255 

255 


0> 

0 


0 172 
0 172 
0 172 
0 172 


16.16.0 

16.17.0 

16.18.0 

16.19.0 


255.255 

255.255 

255.255 

255.255 


,255.0 V 

.255.0 

.255.0 

.255.0 


LSAs sent to R1: 


IA 172.16.8.0 255.255.248.0 




IA 172.16.16.0 255.255.252.0 


: Designated router and backup designated router is ip address 

j ^LUKVl JJj! jSI j ^^jujjjjII jj j! jll jA j-a jj£i 4 j\^»,\l eAA - V 

j cA 1 j] DR and BDR dil jijl j]| o^a ^ jA' j ^ cs 

^ lAA 1 . j*^i ^JLjjj 

.jAM ^jiLuj 1C. dLajlsLA Ajjla j dl jjjl j]l ALa. Ajjla j jdj*J j 


Router # show ip ospf neighbor 


R3#show ip ospf 

neigl 

ibor 




Neighbor ID 

Pri 

State 

Dead Time 

Address 

Interface 

2.2.2.2 

1 

FULL/BDR 

00:00:33 

10.0.0.2 

FastEthernet0/0 

5.5.5.5 

1 

2 WAY/DROTHE R 

00:00:39 

10.0.0.1 

FastEthernet0/0 

4.4.4.4 

1 

2WAY/DROTHER 

00:00:34 

10.0.0.4 

FastEthernet0/0 

1.1.1.1 

1 

FULL/DR 

00:00:34 

10.0.0.5 

FastEthernet0/0 


aA*J' ojiA dip. t a£AJI yi jj*^l dlA j'A' : Known neighbours -8 

Jidj j ' g . >»»J *—Ajadll i^jdJI ^9 S jjl y *\I CLjI^)J 

djULnll j CIjLo 


Tom 



)V) 











































w ^ & Packets -1' *** : DBD = Data Base Description - * 

C5^JJjiail (JLuojL ^ilJJ j\j^\ jlj (-K 

j OSPF -ii cJj^cJ^-^ii j u^\t ^ic-ji^i aJLuijIj 
S^ lflK* nwl A jLxj CIjI JJjIj ^aj£Luo CLl\ JJjl jil (J£j Packets 4-^^! (Jjj^aJ 
j <JLuj^) 1I 1 fl-ilc. ^jli^j ^ill diLaji cAS^i <il jl j\ <iLjaj *lA djULnll 

t (Jjj^ailSl j tg^^}ju) J ^aj3 Luj ClAjjli^^ S^C* ^Ac, C5jlaJS Packet -il Lx-lLa 



Hi, I know about The following networks: 
10,1.1,0/24,10.1,2,0/24 & 10.1,3,0/24 



I don't know about network 10-1-3.0/24, 
please give me more information 


Header Cy uj^ <JL^jil ajI^JI ^k :DBD SjpIa aJLujj cjLjj^ 
^J^Vl ^aJJ <jl I^JU j ^aJiLo Ig.n^JJ ^aJJ <jLk b^C. c> uj^“ Header 31 Bit -S' 
ls^S' Hello Packets s-y^ jjJ' j ^ 3ilJaJ J^*j L^jI ^ Header 3' o^a 




AlU-j Jib y Qj& gill OSPF Packet Header-SI cjbjla^ jSL ^jSIuj ^Vl • 

: DBD-S' 


1-Version , 2- Type, 3-Packet Length, 4- Router ID , 5- Area ID, 
6- Checksum, 7-AuType, 8-Authentication, 9- Data 

^ US 



Protocol ID 
NO. 89 ■ 
OSPF 




OSPF Packet 

Version 

Number 

Type 

Packet 

Length 

Router ID 

Area ID 

Check¬ 

sum 

Authen¬ 

tication 

Type 

Authen¬ 

tication 

Data 


m 












. Jxij J LjU \jZa!\ olfc (JA J J£ 


Jj£jjjjJI 5ijjj j OSPF -1' 43 aA±1\ & 1 a :Version -' 

L ** 4 Qi^JiN J 


djULnll (J£juj c AjL^aj A_i3 ^jj j C1j333I ^3^ 3^-^ 3^ AJj^juiaII AjL^JI a^A *Xype -^ 

;<JlLa 


.s-y^j^' j Hello Packets • 

.cjULJI s^lS j Data base Description • 

>ij| jjjI jll 3 ^ U Jajjll l_AL Link State Request • 
3JU -kjj Link State Update • 
.^3' gJ j!5JU luj Link State Acknowledgment • 

OSPF j JjL jo 5 jUJI :Packet Length -f 

.Header -S' ^ 

31 C 5 ^ ^La^pJI jAj^oa A_p.jj 3 ^ aJjjpj-3' a3^3 &^a • Router ID -t 

jU?a \1 jj jl jil C13L3I ^ JLuojLj ^j3 Igjj ^^Ixaj OSPF 


^^31 j c3jiijl jllt$3 <^3' ^iai3l (jc* <1 jjjolaII &^a ; Area ID 

1 ^3c. C_fljx3l ^j3 jJjla ID J A3aJA i**l^J 


>L pa^ill ajLc. 3 c* aJjjjoi^]| ajLlSI & 1 a ; Checksum 


j333l Jlc A-i5lAj^a3l ^a3ac. 3 c. aJj^jolaII ^a AiLiJI & 1 a • AuType -V 

3^J La Jj^jun'l Aj\aC* <ja 3^3 3jaj| AjL^JI &3fc j3j j Jjjj j3l j jjjaII C*i\,aK j 

# V jl DjijudA JjJaII C*iI,aK 3^ J 3^ji3' 


j jIjSjjuoV' A 3aC* *1xj JjSn ^ : Authentication - A 

# a3c* 3ajc.V' j AaI^IuoU AjL^JI &1a ^JL Luo jjq331 a3ac. a 3 ^Ipo ^31 ^j3l 


3a*j AiLiJI (jA AiLi. j^.' <^a j 3131 ^jc. aJjjjolaII AjL^JI • Data -^ 

a jjSL>^\14£jj3l aJLujjI ^j3 AjL^JI 3131 l_u£jj ^ILluj cIjLa^IxaII ^ 3 ^ 

r*r \~k. v ^ / IN i*n ^ 


wr 










(.iia ^c. <> (f* : LSR = Link State Request -V 

jj jlj I Labile. (JLa ? Cj il^)J jIj Asa d^C- ^g. nj La A^JjoJ (Jjj^a^11 

^JLujj (JLuj^L 3JUJI &^a ^9 ^)j^l^)]| ^^ ,q j x jj A^jjail djLLu (JLuj^l 4-uaj& aSa ^9 

aJLuo^}]| (Jj^alLuo (jl^l^Jl CLil^)J jIj ^ Aj^aSI Cj \\jfl LSR 

j L] Aj Aj^aLiJI djULnll D^C.li j AliLa jb-A (J^L ^la-L ^j<Ljuj CIjI jjjI^) 1I JL^j 

^ j;Qj >■ n A ^ u ii Vl .W i «J LI j \ g jtl CIAjLhII ba^^. jLuJjb ^SJjuo A^JjuiII 

fc^A <iL.l] (Ja JJ jljll Jb^J J Cj iljJjlj CliLa jAxa ^ (jLuo j] (Ja*j 

jjj La Jajjll A-iLa3t \\ &^A ^ajuoj aJL^JI &^A ^9 A£jjuLI &La jLua L_i jx.J ^A jl A^Jjuall 
CIjLUj Aj^] CIjI jj jl jll jl c_hLuL&l Ale. Ljajl j LSR jl JJ^I si JJ jl j 

j CljULnll D^C-li C5^ L *"‘ W * <JaxJ -bjj L_lila JLujjL jJjljll ^ jQj Xjj l^JJ^J ^aJJ 

A£jjul]| ^9 j^aLiJI jJjla]| 


Hi, I know about The following networks: 
10,1.1,0/24,10.1,2.0/24 & 10,1-3,0/24 



I don't know about network 10.13.0/24, 
please give me more information 


^a. Header i> uj^ J J iLSR-kjjS' <_iiL4JLuij cjbjia-a 

Jiujl J) J&l <>> Jl^Li lg_u £jj ^ cjUU. iic. jj^jj Header 32 Bit -S' 

dA£djud]| CliljLudA AijXAl djljjjljll jaj La JaJjll CljLa^i*^a jl^J HGftdcr-^^ 

.LSR l\J^a (J^-i <*—sl^Jjua]| ^j-lJ La Aij^)Ja J 

aJUjj Jib ^ jjii cjiSI Link State Request -S' ^b>ia^ jSL jSft • 

: LSR-S' 

1- Link State Type 

2- Link State ID 

3- Advertising Router 


m 












^ Jajjll ^IjjI :Link State Type 

(J£juIj JaJ^)]| 4 _i1aC- ^Iiil y)JJ La JaJ^)ll 

(JjuojI ^lljuo Uh^a (jfLi 131 j U,W^ (JJ^d W>J LSDB djlULnll S^C*15 <JJ^* • 

j*J^\ CjIjj jljll <ja djULnll S^CrlS uj,Kl' Jajj 4-^ 

^3 j dj^A Liajl jl l_±^j Routing Table dj| jLuiaII j Jj^ • 

. dA£ddll ^.ja*n AiLubj 


uj^ J l t^ SjjW^' djljjjljll ^^laj Neighbor Table u'j^' • 

\ jJajl 4 j*1^a 


j jV> J 2 -j' u'^:Link State ID 

b <aa yjiy^ujjVi 

j3jt jit cs-s djdj^dll j Jajjll 5 Ja^ *tgd>VI a*j :Advertising Router -f 

dlljJjl jll 4_ilc, CllAJ ^ j \\ j j (JjAxllI (JC. A-i1a* j ^jilijuo L_JijUxaII 

(J^JudJ (JajlII j <J (Jl j^ajVt 


Wo 




























Link State 4 iSL-jll ^ :LSU = Link State Update -* 

<jfr <j^1 <ji ok* 4i4aj j Advertisemant 

.LSU -" Jib ^U-j| ^ J OSPF J o>UJ! 


(3) 


Link State Update (LSU} 



(4) 


R2 (Slave) 


06 



Link State Acknowledgement 
(LSAck) 


R1 (Master) 


L j a aJLjjjII &A& aj'aJI ;LSU ‘" ,1 cjbjja.* 

4-l£jj ^jj cAiU. tic. qa Header 32 Bit -S' '^> Header 

. JA^' i> 

aJUu<j Jib ^ ojSj (^iSl Link State Update -S' jSL fjfllui <jSn • 

: LSU -S' 

1- LS Age 

2- Options 

3- LS Type 

4- Link State ID 

5- Advertising Router 

6- LS Sequence Number 

7- LS Checksum 

8- Length 

9- LSA body / LS type 

(jk La£ 


0 Bits 


8 Bits 


16 Bits 


24 Bits 


32 Bits 



1 



LSA Packet Header 

LS Age 

Options 

LS Type 

Link State ID 

Advertising Router 

LS Sequence Number 

LS Checksum 

Length 

LSA Body 

LS Type & Details 


m 



















(JiuU CjLjJ)Sa]( dJA (J-* (j£ JMJ ^J^Luj ^jVl - 

. (jlij tJLa j ljU ijLal) S^lj j£ 


^ 7 ^ j LSA ajIaj (j^ j dsajll ^jJVn <jLk]| ^iilaj • LS Age -^ 

. 2 bits 

jUl J^l jUikt j OSPF f j 3S ^j^' ^ : Options 

.1 bits j (j* OSPF -il <Jj^I 

^^sLuo j LSA -1' i LS Type 

.1 bits <jUJI j 

<—iKnti\l j diljjjl jJl La Jaj jJl (jc. 3 Jj^jolaII 4iUJl .La ; Link State ID - £ 

J IP ^ (J^\ (jljjc. ^Jc. <jUJl .La - 1 aI*J J OSPF -5' Jj^jjjjj ^ gA' 

.4 bits c> »La ^?^-j 

yn? l5^' u' >A A j' jS' u^-' (->=■ ^ jJA^S' <jLiJI .La :Advertising Router -° 

.4 bitS 3jLkJI oLa ^a. j C5 Aa^jV1 jjjIj]I ^ ^j-alaJl IP 

•^lS' A j LSA -S' ^ c> ^Lkil .La : LS Sequence Number 

ji .AjJLaJl y)A 4 /\Oa\l aJLu j]| (jjjj J 4-iflj>*aj]l Aj1a*J ^aij^)J LSA ^-SLudJ (_)£] 

.4 bits oLa aaa. J o^) j^'iaII 

LSA -II ^j3j j LSA -I' jLn^l <j^ -4 j>«^l 3-iLaJI .La ;LS Checksum -V 

.^LkkVI UiLLSI j Ajjlidl 

.IgJjia Jj.laJi j LSA -II ^-a j^. Jjia jt <UjjjoiaSI ^ 4_jLaJl .La ; Length -A 

£' jjl j LSA -I' jIa ^jc. ,jc. 4 Jj>^a]I cjLUJI .La :LSA body / LS type 
^ LSA Packet Header JjVI aSJJI ^ La Aifkll .La LSA -S' 
ajLc ajs ^aij j LSA body / LS type -S' jj«^ ^4^ Ai±LJI .La ,jj£j 

.LSA^^-^' 

cPS' LSA -S' >iS ^jA? f A' u! Ajj' j LSU ^j^S' (> 4 jjA IL£U - 

Ia jiSri .La jjLsJL j Link State Advertisemant -S' lA'-^ ^ jA 
. ^jjL j j^Lj ^ajaA oVl LSA -S' ^'A' ^A 11 -S' s- 1 jA 

wv 












Types of link-state advertisements 

192.168.10.25 192.168.10.1 (DR) 




LSA Type 1 = Router LSA 
LSA Type 2 = Network LSA 
LSA Type 3 = Summary LSA = ABR LSA 
LSA Type 4 = Summary LSA = ASBR LSA 
LSA Type 5 = External LSA 
LSA Type 6 =Multicast OSPF LSA 
LSA Type 7 = External LSA for NSSA 
LSA Type 8 = External Attributes 
LSA Type 9 = Intra - Area - Prefix 
LSA Type 10 = Area - Local - Opaque 
LSA Type 11 = AS Opaque 

Aijlaj fkfrfcl j^VI Jijiia Jiuu £|jjV) d qa S J^Ij £jdu ^jflLui jS?l - 

; (j jjsj |jl_a j J*ij IjLa j dUjL*]| ^4 3.1^1j JS 


jjj'jS' f j* LSA -S' <> :LSA Type 1 = Router LSA • 

LSA -S' O'® _J^S' j-a]l dAjUJl l_a. 

.4_l2 4jj^ala]l ^^Jc. SjjLa-all dll JJj'^SS 


-S=^3 J*-jj LSA -S' <> ^>S' '^a %Sij : LSA Type 2 = Network LSA • 

(J£dj dlljJjljJl ^2 4_L*aiall j broadcast Jj^IiaII dull ^2 (Ja*j 1-K; *" 

'll I g ■ J Ali-sda A^lj aSjui ^2 dll jjjl^)ll (jl ^ lx gj 


) VA 
























ajLc fii ^ j3l 11a : LSA Type 3 = Summary LSA = ABR LSA 

sAxiLa (Ji^Area (JjJall-di (Jji 3 A j\<a «,\ jijl^)]l jLg-i. U ^ 5 "* J i.1^. A <ag,<a 

i**i^j j ^jtJl* j ^lLoI£ A-iIajJ a£ jjudlt 

(jl*lilj 5 JLujj]| ^ 5JUJI d^A ^9 ^.IAiaII ^jjaiij ^jljJC- ^ja ^)j£l A^jJ ^jt 

Ai^)J ^lilArCS. A.^^a 1 a\I ^JA dA^Ij 6^)A (AjIa^L tAll Ai^)XA J (JjIaI A-i1aXJ ^-JOLiJ^}]! 

u^hl A-jIaXJ jill AjIa jLtAll Ai^)XA JJjl^}]| I^Aa 


^■U^j ^^Jl 11 a AiJij : LSA Type 4 = Summary LSA = ASBR LSA • 

jl_jjc. j^JaJJ L_njjd]l l-l^J j ASBR 31 jjjl _j jjl A9^)*-a] ^)^V1 C_iI jL.,la]I Ai^*«a] 

. ASBR 31 jU 4ij)u qa jiajJ Router ID ABR 31 


^331 ^jjiJI Jjjjia £ j3l 11 a Ai3i j ; LSA Type 5 = External LSA • 

_j^^all jjjl^)]l jLg-i. J^ j-a U^^VI i^ £ ' ~ ix ^ 3L i (JLui^l! j-a ^j31 IIa j A_i^jl_iJI 

aj^. jLiJl ^k Jk-iI.) ji Jjj^a u - ® ^ g f jS3 Area 31 ^^Ic. 

(J ^'l ^a l l (JliLall (_ s -lc- Area 31 (_ s ic- Jj^._j-a]l J^U. j^a 

# dij jijVl 

j±. j jj& ^j31 11 a : LSA Type 6 =Multicast OSPF LSA • 

Ijl^. j^2 (J^atliuLO 

4 ^jli jc. 6jLc. ja £^31 13a : LSA Type 7 = External LSA for NSSA • 
. OSPF 31 ~- H dll^AjjdJl ^.iklLjoJ dlLa j-a 

Ai^j JSil f iVu d j jl3 g-jill 11 a :LSA Type 8 = External Attributes • 
^gk j£] OSPF 31 a£jj!i BGP 31 Jj£jjj^>j (j-Vil 

ja OSPFv3 *— 31331 jlAi^yi <^k OSPF 31 Jj^jjjjj 

< Ajk-a A<,n ; Ml jljjxj lajjll ^j3 IPv 6 address J] ^3®jl*-3l JluijV 

ajIaj I gisjh j AjUJl cIa ; LSA Type 9 = Intra - Area - Prefix • 

1 g lA 1^ ^1 4 ai-> i^ll Ai^t-a j 4 jlA |a! 1 4 ^ i.Till CliLa^ls-a 

j^j ji ^^Jl 11 a AiJij :LSA Type 10 = Area - Local - Opaque • 

(Jj 3 j-a dlLa_jLt<a]l a^jj V jLuiaII j!3 AaLi1a] 1 jLui-a ^Jl dlLa_jLt<a]l (JLuj_ jl 

.OSPF 31 3Ai3aj]l oAA JLoij) aJJjoi j£lj t“il ajjUlll 

VI4J jVj ^IjjVI <> jaI »1a : LSA Type 11 = AS Opaque • 

. jjSjJAAil iJJ^OLA jjSl Lfjlfr Uflj*jluJ j (, 5^1 ^^1 
























7 iaSfi jUifrVI ^aja-vtt J J >vj~ H Jl ^j^iu ja (jj£j )i£U 

A a ^A*<, ■> ^jj V OSlj LuUI <jj£j jjVl (^ib j 4j3 J^sdl AjmiLuiI £jjji 

:^UII JjJaJ) ^ji US ^^awi j jLuu <Ulc> jUicVI <^1 A^IUil £l jj| 7 -51 JU IIjjjS 


LSA 

Generated by 

Function 

Flooding Map 

Type 1 

Normal Area Routers 

Advertising router's interface 
and status to neighbors 

Intra-Area 
{Area of origin} 

Type 2 

DR 

Advertising DRs direct 
connected neighbors 

Intra-Area 
{Area of origin} 

Type 3 

ABR 

Advertising ABRs areas 
summary 

Inter-Area 
{Multiple Areas) 

Type 4 

ABR 

Advertising the presence 
of ASBRs 

Inter-Area 
{Multiple Areas) 

Type 5 

ASBR 

Advertising external routes 
to internet 

Inter-Area 
{Multiple Areas) 

Type 7 

ASBR 

Advertising external routes 
to internet to NSSA areas 

Inter-Area 
{Multiple Areas) 


£ljji (J& AuflliJl £lj&l QA* £ja» J (> fj ^ ^ J 

. Types of link-state advertisements 


^bll aJUj o!a :LSAck = Link State Acknowledgement -° 

^ ^Ic- jl Vi j CliLa(JjtjJ j ^^llLuol 

JjIUII ^ j LSA headers ^ lsj^ header -S' ^ 

-It ^jt jJJL J J^)]tj ^^AlLuJ^t ^^Ac- ^lijud &A*J j LSA Q* 4-AaC- ^llil l ^ 

Sjic.li (jjaiL (J^*j djt jj jtjit ^ uVil I^juo^j tgJ A-LU^ll LSA headers 

.cjUUII 



link State Update (LSU} 



Link State Acknowledgement 
(LSAck) 


^ a!L* J\ ajI^I :LSAck aJLujj cjLjj^a 

^ 1a ^ y\ ^ ^ J) s f* s 1 1^*qq o“^=- t> CijQ Header 32 Bit J Header 

. JiJ JlJal c> 


u. 
























OSPF-J' *4^V' f2 jS &j£j tk* 

^3^ (jl *1^)1 J ClAjLnll ^3^ ^(J-*aJ (JjA-alilll ^j^axj ^.jjL^a34 ^a^51 (jl 

L)j£j J ^^4 J ^^alLaiJ V ^ill 4^ Ua\l (JjuojJ J ^-d-SLull JjA^alij 

.background network ^Ikll ^ik 
<J**JI Aijj Vj (j n^iM l AijJ V j (JjS C> cr4^ yr^A^J^ cs^ £ 

LfcU La A^jjudlt 4kk jjjujj djLLnll j 4yk ^-^)jud]| j kjjl j^l kSa 

? C1jI^)j jl^>]| 

jA tk 
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(J* ^ 0* &JA ^ - 

^■^}judJ ^^Vujj ^9 (3^ (_£^)-lJud CJ^' 3^)laJ 3] (J^ 

La j 4_iLa*Jl &3b ^JJ L J R2 J R1 LhfJ La ^)>aJ ^La^^Jl 3j x ‘ r ° < ^ j 

4j9l^a £L^al^)J A^.1 ^^Ac* (Jjx^UMI &AA ^jAsjju ^jiluj 3^ ^LjI (Jilii ^31 ^3^ 
<9^)*^a j ^^}juj ^Ll^J 4J] ^A ^UJ! Cll9^]| ^9 0^aL^)3l La ^)£AI (jl AJjl V A£jjuAI 

<La33l ^jjojj^I ^9 j 3^il! A-iLac> ^9 ^)^Jkj ^3^ (Jj v ^ i3l ^^)judj Loa ^ j^Luj 43c- 3^*3 

^■^jAAI £jLi 3>*^31 j <3c- (J-axll A-lil£ J ^l3j^) 3I ^Juol ^j3Luj 


Hello 


31 L_li^3^ ^ALuj^) <La3^ &A& j ^3^3 L& 43a*A 3ji &AA ^)Jkj| 

OSPF Header 31 £.Uj 4 jLoC, ^aJJ L QJ^ ^)Ja3 <£jj3t A-lilk Packets 




E Frame 47: 90 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface 0 

El Ethernet II, Src: c2:08:19:b8:00:00 (c2:08:19:b8:00:00), Dst: IPv4mcast_00:00:05 (01:00:5e:00:00:05) 

El internet Protocol version 4, src: 10.0.0.4 (10.0.0.4), Dst: 224.0.0.5 (224.0.0.5) 

B open shortest Path First 
B OSPF Header 

ospf version: 2 

Message Type: Hello Packet (1) 

Packet Length: 44 

source ospf Router: 0.0.0.4 (0.0.0.4) 

Area ID: 0.0.0.0 (Backbone) 

Packet Checksum: 0xeba2 [correct] 

Auth Type: Null 
Auth Data (none) 

B ospf Hello Packet 

Network Mask: 255.255.255.248 
Hello interval: 10 seconds 
B Options: 0x12 (L, E) 

0.= dn: DN-bit is not set 

.0.= 0 : o-bit is not set 

..0.= DC: Demand circuits are not supported 

...1 _ = l: The packet contains LLS data block 

_ 0... = np: nssa is not supported 

.0.. = mc: not Multicast capable 

.1. = e: External Routing capability 

.0 = mt: no Multi-Topology Routing 

Router Priority: 1 
Router Dead interval: 40 seconds 
Designated Router: 0.0.0.0 
Backup Designated Router: 0.0.0.0 
B OSPF LLS Data Block 
checksum: 0xfff6 
LLS Data Length: 12 bytes 
B Extended options tlv 
T ype: 1 
Length: 4 

B Options: 0x00000001 (LR) 

.0. = RS: Restart signal (RS-bit) is not set 

.1 * LR: lsdb Resynchronization (LR-bit) is set 


ClA3^C-] j CljLa^Lt^a ^Ac- n IjJajI ^j CljLa^Lt3l 4j] ^9 Ak^V 

Router Dead Interval : 40 seconds -J' ‘ j 

s-LiAl ^jjjuo "LijIj 40 31 3^ ^ L- j3t 4 ALuj j ^j-3kAI Cli9 j\\ 

L " 1 J J 3a 31 £.Ll1! j 43a*A! 


u\ 













<^3^ (jLuijj SJaJ- 1Jj R2 -1 L - <Hjuo^) (JJj^aJ A*J 

• A-illi]| Djjj^all ^ R2 ^LLnll S^CrlS ^nwl 4 jLx\ DBD 


0 Frame 19: 158 bytes on wire (1264 bits), 158 bytes captured (1264 bits) on interface 0 
0 Ethernet II, Src: c2:05:19:b8:00:00 (c2:05:19:b8:00:00), Dst: c2:06:19:b8:00:00 (c2:06:19:b8:00:00) 
0 Internet Protocol version 4, src: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.2 (10.0.0.2) 

E open shortest Path First 
B ospf Header 

ospf version: 2 

Message Type: DB Description (2) 

Packet Length: 112 

source OSPF Router: 0.0.0.1 (0.0.0.1) 

Area id: 0.0.0.0 (Backbone) 

Packet checksum: 0x7f8e [correct] 

Auth Type: Null 
Auth Data (none) 

0 ospf DB Description 
B LSA Header 

LS Age: 612 seconds 
Do Not Age: False 
0 Options: 0x22 (DC, E) 

Link-State Advertisement Type: Router-LSA (1) 

Link state ID: 0.0.0.1 

Advertising Router: 0.0.0.1 (0.0.0.1) 

LS sequence Number: 0x80000041 
LS checksum: 0x28b2 
Length: 36 
B lsa Header 

LS Age: 786 seconds 
Do Not Age: False 
0 Options: 0x22 (DC, E) 

Link-State Advertisement Type: Router-LSA (1) 

Link state ID: 0.0.0.4 

Advertising Router: 0.0.0.4 (0.0.0.4) 

LS Sequence Number: 0x80000026 
LS Checksum: 0xfde4 
Length: 36 
B lsa Header 

LS Age: 612 seconds 
do Not Age: False 

0 Options: 0x22 (DC, E) _ 

Link state ID: 10.0.0.1 
Advertising Router: 0.0.0.1 (0.0.0.1) 

LS Sequence Number: 0x80000026 
LS Checksum: 0xda30 
Length: 32 
B LSA Header 

LS Age: 791 seconds 
Do Not Age: False 
0 Options: 0x22 (DC, E) 

Link-State Advertisement Type: summary-LSA (IP network) (3) 

Link state ID: 10.0.0.12 
Advertising Router: 0.0.0.4 (0.0.0.4) 

LS sequence Number: 0x80000001 
LS checksum: 0x6eb6 
Length: 28 

0 ospf LLS Data Block 



j J] <^1 fijj OSPF Header -1' - 

L <\\\ Lli^ ^ ^ J LSA S-Lj 

ClLo<il£ ^ ^Lnll <jLc- ? o\lA\ A aj\c* 

_ll (J(jl 9 c_J j\La\I ^ j Ajic, j (JIa 

<43 C' IPv4 CIajjIjVI J jJJL alixj OSPF 
. Dst 10.0.0.2 L^i^i ^ l 5 ' j Src 10.0.0.1 
LSA Type 1 , LSA Type 2 djULnll ^3^“ L>* ^ <j] 

. LSA Type 3 , 


ur 














S^c-la ^^3 C'n.W'ill A J ^ali j RI DBD -II R2 ^^6Lul (jl A*J q$\ 

fS ^1 Cjl jj jl jJI j CjI jlu^l R1 J LSR Jl ^JLuij Jluijj diULuJI 

.R2 lg,j\c* 


+ Frame 24: 106 bytes on wire (S4S bits), 106 bytes captured (S4S bits) on interface 0 
0 Ethernet II, Src: c2:06:19:b8:00:00 (c2:06:19:b8:00:00), Dst: c2:05:19:b8:00:00 (c2:05:19:b8:00:00) 
a internet Protocol version 4, src: 10.0.0.2 (10.0.0.2), Dst: 10.0.0.1 (10.0.0.1) 

B open shortest Path First 
B ospf Header 

ospf version: 2 

Message Type: LS Request (3) 

Packet Length: 72 

source OSPF Router: 10.0.0.9 (10.0.0.9) 

Area ID: 0.0.0.0 (Backbone) 

Packet checksum: 0xdf88 [correct] 

Auth Type: Null 
Auth Data (none) 

B Link state Request 

Link-State Advertisement Type: Router-LSA (1) 

Link state ID: 0.0.0.1 
Advertising Router: 0.0.0.1 (0.0.0.1) 
a Link state Request 

Link-State Advertisement Type: Router-LSA (1) 

Link state ID: 0.0.0.4 
Advertising Router: 0.0.0.4 (0.0.0.4) 
a Link state Request 



B Li nk state Request 

Link-State Advertisement Type: summary-LSA (IP network) (3) 

Link state ID: 10.0.0.12 

Advertising Router: 0.0.0.4 (0.0.0.4) 


djLaj LSA (JLuojj 

LSA djLac_Alaj ^jqj x jj R2 &^a 

. LSU 41 aA ±*j jjj 

E) Frame 26: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits) on interface 0 
S Ethernet II, Src: c2:05:19:b8:OO:OO (c2:05:19:b8:00:00), Dst: c2:06:19:b8:00:00 (c2:06:19:b8:00:00) 
E) internet Protocol version 4, src: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.2 (10.0.0.2) 

B open shortest Path First 
B OSPF Header 

ospf version: 2 

Message Type: LS Update (4) 

Packet Length: 160 

source ospf Router: 0.0.0.1 (0.0.0.1) 

Area ID: 0.0.0.0 (Backbone) 

Packet Checksum: Oxb899 [correct] 

Auth Type: Null 
Auth Data (none) 

B LS Update Packet 

Number of LSAs: 4 
B LS Type: Router-LSA 

LS Age: 614 seconds 
do Not Age: False 
EJ Options: 0x22 (DC, E) 

Link-State Advertisement Type: Router-LSA (1) 

Link state id; Q.Q.Q.J _ 

Advertising Router: 0.0.0.1 (0.0.0.1) 

LS Sequence Number: 0x80000041 
LS Checksum: Ox28b2 
Length: 36 
E) Fl ags : OxOO 

Number of Links: 1 

EJ Type: Transit ID: 10.0.0.1 _ Data: 10.0.0.1 _ Metric: 1 

B LS Type: Router-LSA 

LS Age: 787 seconds 
do Not Age: False 
E) options: 0x22 (DC, E) 

Link-State Advertisement Type: Router-LSA (1) 

Link State ID: 0.0.0.4 _ 

Advertising Router: 0.0.0.4 (0.0.0.4) 

LS Sequence Number: 0x80000026 
LS Checksum: 0xfde4 
Length: 36 
EJ Fl ags : 0x01 (B) 

Number of Links: 1 

® Type: Transit _ id: 10.0.0.1 _ Data: 10.0.0.4 _ Metric: 10 


U i 



















(JAA^ iS J judj dlLa^L laII (JjLlJ J ^^tLudl A-iIaC- ^Ac* <JLuJJ &Aa 

j LSA headers ^a J&. (jj±^ header -5' ^ <*a\±l\ <ai' <> 


^llLudVI C5 -lC' AjSIAII ^aJJjuo D^JU J LSA L>^ S^IjSlt 4 j\aC* ^jAI l.Ag.n^JJ ^JJ (JjIIaII ^^Ac, 
<Ja*j cij|jjjl^)]| ^ . j A ^k ^,u«vA IgJ <LU^a\ 1 LSA headers 

djULull S^c^lS 


B KftT> pe : Net wor k - l SA 
L5 Age: 614 seconds 
Do Not Age: False 
± options: 0x22 (DC, E) 

Link-state Advertisement Type: Network-LSA (2) 

Link state ID: 10.0,0.1 
Ad vertisin g Router : 0.0.0.1 (0.0.0. 1) 

L5 Sequence Number: 0x80000026 
L5 checksum: 0xda30 
Length: 32 

Xetmask: 2SS.2S5.2S5.248 _ 

Attached Router: 0.0.0.1 

Attached Router: 0.0.0.4 _ | _ 

B LS Type: Summary-LSA (IP network) 

LS Age: 792 seconds 
do Not Age: False 
S' Options: 0x22 (DC, E) 

Link-State Advertisement Type: Summary-LSA (IP network) (3) 

Link State ID: 10.Q.Q.12 

Advertising Router: 0.0.0.4 (0.0.0.4) 

LS Sequence Number: 0x80000001 
LS Checksum: 0x6eb6 
Length: 28 

Netmask: 255.255.255.252 

Metric: 1 


4uuia!1a <j] U3 4aLxil &Aa Attached Router ^ - 

<£jjud]| o ^.J j 4A CaULall S^CrlS jI^aII CLu^all j jdiall 

jj< j-*aLiAl CaULnll uOnI Loj Jfl Caljj 



Router ID-1.1.1.1 


Router ID - 6.6.6.6 


Router ID - 3.3.3.3 


Router ID -4.4.4.4 


Router ID -2.2.2.2 


Uo 





























; ljIjjjIjJ) (jM La AjIaG* lJl& • 

^jjjjuo CjIC- jLklljVI A-AaC- ^jj 

5 ^t- ls* j Priority J' MjVI ^1 jjj' jll 5 ^?- <»j£ :Priority - ^ 

0 c> c> ja j La j^ij j Priority Default 1 ^'jjj'j!' 
^^Jc. 1 jliLkl ^JJjuiJ i—jLiJijVI AjlaC- ^ (JkAj (jl 0 j»3j ‘‘^ „'“’ (^Jl 255 

a^J (jU _jl JiLa BDR j ‘" JsVIj DR (j_j^J3 a_/u3 
4 JUJI aAA Priority Default 2 4 -*jJI *Jkaj ^jUI j Priority Default 1 
^Jl jjj! jll j Priority Default 2 -5' ^3 aja] q* DR J' jjj'j u 
Jl ^Lufl ji BDR J' >j'j uj%“ ls^' ja Priority Default 1 ^ua 
JUliVI j aL.j^ 1I ^ yJ^ if* Priority Default 1 

cjUiiVI aJ**J Rin Jl aK yA 


Priority -J' ^3 a*j AjiJi j j Router ID J jL^i^l ja :RID -t 

A^jjulll (jjiA'ig.^a j £jl^)ll jl^^aVI (ja (jl_jjc- jc. ejljc- jA j RID JUijVI 
L_flJ^)*Jl ^»jJ OSPF Jl (Jj£jJj^)J (J*^Jl jijl_^ll jW^ ^Ic- cIiIaIAcJ (Ja*J 
jA j yj <jVI <—u£ jj ^jj OSPF JJJJJJ ' gjlc- JxiJl CjljjjljJl ^IJ Ajaiilj 

a AC- aJjjoJI ^2 IjjJ ^3 Jli# (Ja*J ~ j°‘' ■« j I » '!-> £jl^)]l jIAj^VI (ja (jJI (jl j-i»JI 

f 3 (jHLJI jjjljll J 10.10.10.10 yH L^VI (J JjVl jJj'jl' 

tJllaJ (jJI jj jljJI lAaa ^^ gJt-uU l (ja DR UJ%“* (j- 4 11.11.11.11 ^ CS^' 

<J^j aJUJI oaa ^Ul jjjIj3I ja j 11.11.11.11 ja j ^1 Router ID 
J BDR AJIjjaiA A^Lj ^ji'qjJ_jVI _S DR Jl AJjjui<a ^jjUl ^jjl^l t- Jac. I 

^)i.VI Ai^^ali JliiliVI ‘ ‘' Ala.^>Jl aA^j (jjlJaJI ^aJj ^J IaJ 


U1 


















jl^ <Jc. Jl i y* jll JiJI ja :Loopback IP Address -? 

^(Jl^ C5^ J C_flljai£jjuol <UL^a ^9 

^tUl ^11 jljVJ A-i1axj ^jVujj V I J 

^iuajljl ^^lc.1 jLklj <jj JU> L-jLkljVI a jUc* ^Vu^j j *jj jl^ll 

(JjjjSjIjVI lJj*'^J r»(jjJJSjliVI ^ tij ^5 -aA j (J£juU JJjljll jLgJ^ 

^ o**J& J 100.100.100.100 yn? (/^' f J 
ikU ^jii^ eJ V- y,»"5-J I c> 200.200.200.200 ^ J '-^' y^j 

^ <J 13) j BDR j DR -1' j3jl j jLikl ^JJjuo j JJOJ^JHjVI 


j^.VI (JaliLuo <1^.ja]| 


(>j^^ cs^ j*^ :High Physical Interface -* 

fastehtemet <j*£j^V' ^ yr* j^' cs-^' J) f 

4^4? ^ j* j OSPF -1' l 5^' giga e the met jt 

_C1j! jJ^a'vll ^9 ^aJJ <1 ^.ja j^J ^Aj BDR J DR JJjlj L_jLklij| 

c—ijju jl l_l^j Cj il jj jl jll j-ij y il Vi CliljJaik ^jaj (j- 0 J-gljVI -i*J jVI 

Jl ^^jjjJJjSI jJjljll cs^ ^KjuLa dl jA^. JLi. i _gS }}\ 1 g >j"'^>' ^aJJ V dll j3t*JI oAA (j) 

jj ^ jjj' j Jj' uc- ^Idiil ^ DR J' jjj' j u' ^ DR 

DR ^gjoUJjll JJjl jll Ai.lj jA Ajic. OSPF -51 J jJj JJ cJ^SJ ^JJj A^jJdJl ^glc. 

(jUaj t_s3ll Broadcast JjuoLiaJI dull A f- & (JiLa ^JUjjuJl AdlJoJI l*jla 

A^lj jjuJJ j-uj (_j3c. jl A^lj 

jjLudLaJI dt JJ jl jil ^j) ^-ix-Aj BMA ^ jj j-« aSj ui ^—Ic- (Jaxj Aj1a3«JI &AA ‘ AJs^^La 
F rame c35-5aj ^ cJ^wu ^djdll <j. u uj LJ jj^sl j aa.1j jjjjjjjj ^ 

A£jdJl ^ jjjIj J£ j sa^j] ^gjoijjjil jj jl jll jjad f jij ppp Jl aJaJ ji Relay 
Aa.1 J (jUaj (^i 4< J*;, ^Jc. I jjoiJ j AJjjjdil (jUaj ^gk jjalida ^j) ^ DR 4 “’° 'l 0^*3 3dl_) 

.BMA Jl J^ 

j BDR j DR V dUidVI aAac. ^k jj£j V ^1 dljjjljJI ^ ; DRother - 
Two J' uj^ 5 DRother ^-5^ ^ uj^ 5 ^j^j'j5I jjj d ^JJJI o3a jj£j 

. Full State ^J' uj^ 5 BDR j DR y3 L>l, Way State 

d i ‘LalAkjjjjl ^jj A^.1 j jl-C- jj ■^•J^ OSPF Jl J J^)J ^ d^aldJI jJjL^J! 

. DRother J' dljjjlj ^k <uAkiJ ^ ^Ul j BDR j DR J' dljjjljil 

JUajVI jjkiuu DRother J' O'j^' (> :224.0.0.5 • 

>c >2a*Jl L^Jaxj 

JUsjVI jJaidj BDR j DR Jl ^IjjjIj <> :224.0.0.6 • 

. o^xJI i-fJ«j 


^ AV 


















BDR j DR ^ jj jl jil L-jLaail a jUc. aj^ LLal j OSPF -II j jj JLLa 

^3 1*1^ A^o^uJa a£jjuo *Uj ^aJ A^jjudll (J^lj ^3 J Ai3LaC- A^jjuo tjj^ jl jm/)' (jVI 

CjIjjjIjII A£jjuj cJ^u ^a^jjjuo jil S^lx^a j CIjIjjjIj ^-Li^J ji ^Jt-iila]| j' 0 4JL^JI 

a£jjuo pLnj ^a j!j jl ^gJLJjjall u^ *—i' jjj' j^' OSPF -J' Jj^jjj jj 

(JLa *1 ^.!j (jUaJ ^3 A^JjJu J^oju ^jl *1JJJ (3-LJI ^3 Lai (Jl£juil d^Axj dll jjj! jll 
£jJa^a^jjjuo *1^1 j JjLlaJ ^3 J^oxj j ^lj jluJJ jjuiJ Aij^alLa Clil jJjl j AjujI Lj^] *1^jJ 
JJ^Ijll ^ ^judJJjll JJ^Ijll (JJ^Ua c5^l Cy* ^-jl^JJ^I A-lLoC- ^a^SJjuo ^ jJ^LlxJl 
A^iLoC, S^jli La (Jjiluj I^A Axj ^j«v x-a 4-iLkIljVI A-iLoO CLloj AjI <JjU ^JaLl^VI 

aLJ ^3 ^gJaljl^st jj jlj j ^juoJJj jj jlj jjxj A jLc, D^jlill La j L-jL^JijVI 

j ^IjJjljll ^Ac- AxlIxj A^jjudll (J^lj ^3 J^all L>> A£jjulll jl ^lx J jl i^ l^J 

cj^ jj^I ^J S^jli ^jLi liA ^IjjjIjII ^ic* L>4 v>> *i^jj Ajj ^ *j^Ltl 

jjAj ^^JL.uJJjll JJjl jll ^-fllijl ji j! J^l jikl ^aJ Aj] j^ajliii] L-jLkll jVI AjUc- j jjjIj 

^Jal 1^.1 jj^ 1 j jj^J pA (jl cJ^o*AI jC- I ^ 4£jjJlSl l_sLsj| aJ 4x jj 4JUJI dLa ^3 l ^ 1^ A^JjuiJI 
^jjjIj Ljajl ^aj3J j JJjl^l JJ^ ^jlll ^JaLll^VI JJjlj^l J ^ 

(J^ jj^J jl cJj^a3l lW*^I ^Liil CIjIjjI jj^l ^Ic- (J^a^k,\l ^JjjJ ^\x,a) ciLsIjll! 

JjJa3l (J^jolJ cJ-oju A^djoJI jj£1uj ^jJjJall ^l^lj j-^jlj C5^ C-l^^l 
jj jlj j-a JJ^I S^.1 j]l a£jjoJI ^3 cJ^*J LiaS jl jl L_ijxJ jl cj^j ; A A.fc'QLa 

j.K'ill JLujjL JJjlJ^l ^j^Jx jj 4JV cKLla D^C- YyR ^\xa\ ^juaJjlj 

jjjlj jLlkl ^alL j AjjgJt A£jjud31 (Ji.1^ jjj^ (J^LLa 4Jc» ^jjj ILa j djULnll j 
lM! (J^LLa jjc. cJ^*- 3 j ^-LVj^VI j ^joujI j j 

(J^ judj J^ojU 4 £jJlS| ^jj^aj 



UA 



















5 Jl Jj£jjjjj j RIP J1 Jj£jjjjj tjc. (. ^iLkj OSPF 3t Jj^jj jji - 
j ^ i_i£j V Subnet Mask 31 <_£-* cjl j±A\ 

JUU*_J La iLb Wildcard Mask <SLa3' <^-***3 j J£3li 4 ^% Jj RIP 
Process id j , OSPF -S' Jj£jpjjj ^ 

OSPF -II (Jjj j^)j (Jjjtilj LLaS j\ (Jjlij^JI A-iLoc> ^iaIj IL& 4-iL&* I' 

<jLml 1I (j£ (Jj£jjj^)JI I^J ^cj’ ^i^y j ^-Ij is^ 0 

Process Jj£j 2^j ^ j^VI lf i 

^kVI CIjVjjI (jc. l gViVi ^lill CIjIjaaII j id 

65,535 J! 1 <> 4g Process id -S' ls3' cs-^^' - 

c> o^S Wildcard Mask j Subnet Mask 31 JLS ^ajj ^ jSf' - 

: 

255.255.255.0 J^» '^> 4 ^%: Subnet Mask • 
0.0.0.255 J^]' % 43% : Wildcard Mask • 

: OSPF Configuration JArjjj CjIjIjpI - 

Router > enable 
Router # config t 

Router (config) # router ospf 1 Process id 31 ^j ja I^a ^1j ^j 
Router (config-router) # network 10.0.0.0 0.0.0.255 area 0 
Router (config-router) # network 15.0.0.0 0.0.0.255 area 1 

JjlAaJl (jk 4_L^L^j| CjLajIjlaII (jiajju j^sljVl aAfe 

Router # show ip route 

4_ia.jlll <Jj.la. ^aV' IaA 

Router # show ip ospf neighbor 

sjjl ^,<a\l dlljjj'^>S' j 3 ^aV' 'AA 

Router # show ip ospf database 

j! djULull eAc-lii ^jAa^xJ ^aV' 'AA 


m 














OSPF Configuration, Network BMA 
J* OSPF -ll JjSj3jj< 

£ j ijju ±^ 1 j i ->1 <y"' 7 4 jIjLa OSPF -it Jj*iSj ■■ • 

. <Ulfr J^jdi 

J 7 -it Cjl^Autil Aij3L4 J 1 <>*il ^"'J ; " <a £jit UJAJ fjh « 

r^tja^a Jluu J& JjSjjjjJI Jjxiij ^jiii Area -it 

. 192.168.1.0/24 u'_^ JjVt a£^1 . ^ 


■Lull 


. 192.168.2.0/24 j' uj^ ^ 
. 192.168.3.0/24 j' j^ uj^ 


. 192.168.4.0/24 j'ji' ^ 


Jjudi 


X 

r 

i 

. 192.168.5.0/24 u' uj£^ .° 

. 192.168.6.0/24 AjuoJIjuiII A<^A\ # *1 

Area 0 ^ ^ 10.0.0.0/8 # v 

j^-VI C-iKu^\l Lq -kjjluo 

VI J CIjIjIAC.] cJ^13tJ ^ 3^4 juJ CIjIjIAC. VI J L> * A £jJUdll ^Ac- ti3^)JU ^jl AxJ (jVI 

(Jjxillj ^jiijuJ &A*j j CIjIjjSJ j>Al (^uSjIiVI Q*y <^k c^VI c_u£jj j 

La (JLa (j>axj\l ^9 (jL^ajVI ClA^JjoAl ^ilajaul OSPF -A1 (J 

^jJjtic, AiLja] ^alll dll JJjl^)ll ^ ClA£jjaJ! ^J^juoJ ^JLAl j-aill 

^lijud j ^j«v j^a dil£^jud]| ^Ac, L_fljjtlAl j (Jlx^iVI ^lA 4-1^jlAI JjIa^ dil£jjud]| 

jjj'j]' jjxj fiJ 10.0.0.0/8 BDR j DR -i' jjj'j 

. BDR <>t^Vt jjjI jit j DR 


Logical 


5? 


Set Tiled Background 





X 

Q, 


L0:06 | 


Time: 02:10:06 Power Cycle Devices Fast Forward Time 


Realtime 


(*9 tm ■ Q9 ^ 

00000S@@®5 

i) Scenario 0 ▼ 

Fire Last Status Source Destination Type Color Time(sec) Periodic Num 

Connections 

[ New Delete | 



* i m 1 

[ Toggle PDU List Window | 

1 1 


Copper Straight-Through 

^ ^ * 




























































; dibl^c-VI cJ-ac. j R1 ( _ 5 Jc. J ^£))}] 

• 4alUiJl j^l ijVI 4jU£j ^ja1» ■■ q ^\ 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 10.0.0.1 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-it) # ip address 192.168.1.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router ospf 

Router (config-router) # network 10.0.0.0 area 0 

Router (config-router) # network 192.168.1.0 area 0 

Router (config-router) # end 
Router # copy running-config startup-config 

^ R2 ^jpjjai (jVi 4-LaLS RX cJjVt dj|j|.ic>l eA& 


• AjIUH elital.lc.yi (J^c. j R2 (J^ jSlui (jVl 

• IjVI ^jaL ■■ 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 
Router (config-if) # ip address 10.0.0.2 255.0.0.0 

^ <n 







Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.2.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router ospf 

Router (config-router) # network 10.0.0.0 area 0 

Router (config-router) # network 192.168.2.0 area 0 

Router (config-router) # end 

Router # copy running-config startup-config 

R3 jjjljll ^jiijuj jVl R2 dsbl^c.1 

<—itah&VI 


• ijVI lu 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 10.0.0.3 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.3.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 








Router (config) # router ospf 

Router (config-router) # network 10.0.0.0 area 0 

Router (config-router) # network 192.168.3.0 area 0 

Router (config-router) # end 

Router # copy running-config startup-config 

R4 ^ jVujj (jVl 4-Lal£ R3 c'iWMI eiA 


* A j\\*l\l J R4 

. ja\ ijVI ajUSj (jSft 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 10.0.0.4 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-it) # ip address 192.168.4.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router ospf 

Router (config-router) # network 10.0.0.0 area 0 

Router (config-router) # network 192.168.4.0 area 0 

Router (config-router) # end 
Router # copy running-config startup-config 

(Ja*j R5 cJ^_jSiui (jSn R4 


^ <\r 





; dibl^c-VI cJ-ac. j R5 ( _ 5 lc. J ^(j^\ 

• 4alUiJl j^l ijVI 4jU£j ^ja1» ■■ 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 10.0.0.5 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-it) # ip address 192.168.5.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router ospf 

Router (config-router) # network 10.0.0.0 area 0 

Router (config-router) # network 192.168.5.0 area 0 

Router (config-router) # end 
Router # copy running-config startup-config 

^ R6 (jVl AfaLS R5 aJI eA& 


• eiital.ic.yi (J^c. j R6 (J^jsiui 

• IjVI ^jaL ■■ 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 
Router (config-if) # ip address 10.0.0.6 255.0.0.0 

m 







Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-ii) # ip address 192.168.6.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config) # router ospf 

Router (config-if) # exit 

Router (config-router) # network 10.0.0.0 area 0 

Router (config-router) # network 192.168.6.0 area 0 

Router (config-router) # end 
Router # copy running-config startup-config 

g.lg,VlVI ^aJ ^3 jjfL J 6j-L^Vtj J 4_Lal^ R6 (J-u-iLuJt jjjtjit dlLt-iC-l eAA 

. dj|jJjljit ^i^OSPF -it JJJ J <—itjJjljit JJ 


Cli£ijjll AiLuial ^aJ <Ja Jl£Lij jl L-La-J dlljJjtjit ^j.Q-> 4-a-ajJ j-a frlglijVt jVt 

Ja dll^Jjuiit jjj La jllLkl (Ja*J ^aj£j jl .lijj J V jt CL)jJjljit ^^ 

j (JjVt jJjt jJt (_5-ic- (J^jaiuj V jt j>aa i\t <JL>^ajVt lit > n*i dll^Jjujjt 

. v ji c^uiii ^2 (Ja a£Uij j A-i^.jllll (J ij^ (J ^ 

>»j ci> t- 4 -^ O ^ OSPF ^t JjSjjjjj >»j ba. ^ 4Ja*!>U . 

. OSPF -i' JjSjjjjj Jj*i2 ^ Ajj Lij*j j' O 

; 4_li.j^it j^aj*J JUlt jaVt ^jai j JO cs^ CJ.^jVua jVt 

Router > enable 
Router # show ip route 


no 












IOS Command Line Interface 


Route r>enable 

Rout e r # i&ow ijp route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
Nl - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 


C 10.0.0.0/8 is directly connected, FastEthernetO/O 
£ _ 192.168.1.0/24 is directly connected, FastEthernetO/1 

O 192.168.2.0/24 [110/2] via 10.0.0.2, 02:25:50, FastEthernet0/0 

O 192.168.3.0/24 [110/2] via 10.0.0.3, 02:25:50, FastEthernet0/0 

O 192.168.4.0/24 [110/2] via 10.0.0.4, 02:25:40, FastEthernet0/0 

O 192.168.5.0/24 [110/2] via 10.0.0.5, 02:25:40, FastEthernet0/0 

O 192.168.6.0/24 [110/2] via 10.0.0.6, 02:25:27, FastEthernet0/0 5 

Router# ^ 

[ Copy | [ Paste | 


^9 7 A^jJ AjI JjA^ jlajC' A*J (jVI • 

AWa\I jJaj| d)l\ud\t &Afc £iIaJjuaJ j (JjVI JJijljll 

l_sjxj jl j OSPF -11 l)jjj ja AllsljJal jix^aVI 

OSPF -11 (JJjjj j CIjI jj jIj Jo Ia^> ja Cjl^ualt ci 

Jz* jJ^J Cl jj jl jll <jl >W lui CIjI jj jljll ^.ja^n (JjkAj li a9 lil j 

jjjl jll ^9 A l" \\£jjJdll ja^VI (jjltj SJA^aII djl£djuiil A jjuojj j ^ CIjIAjCo 7 

. OSPF -11 uj j JI^jI 


; jjII (JjA^ ^J R2 cl j^Aj ^jVujj jVI 

Router > enable 
Router # show ip route 


m 
































IOS Command Line Interface 


Router >enable 

Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C 10.0.0.0/8 is directly connected, FastEthernetoTol 

|Q 192.168.1.0/24 [110/2] via 10.0.0.1, 03:10:57, FastEthernet0/0| 

|C 192.168.2.0/24 is directly connected, FastEthernetoZIl 

O 192.168.3.0/24 [110/2] via 10.0.0.3, 03:10:57, FastEthernet0/0 

O 192.168.4.0/24 [110/2] via 10.0.0.4, 03:10:47, FastEthernet0/0 

O 192.168.5.0/24 [110/2] via 10.0.0.5, 03:10:47, FastEthernet0/0 

O 192.168.6.0/24 [110/2] via 10.0.0.6, 03:10:47, FastEthernet0/0 

Router# _ 1 

[ Copy | [ Paste ] 


AiljJab ^13 j AjA A-ia.jlili (JLjajl ^al3 R2 

A £jjuj i"*A£jjudll ^ ^ A 

c-ijxj 5JUJI *3 a ^k j Area 0 -1' '3 a 10.0.0.0/8 -il ^j 

cJ^ajIiJ ^a j£Luj djl£ajoi]| ^.1 ^3 (Jx^Vn Ljjl &3 a A^ux <jj 

>lklj A^\U*ti J ClA^JjaAl La jjjolaII 10.0.0.0/8 aSlIj! 

&3a ^ ^aa*j La j 10.0.0.2 j 10.0.0.1 

&3a ^k BMA ^ A&±ui ^k j j (jUaj <^3 ^ 13 a ^jjjL*AI 

juIj ^iLil JjLLj ^-3 (jl 

j R5 j R4 j R3 A-ilUllI jiill (J4jLc. Ja£jjuj 

^a^kj ^ j ^a^-ilc> jj-kjL) ^a^kjjuo V A3L^al ^aJ (^Ja R.6 

: JLill j^\ 

Router > enable 
Router # show ip route 



































IOS Command Line Interface 


Route r>enable 

Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 


C 10.0.0.0/8 is directly connected, FastEthernetO/O 
o" 192.168.1.0/24 [110/2] via 10.0.0.1, 03:45:27, FastEthernet0/0 

O 192.168.2.0/24 [110/21 via 10.0.0.2, 03:45:17, FastEthernet0/0 

C 192.168.3.0/24 is directly connected, FastEthernetQ/l| 

0 192.168.4.0/24 [110/2] via 10.0.0.4, 03:45:07, FastEthernet0/0 

O 192.168.5.0/24 [110/2] via 10.0.0.5, 03:45:07, FastEthernet0/0 

Q 192.168.6.0/24 [110/2] via 10.0.0.6, 03:45:07, FastEthernet0/0 

Router# 

Router# 

Router# _ 

[ Copy | [ Paste 


R4 

» Router4 - <~m^^BtB *****^+** _ I - ^ K* 1 

Physical | Config | CLI | ' 

IOS Command Line Interface 


Router> 

Route r>enable 
Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 


C 10.0.0.0/8 is directly connected, FastEthernetO/O 


0 

0 

0 

• \J • \J • \J f U JL kJ y L Uk 

192.168.1.0/24 [110/2] via 10.0.0.1, 
192.168.2.0/24 [110/2] via 10.0.0.2, 
192.168.3.0/24 [110/2] via 10.0.0.3, 

03:48:18, FastEthernetO/O 
03:48:18, FastEthernetO/O 
03:48:18, FastEthernetO/O 

c 

192.168.4.0/24 is directlv connected, 

- FastEtherne^^ 

0 

192.168.5.0/24 [110/2] via 10.0.0.5, 

03:48:08, FastEthernetO/O 

0 

192.168.6.0/24 [110/21 via 10.0.0.6. 

03:47:58, FastEthernetO/O 


Router# 

Router#| 


[ Copy | [ Paste | 























































IOS Command Line Interface 


Route r >enable 
Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C 10.0.0.0/8 is directly connected, FastEthernetQ/Q I 
0 192.168.1.0/24 [110/2] via 10.0.0.1, 03:51:47, FastEthernet0/0l 

O 192.168.2.0/24 [110/2] via 10.0.0.2, 03:51:47, FastEthernet0/0 

O 192.168.3.0/24 [110/2] via 10.0.0.3, 03:51:47, FastEthernet0/0 

2 _ 192.168.4.0/24 H10/21 via 10.0.0.4. 03 = 51 = 47. FastEth ernetQ/ol 

C 192.168.5.0/24 is (JirecUy copnected, Fas^Eth^pn^ tOZU 

O 192.168.6.0/24 [110/21 via 10.0.0.6, 03:51:37, FastEthernetO/Ol 

Router# 

Router# 

Router#| _ 1 

[ Copy | [m Paste | 


R 6 

Jp Router6 « 0 \~\n***d 

Physical | Config [ CLI | 

IOS Command Line Interface 


Route r >enable 

Router# 

Router#show 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C_^J^ J _0_ ! _0_ ; _0/8_J^s__directly_connected^_^^t^thernet0/0j 

^^T92a68T^o72T^o72^T^l^To^^3?54:16, FastEthernet0/0l 

O 192.168.2.0/24 [110/2] via 10.0.0.2, 03:54:16, FastEthernet0/0 

O 192.168.3.0/24 [110/2] via 10.0.0.3, 03:54:16, FastEthernet0/0 

O 192.168.4.0/24 [110/2] via 10.0.0.4, 03:54:16, FastEthernet0/0 

O 192.168.5.0/24 niO/21 via 10.0.0.5, 03:54:16, FastEthernetQ/ol 

^^"T92TT68T6To75Tis""directT^^onnected^TFastEthernetO/l| 

Router#| T 

[ Copy | [ Paste [ 


jJjlj *1^jJ <j| l$J* Cjjl ,jl jll j^jju liA xj 

Backbond -J' j L 7 

.ciLLuill (jjj L> j 10 . 0 . 0 . 0/8 jjc- *U Area 0 


ja <jl *1 iji CjiIjj jlill JLLoS Axj 

Jj*ij ^ jjj'j Jjl J BDR j DR 

; ja ^I ^j A-ilc* OSPF -il (JJJ jj J 

m 




















































J <=> R1 JijVl ijljll ^ OSPF -1' Jj^jjjjj ll«a - 

; JU1I jA\ A_k& J <L 


Router # show ip ospf neighbor 


R1 


Router#show ip ospf neighbor 


Neighbor ID 

Pri 

State 

Dead Time 

Address 

Interface 

192.168.2.1 

1 

FULL/DROTHER 

00:00:36 

10.0.0.2 

FastEthernet0/0 

1192.168.3.1 

1 

FULL/BDR 

00:00:39 

10.0.0.3 

FastEthernetO/Ol 

192.168.4.1 

1 

FULL/DROTHER 

00:00:35 

10.0.0.4 

FastEthernet0/0 

192.168.5.1 

1 

FULL/DROTHER 

00:00:38 

10.0.0.5 

FastEthernet0/0 

192.168.6.1 

1 

FULL/DROTHER 

00:00:31 

10.0.0.6 

FastEthernet0/0 


(jiaj*J IIaS j R1 (JjVI 11 a3 ^j) Jlxj 

J DR JJj'jA (> <3 '3* y3 O^J jA 

4_j( j^ ‘'^'‘''1 j ^ jA l^A <il ji 5JLaJI s3A 

jA jA ^\jlA R2 JJj'J3» LS >j'J DR 

^ v' ^ < ~ s - y DR ^ 

jjjljJl jA jA Ai jxaj Uas <JLaJI *3 a ^ 192.168.3.1 4£f»3l 3i.lj j BDR 


^aj£j j R 2 ^g33JI JJcs^ - 3j^"^ JJ jA ,^\,V'\ j^\ 

.JU1I J-SM 


Router # show ip ospf interface 

R2 


Router#show 

ip ospf neighbor 




Neighbor ID 

Pri 

State 

Dead Time 

Address 

Interface 

192.168.3.1 

1 

FULL/BDR 

00:00:36 

10.0.0.3 

FastEthernetO/0 

192.168.1.1 

1 

FULL/DR 

00:00:36 

10.0.0.1 

FastEthernet0/0| 

192.168.4.1 

1 

2WAY/DROTHER 

00:00:32 

10.0.0.4 

FastEthernet0/0 

192.168.5.1 

1 

2WAY/DROTHER 

00:00:36 

10.0.0.5 

FastEthernet0/0 

192.168.6.1 

1 

2WAY/DROTHER 

00:00:38 

10.0.0.6 

FastEthernet0/0 


Ja^Y 5JLa. j CllljJ (ja^C. ^aJ j (Jj.la. (_pa^)C. ^aJ 4_jj Ji^V (jYi 

^a$ii j 192.168.1.1 u' DR cs-“^J^' JJjljll 5i J3LA ^aJ Ajj jVl 
^Jc. Ij3j*j 33 j _j£j J C5 jujjjj] 1 jjjl^)]l jA R1 JijVl 4j| lAA ja 

. Allaill ^ JJjljll 

(JjLLj ^^3 AjtJjjuiJl BMA 31 aSj ui (_5-Sc. (J-axll ^aJ I3A Aj3 

<-« UaaiU 3Jai»3l Point-to-Point Ux) ^J1 (jVI J 

. J ^4^ 


V * * 



















OSPF Configuration, Network Point-to-Point 
Alalill A£xui Jc- OSPF JjSjjjjj LjIjIjc-I 

^j ijju ijliuj j cjLLui 3 ^j^ 4 “ Jfr OSPF Jl ■■ • 

. <Ulfr J^jdi 

j 3 J) Aijjua j J4*ll " Jill CiUlJfrVI Aij*_a ujaj 4j|dll J • 

r^tja^a Jluu J& JjSjjjjJI Jjxiij ^ Area J' 4aj*- 4 


. 192.168.1.0/24 jl J^uj^ J jVl ^ 

. 192.168.2.0/24 ^ . * 

. 150.0.0.0/8 u' uj^- *50 J 

(jjjjSjj'/l (JdijuoJ j dlbl^C-j (JutJ ^jilul dbl-iC-VI J dll^JjjdJl Jc. Ua^JU q] dj q$\ • 

(Jj*ilj ^ jilui sdj j dil jj jl Jl Jc. SJ j^ll ^ jSjyi Jc. f^s l^VI <—jj£ J j 

J La (JLa Ja*_lJI lg,j.>aa, i ^a (JlI dl£JJl OSPF J' JJJjjj 

cIjI jjjl^)ll ^k clil£jjud]l ^jjjjuoj Jijud! Jj^jaII jajII 

^aJJ-uo J ^j«v jL^a CjI^SJI ^Jc* C_hj3tj]| J ^liJ 4-1^ jllI Cljl£jjud]l 

(!? -uujjll jjjIjII <j^*j JJ 10.0.0.0/8 J BDR j DR -S' Jj' j J4bil 

. BDR <> J^VI Jjl Jl j DR 


20tl 1 


j^e r 


192.168.1.0/24 


10.0.0.0/8 


Area 1 



295J-24 
S wi teh 1 



PC-PT 

PCI 


*C*B 

28Il 1 


ujer 


192.16 8.2.0/24 



PC -PT 
PC 2 


^ajVua JJjlj JJ cJ-aJU J CjlljJjljll ^Ac- (Jj^*lJ ^jVujj jVI 

^j£j t&JlxJ J <jlc, JJ j JjoJSjJjVI (jAi-JuOJ ^aj£J J RX JijVI JJ.jljll 

jjaiL ^ jIj j ^jLjII jj jl jil (Jinluo ^L^jjVI ^ju j <j1c* OSPF -Jl J jj jjjII (Jjxfrn 

jl ^rj^k(J-axJ (Ja (JJjJ A^Jjudll jl n*sl ^a jVujj ^.L^jjVI A*j j CIjIjI^C-VI 

J^'sl 
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; CLitjtA&Vt (J-ac. j R1 (Jjj'VY i (jVi 

• 4alUiJl j^l ijVI 4jU£j ^ja1» ■■ q ^\ 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 10.0.0.1 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-it) # ip address 192.168.1.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router ospf 

Router (config-router) # network 10.0.0.0 area 1 

Router (config-router) # network 192.168.1.0 area 1 

Router (config-router) # end 
Router # copy running-config startup-config 

^ R2 ^jpij.u (jVi 4-LaLS RX cJjVt dj|j|.ic>l eA& 


• ajIUJI cJac. j R2 (J^jslui (jVt 

• ja\ ^jaL ■■ 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 
Router (config-if) # ip address 10.0.0.2 255.0.0.0 

Y • Y 







Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-it) # ip address 192.168.2.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-it) # exit 

Router (config) # router ospf 

Router (config-router) # network 10.0.0.0 area 1 

Router (config-router) # network 192.168.2.0 area 1 

Router (config-router) # end 

Router # copy running-config startup-config 

.iS JjSLj j ^jaloj jVl 4_Lal£ R2 JIjVl ijljJ! <—lbl^C.1 

^jUlj ikjdi] (jl J dllal^C-VI 


jjjl jl\ ^4 Ping j R1 J ^Vl LS^" - 

cUu liA JUJI J J J J J *J\ L] R2 

^.llajuaJ V^ 4 4jJ ^ lx j IL& .(J^julSl l^£J J^)ll lit Lai 

. Rl (JjVl l)^I^ £y* ^LJLllI I ^iLill C5^ 

Rltping 10.0.0.2 

Type escape sequence to abort. 

Sending 5, 100—byte ICMP Echos to 10.0.0.2, timeout is 2 seconds: 

upp 

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms 
Rl #| 

4 £jjudll (j! 4-3j^)Ja]| R2 ^-iLiil jl^ll Cy* !!!!! *La2/t*j I 4jJ 

J^LLa AjI (J-a j J< JUd j 

^^JaLll^VI j^jl^l L>4 J DR J4jl J\ Cy (jVl 

. BDR 


Rl 


Neighbor ID Pri State Dead Time Address Interface 

192.168.2.1 1 FULL/DR 00:00:35 10.0.0.2 FastEthernet0/0 

Rl# 


R2 


Neighbor ID Pri State Dead Time Address Interface 

192.168.1.1 1 FULL/BDR 00:00:34 10.0.0.1 FastEthernetO/0 

R2# 
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EIGRP 

Enhanced Interior Gateway Routing Protocol 

JjSjjjjj 



ui±i a A^^yji £)■& ^ '7* J _S L'i ^aJJ j * a 1 j .a A^^yZi ^3 ^j-aLi. - 

.Cisco Routing Protocol 

Enhance to IGRP ^ <jji <> ja EIGRP -S' jj - 

.EIGRP -S' <-S**-S' uV' j EIGRP -S' jyjSaj ^ij ji Jja J**j 

J jLuaa ja^al 4-Lajjlja. (glc. (_5jlsaJ 4JV ^ja^A EIGRP -S' Jj^jJJJJ Jf«y - 

j Link Status Protocol -S' c^j *j] j 1 -^ £ >*' jj'j^ 

.Distance Vector 

^ J^xj ^111 jU^I Netxt Hop Count 224 diljaall ^ - 

. EIGRP -S' JjSjSjj* 

oJ j-a Cjl^Luia 4 r - j ^ 7 - A (j^a (J - >>^VI jLulaII j"' ' 4_lLaC- ^-3 Dual -S' (Jajlj 

a 

A Lx la J 4_1 j (^JJ^S' t— Lj-laLlI J L-uJla-liH ^jljjAaJS al-lklml J cJ^*J 

<JjA*j jl jjxj Aic. 4 _ILujj (JLujjU ^ajiL Llu.laj]| 

.Triggered Update 

4j) ^gi*^ Jj£jjjjJl ^ ph^S I ciu^i]l ja Periodic Update l $ jj-^S' t-y^iS' - 

(Ja jl cliljj_j'^)S' lJa 4j(JL uijlj cls^ <_)£ 

AjLi La jl ^jC. AifljILa 

,224.0.0.10 4y3 o^a^' cLull lWj - 

^^3 «.LajjoV' *- jliaJa LiA <j£JJ OSPF -S' <J(JLa (Jjl.ia. Cj^Ij ^glc. (J^aJ 

. S-^a* j S-A jajaLui EIGRP -S' 

Autonomous System = djSalLa sjc ^ clIjjj'jSI ^Ju ^ Jaju - 
.Area J&- (jUaiJ' OSPF -S' «• AS 

Administrative distance 90 EIGRP -S' Jj^jjj^S ajj'^VI ajL^\ - 
jLa^ j j jU^a ^gic. (^iSI ^.jSI ja EIGRP -S' - 

( _gJaLi^VI jLuiaII ^C. fhX a jLobalt <■ <Ull ^aJ JIa. iaiS cr^ 1 ^' 

jzj^\ CliV j£jJ C* 


Y * i 

















jaxjJall Jjkj j jLulaII (jC- C1iI^)Luia]I ^j±l La ^^Ic. lS- 10 *^ 

U jiLZ j ‘"'1 ^ ^cd 

.MD5 -5' j^di - 

.IP, Apple Talk , IPx £* - 

£j3j ^ JU. J dj^sj dl JMjl\ J C1jI^)Luia]I 4_j3l^a (_£ dj (_S-a*J 

A£. ^uli A _'Lr_ ->*i*i .a (JJaC. jLui^a 

. TCPjUDP J diVjSjSjjj ^ lU^VEIGRP -S' JAjSjj* - 
.Network Layer 3 4iJa ^ j aj]U 1I aI^oM ^ Ja*j - 
• A^j 15 ' <-J£A> Summarization -S' - 

. VLSM j CIDR -»^ - 
.Classless A^S' fA - 

EIGRP -is JAAj* JjA 

EIGRP Table 

Neighbor Tabe u'jA Jj-4 -' 

4^uTitl cIjI jjjl^)ll ^Ij^l 4_is <J I^a 

lg-jaxj ^ (>> EIGRP -M ^ J sJ^L la 

L_il^)juij cii^j j j djtjLuLA lxiajt j /j>>*j]) 

. EIGRP -S' JjSjSjjj 

; ^UI! jA JjA' lAA A* 

Router # show ip ospf neighbors 

Topology Table - r 

^.•y4_j| AJ£ A^ldll 4 L-x ^ ilr, ^ (JJJ " 'La 

diljjj'^)S' eLajuil j Metric (^SjjjaSI ^LSajll ^^Sc.i - >>j' <_£j ^jl (j^aLiJI 

: (jl\jl\ ja^\ jA JjA' lAA fjAJ A* j4»Vt 

Router # show ip ospf topology 

Routing Table OR Global Routing Table Jja*. - r 

j A^Jjulil 6 jjla. dl (jjjljjiJl j dl jLuiaJI ^Laa. (Jjy mJ 4_l3 (Jj-n. d ^jj 4_li.jUll I.AA 

(JjJafll jLldl d £ya 4_I^_jli]l ^Sc. ^iajj A lla. -n A dd ^jl^JaJl 1 ^Ajc. 

4\\ 1 ^ ^ i k*n \\ xo 

: ^UJl j4»Vl jA JjAaJl I^A f jL A' Af' 

Router # show ip route 
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EIGRP ^ 4 ^alaJ! CjULuil ^ ja £\ji\ 

EIGRP Packet Types 

Hello Packets, Update Packet, Query Packet, Relpy Packet, ACK Packet 
EIGRP d! Jj*ij ^nll Cnl jjj! j]I jjj LuS Ig .A ^Vu d ^jj CnLLnll ^ j^> - 

_ jjjlj ^3 SJjaII Aj^1j]| Aj1 ji j £.Ln ja j^ajj] l 

jC- (Jj^qSja J£alj d*1^.Ij ^ jjuo J La j^Aj ^j^Luo ^Jj-^l 5 J^ CnLLnll ^»j^ - 

dj ^k <1 lu *jj L-ua .jj 3JL*jjcSjl^ Hello Packet 

^taL Aj 3j A^>jJ j 5 JLujj]| ^3 j^aLiJI Aj 3jll IaA AjA^j A£jjudll j^L ^ £jlaJjun j jjjla 
J jj3 jl J jjJ judJ jj^j 5JLujj]| a AA A jj-laj Axj La La j^Aj ^j^Luj aJLuj jll Ia^J 
JLujj) ^JJjuJ A£jjud]| ^ SAj^>ja]I Aj| JJjl jll A^.1 (^k (JJA*J j) JjAj AjAan LaAiC- (JjA 
5 JLuoj]| &AA Aix. n jl i j*vj (JjAju jl jjxj C' i,W Ajj ^jxaj jjj3 (J£jAj aJLuojII &AA 
^jii 5JLuoj]| &AA A qjJaj &AA a£jjoJI ^9 jjxj jl (JjAxj jl <*—SA^> ^ali (Ja C\W LLa jjj] 

^JJ fl jLa. ^ J A-llc. EIGRP -II (J j£ jJ JJJ Jjxili ^jl\ A\uj\\ ^LL&Luol AjUxj 
^ 3 A } J jjA ^JLujjII &AA (JLujjI Ain *-jj ^LlA^I &AA ja AnLuo La jl jjiAll jl (JjAxlill 

&AA j£l J J JjA A^Jjudll AjsI jaII j l *q1 ££Uy\ 4 iLc. ^jj] ^jLoj Cll3 ^ (J^ 

^jC- L_a3 jlLa Cnl jj jl jll .1^.1 j j£j jl j^aaII ja ^jxaj (JjJ ja JJC- (J^juiJ j j^J aJLuojII 
aJLuojII jjj^C> JJ jl jll I^A L Liu^ J ji V Ajj j^aaII aAA j (_J*a*J! 



Hello packet 

* Use to d iscover neighbors & form adj acenci es 

* U n rel ioble so no response rep u ired from red pient 
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dAA?^? ,jjJ! j ajIjuII ; Hello Packets 

clLLl iic. ^ l^kb (jj^j Message Format c> uj^ EIGRP -5' 

~C ^ **' 3 4_ilc- f.ljj ^jj djL^ajjW .q 4_l^b 

Encapsulated EIGRP A_Aa*J! j L-JJ^Q J< judj i QjUMl 4 jLaC> s.|AJJ 

: f* j&j <» j^L* £>j' <> Message 


1- Data Link Frame Header, 2- IP Packet Header, 3- EIGRP 
Packet Header , 4- Type / Length / Values Types. 

JtfJ! jaUI ^ US 

Encapsulated EIGRP Message 


Data Link Frame 
Header 


IP Packet 
Header 


EIGRP Packet 
Header 


Type/Length/Values Types 




Data Link Frame 

MAC Destination Address = Multicast: 01-00-5E-00-00-0A 
MAC Source Address = Address of sending interface 


IP Packet 

IP Source Address = Address of sending interface 
IP Destination Address = Multicast: 224.0.0.10 
Protocol field = 88 for EIGRP 

EIGRP Packet Header 
Opcode for EIGRP packet type 
AS Number 


TLV Types 
Some types include: 

0x0001 EIGRP Parameters 
0x0102 IP Internal Routes 
0x0103 IP External Routes 


cIjLo (j £jl Vi IjLo J ila j La AjLi. 


<4 fn jO=>V' <>}& :Data Link Frame Header -1 

MAC J ft . ^ l j bLJI clwj'- ic - s-y^ J* j clw 

JLui jV! ajLc fzl MAC Source Address j Destination Address 

.0 


Uys <Aj IP Packet -5' c> 4JUJ1 ^ ; IP Packet Header A 

IP Source jW- j jWy ^ 

Jl JjSjjjjj Jk (jk L^l j IP Destination Address j Address 


EIGRP 
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j <-» jaJl oIa ; EIGRP Packet Header 

u_£* * Header ^ lsJ^ ^ ^ ^ jA? <» j 2C« j AS ^=^1' 

jSlui cjULk sac <iklj ^ lSj^ j Header 31 Bit 'A J_A j GjULk s^c. j-a 

j djULiJ! 


^^UJI djULnlt J&. ijy^ aA^1\ oiA :Type / Length / Values Types -* 
j JjLJl j j JL^sjVI 4-Sj>A' EIGRP Message -S' Jj^ 

.Message Format ^ J£ lU^ <A' <^a j J^' j 

ujA j (> ujA : EIGRP Packet Header 

:<A^' ^ Header 31 bit 'A Header 


Data Link Frame 




,, IP Packet Header 

Header 

EIGRP Packet Header 

Type/length/Values Types 

Bit 0 7 

a 

15 16 

23 24 31 

Version 

Opcode 

Checksum 


EIGRP 

Header 


EIGRP 

Message 


Flags 


Sequence 


Ack 


Auto-nomous System Numbers 


TLVs 


* Opcode: EIGRP Packet Type: Update (1), Query (3), Re ply (4), Hello (5) 

* Autonomous System Number: ID for this EIGRP routing process 


j£ ui jxSII Header ^ S J£ ^j-uu ^jSLuu - 

. ^1a j j£ AiJaj La j Jxij IjLa ^-La Si^tj 

1- Version 

2- Opcode 

- Flags 

- Sequence 

- Ack 

- Autonomous System Numbers 

3- Checksum 

4- TLVs / EIGRP Message 

j (j jjaj uLa a j£ Aijjus J ^jSLui £)VI uUjiaJl <_jA 93 a 
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diL^jA j Ifcja ^ C 5 ^t aA^]' :Version - 

# Jjijjjj^l 

j cijULnll *hd Jja dLU s^cr <^k ^ jid <^51 ajUJI &1a • Opcode 

^■^)judJ^^ lLuj J A j 1 A. 111 g Idj ^a&A xj j dU^I xaII AiLjajj dLI.Ac.Vl cJaxj ^ 

AjUJI &U (J^.L SJ jj *1\ dliUJI a^A 

j Header -i' ^ aaj^' aj!^ 5Jj>^]l 3 jUJI *1a j Flags - 

Adtjll 2L5UJ1 (Jj^jII J Lyj^l A-jIac. $.1.Ajj 

.Header -it ^ eJ>^' <-W^ ^ 3 Jj>aa!1 5jUJI &U ; Sequence - 
ajU 1] (Jj3^t oAxj j <Lo^^Jl ^liLuol jljLjajj ^jc. aJjjjolaII ajUJI &U • Ack 

dLa (JjujjILuj AS Ajt -1 >aj.w111 ^lA AS ^>^V1 
Ai^ull ^j ^ .j>ouJI 5 jUJI *La : Autonomous System Numbers - 

# Aa^^JI Lg-ill (JIjujjVI *a1^>a]| 

lgj| ajUJI &U Aiilaj j ^.Uai.1 ajI aj31 ja qc* aJjjjolaII ajUJI &1a j Check sum 

# l_j jUa\1 jj{ £,y\\ (Jjuo^)J ^jl (Ji3 <La^^ 1] <dLua£jjuol aJaxj ^ ^5j 

^\x,a) (JUdVl ^1 jA ^jc. aJjjjoiaII ^a ld>jd Ia£ AjUJI aU j TLVs 

j (Jl x^aliVl A-iIaxI ^^ja ^)j£l .A^jJ j (JUi^l AaIaC. ^jc. aJjj^juia]| ^A 

. JL-jVt 


^jij Lode. J1 a a,j\ac> <jc. aJjjjolaII aa^JI &U ; Update Packet - ^ 

A-Aaxj ^a jld AjLuj Ia j) dLLnll (JjAxjII jl Add dU. jl adA^ a£jjoj AiLjaU 

(Jaxj ^^111 cIjIjj jl^>il ^.ja^ Ia jjxj ^2 ^^1111 cIjIjjx1a]| Aa_>^ aJLujj] 

j CIjIajIxaII j djULnll CIjIjj jl^)ll ^.jA^k EIGRP -it (J£jj ij^aj 

a! A^Jjoill ^ A^lj^al ^aJ ^ a! jj^ oAA J(^Jjuo^j ^ j dll jLolaII 

C*n>Wl ji j-jij dl^)jjl jll 1 Lode- aJLuoj] ^jj Ja^3 aJLuoj]! d^A j C*iLnW,l\l 

i£jj$ AjI aj jj^Ia cJ^Lj aJLuoj! ^aJJ Vj 

^Ull ^Jj^ull ^ US 
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JLujjU ^13 ^il! ^Ac. jQjXJJ MjWill L_Jj\L>^\! jjj|^)il ^aJludJ Labile, j 

j (J^julJ CllljJ.wMl ^/liuo! Aj] ACK <JLuo^}J ClAjJ.wMl 

(Jj^bll ^3 jj jl^l ^jjfb J^bA! j C*n,wMl j 

. ^ J^' ji Uj9 

sjic. A^pA! JIjujjI a-Aac. ^jc. A-aj^A! ji &Aa • Query Packet 

J jLuia j)j£l ^Ac- ba^^A! (JLujjI ^iblluiJ j jLuia ^)A£! J-b dlt^Luixi 

(Jaj !A& j L $^)^I jLui^ ^A) (JLujj! ^iblljuaJ CIAjLuia]! *1^.1 La AA£juLa -1^. ^ ±x j !Aa 

l>^ ACK *^Li aJLuo^j 1.n\c. jjj JLuojVI a*jj Dual-1' *b*jj'^^Luaj <jj «^k 




Query packet 

* Used by DUAL when searching for networks or other tasks 
Reply packet 

* Automatically sent in response to Query packet 
Acknowledgement (ACK) packet 

* Automatically sent back when reliable RTP is used 


. Query Packet -5' U» J^jj : Relpy Packet -1 


ciil jj ji jJl j jl d ^1 s jj^VI 4-11^ ji I o^a ; ACK Packet -® 




111 ^.w j] 


i <jj ai£Ij 3JLujj JLujj) ^Iluj cLl^La*!]! j dA j^ilA! j 


e il n .W j] 


Thanks, I received your information! 
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: EIGRP -SI (jk - 

iu CjSj JS ^ ‘ AJLuiji ui jj 4j| ^yuJall jj» • 

. A£jLu]I (Jk duSjjll ^s> ufljsuj ^jilui j^l A£id J AKu'r, 


^oc. JU. ^ j ts-i'jj 5 J* ^.i»i' l Hello Packet j^' ^-SLu j ^djiijj 

_ ^ Jja. ja jjc. jjjljll jmjm Ia^*j AjjIj 15 J^'.; jj jljll ^j^j 

BMA= Broadcast Multiaccess Network / 4 *jjjJI 4£ddll ^k cjiijjJl |1 a 

Point - to -Point 


'j; La Jaj JJ (Jla . 1^.1 j JjUaj ^ jj£j ^ J Q'li*. 1 " A^JjaJI UJ^.jlilt <_)Luij duljJ 

jLuiijj Aula*J Aujlu 60 dua ijuJI jjlj oIa ^ j Frame Relay , MPLS 

JJC- JJjl jll JJJXAu) flJbLJ J Aujlj 180 dij] (JaJ JJ JLj J j]! ^aJJ ^ 111 J C_UJa JjJl AJLuj J 

NBMA = Non Broadcast Multiaccess -S' ^dJI ^ djijjil 

Periodic Luj^iJl j Triggered Update djjjudll jjj Jjall . 

: Update 


jjiu djj^ die. c 5 j>!l du^l Luj^j ; Triggered Update <| jjil' - 

djljj^ u>w,1 JLujjI (jz* ^clb dljjjljll ^.1 J 

dll JJ C5^ A£djui]| ^k Sj 


l5jj^ 1 l£A? ls jj^' dj^aj: Periodic Update £**^311 - 

<JLuo J (JLuo jL ^j<L (J1X-A l>0 C5^ C? * C\W,J Clu5Jj 4j] 

dj^dll dl^Loi^ll (J^i3U dl jjjljll l^-i3 

. Multicast d^i 224.0.0.10 u'j^' v^j^l JL-jL ^j3j - 
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EIGRP JAAjj* to ^ pUj 

EIGRP Neighbor Adjacencies 



^^^Lajj AJjuAjujI dl 7 -^*-3 ^Jl3 cj!jj jijii ji ^j-ij Lo dii^ixJi $.id 


1- Hello Packet 


ijjl) AJLujj 


2- Hello + Update j 

3- Ack 3-»>ll ^11-1 a^UIl 43L-j 

4- Modify Topology Table Jjd' ^ ^ 

5- Update cjIjjjaj3I JIuijI 

6- Ack 3-0^31 ^^liuil ^Js> a£U3) AiLu»j 

7- Modify Topology Table Jjd' ^ ^Sl«j 




lg.j\c> EIGRP -II Jjj jj .j Jjjlsj aj dl jj<j-ij La Ai^/UJI $.Uj &3a 
dLa^Lt^ollj dll jLA \1 j ^jl L ' ^"Ldj A_i1a*J! &3a ^A*-J ^ji i ^ vvj ? 

u' AS 1 ls* AS -3' uj^? u' 

(jdJ La dj3jlll J AjS ijjjll j ^kVI djJall AS 1 UJ^ 

t 7T,j^k,A^a (jSd e-ldll AjLaC* aIiiI x^a dl^)Jjl^)ll 


dljjjljJl La dla^UJl f LL j ^>J| Jtuijj 4JL&1 J^tSlI £ 3 ij-aIII 


updated I- 



EIGRP 

Neighbor 

Table 


Updated 


EIGRP 

Topology 

Table 


Successor 


Updated 


IP 

Routing 

Table 



Hello l am Router A. Is anyone there? 


Hello 1 am Router B 

jw/ 

Here is all my routing information 


* r m using split horizon 

[^>date. 



Thanks for the information! 

That is very nice of you 


D*** ' 


Here is all my routing information. 
^ i‘ m also using spilt horizon. 


Thanks for the information! 

We’ve reached convergence 



Updated 


EIGRP 

Neighbor 

Table 


Updated 


EIGRP 

Topology 

Table 


Successoi 


Updated 


IP 

Routing 

Table 
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AS = Autonomous System 
Lutj JSiuuJI jillilll 


j 1^j 9 ^a9j Lktj j ^.1 j JjUaJ Cll^J £j JakL C* il^sUxi 4x» j^^a SjUc, ^A ;AS 

^9 c*3^)JjudJ j gpaJ*Jl l g Ja* j ^9 laJJ^)J ^.j]| C1 jI^)JjI^)]| g^a <C- j ^ Jjl Jajll I^A i** l^J 

EIGRP -It Jj^jJJ jj Jj*Aj ^aJJ Aiklall eJlA (Ja.b ^ J J AS ^ J 

cs* AS -^' c> t. J® J ^ j ^g^ a j ts^ ^ djljjjljll 

^^a ^9 A^-aLk djl^l^C-1 g^oxJ ^ ^Ijuj 4 aLo^tl &^A ^9 gJj^aliJ gjl Jj^}j j <_£^}k.l A&laka 

# A_i^jLk]| a JaV^\l j A-ilkl^ll Aikioll La Exterior -il 

: ^j-^l j ^ ^ jSLuj AS -116^ AS ^Ij^i - 


: Interior Gateway Protocol JjV I ^>^1 • 

JLoiu j A-ilkl^l AS ^I^A ^LkuJ ^jj AjI ^^jx^oj A-ilkl^l AjI jj]| jA ^I^A 

JjUaJ dlaJS ^^Lkb Ji£j (jJoxjll Ig.jJaxj ClA^Udll JaJJJ ^jl\ A-llkl^ll CjV j£jJj^>j]I 

.AS t^A CliaJ CIjI jj jl^>]| j ClA£ajaJl j <jjx>a AS ^1J 

: Exterior Gateway Protocol gr^' • 

-II i fllik^a ^Ac- gpaaijil ^ Ja* j ^9 JjJaLLall JaJ^)J AjI ^ Jx aj A-i^jLkAI AjI ^j]| ^A ^ ^jII IAa 

Lf daixj j AiliL^ JjLU* jj^jjj j AS 200 j AS 100 Jl> AS 

^jjj La JaJ^>]| £jikLujj] A-i^. jLk AjI^j CIjV j£jjj^jj! ^Li^Jjuj ^g.nj La -laJ^p (jl ^J^)J j (J-^axJ 

EGP A ^\1 jjj^>JI ^AA ^)^jjI J 4 qV^A J1 ^JaLLall 6^A 

A-i^.jLiJI AjI jjII ^^klau lIjV j£jjj^)^I ^La ? BGP 

Lj^] ^ jj 2L1UJI o^a AS 200 J AS 100 ^jd ^] J 1 ^' -^V - 

^)^VI ^ ^Vi^>a AS c3^-^ C* a£jjuo gj£ J g)iaxj]| ^jLiali^a g)Li£jjaj 

AjI^j (J j£jjj^)J (J^Lk g)-a a^JJJ La J=a_j^>ll ^J AS c. k^alLa AjI j 


. AS -II 11^- 9 ^ uj^ lJ^II li^j EGP , BGP -Jl 

RIP, IGRP, 

EIGRP, OSPF EGPs: BGP 



Autonomous System 100 Autonomous System 200 
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EIGRP Key Technologies 
EIGRP J! J jljijji ^ 

1- Neighbor Discovery / Recovery (NDR) 

2- Reliable Transport Protocol (RTP) 

3- Diffusion Update Algorithm (Dual) 

4- Protocol - Dependent Modules (PDM) 


u' cjIjjjIjII jauj ^dll ^ oLa :Neighbor Discovery / Recovery 

A1 >di a]I j Jl^.1 j jjliaj ^2 3-a*j ^!i]| j Adjdll ^_2 ^jiaull ' g ‘ '*•** J ( _ 5 Ac’ <_ 

Ai^*-a 1 j. >»;' A_uiii <jc. t_A_uiii JJjl^l fJ A^jjdll ^jdLia (_]£.dj 

La ^3 CLiIjIjuiaII j diLo^]*-a]l j diLLJI J^Lj _$ A^id]! ^3 3-a*j ^^ill Clitjjj 1^)11 
j JLuj j] Hello Packets 31 <-!}».j3l aJLujj C5 k. Adsjll sLa ddi*j j di! jjj!jJI 

jjLa^Jl cjtjjjl^ll ^ t-'l, dil jjxjII j w '^l Ai^-oj ^ jii] JLiLuil 


31 ajI^ <j& 3 jy uJi Adiill ojia :Rehable Transport Protocol (RTP) • 
l$3c . jij]| jiijj j A-o!>liail jJaiii (Jjoijj Packet 31 l>^ aL^^ oll Packet 

aJIuij) ^dj V aLoijII *La j EIGRP 31 1 ^ ^ a_i1a*JI oLa 


Ad£i]l j-a jdd Adiili oLa ;Diffusion Update Algorithm (Dual) 

AiV ^ ^1] <_£ jiall ^j>«JI JLoj ^^a j EIGRP 31 Jj£j!ij ^k s j jskj^oll 

jLuloII (jj^3 jLuuj (JdaSl jLiikl AjjiiSI &La ^3 ^2) Uia. A_luUJ^)]I Ad^aJI ^C. A/u*j 
Ail J J. <-\ A_i1a*J Ldajl ^jiL j da. j (jl ^ LljU^I jLuuJl jjlkLj Ldajl ^jiL J t5 JuUJ^)ll 


.djIjLuoJI .dl fl La (J. JU djljLuu» ajjasL j diljL.,L.al] 


gj3l AidLi oIa :Protocol - Dependent Modules (PDM) • 
f j Network Layer 3 331211 Ai33l ^ J^l o' EIGRP 31 Jj£jjjj3 
JPX 33a ^>dV! diVJjjj3l £-a AjjLa-oll Ldajl j diLLull i 'sjIxj AjIaxj Ldajl 

. AppleTalk j 
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iJuikj] diljL^a (^Ic. cdilj^' ,y jjj 4-Aac. tjA :Load Balancing - 

A j <£jjjli] djULnll (Jjj^)J (_^a!I .i^l^]l jLola]! j^lc. laa. *>» j (J-n'N-1' 


^JA La-0 djIjLoLAll «^k JaiuJall l <nqVi jA <£ajoJI ^ cilisl jllll £jjjli ^l^kluol S,Ajli 

4_i1aC- ^0 S^u£Jt (JljillJUOVI ^ (jLud^VI ^LiIaC- A<+ti\ 4X-^}JUJ 

^jIj jLuixi jLiikl jLuia (JIulj JU> Aiij Ljajlj CLjIjUjola d^C- ^^Ac. c^Lal^i]! 

1 jJajl A-LA j 4_La (iLaljUll ^j^)iJ 

: Load Balancing -S' 4 ^'j^' fcojj ^ - 

^c^Laljjll ^jjjj 4 jqj^s ^Ic» A-iic. (JllLa ^-^juu ^jiljuo j^ull IAa lij^ • 


JHaII (J-Djuj ^Ac* (_£^)^l 4 ^ (Jl x^ajVI C-J^jujL^JI jLg-^> jJ I^A 

Labile. J <£jjaAl «^k CjULull (JLuojLj ^ jjLluj CljULiJ (JLuo jU ^aj£j (jl Jj JJ j 

e^R3 jR2 jj jljll ^^Ac* CliULnll £jjjlij jj jljll ^jliuj JJjljU djULnll <Jj^aJ 

jjfLi (J£judll l*l£J RX jfi jljll 1 g.A^JjJ jiVI 4 £jjaA] LgAJj^aJ J ciLsIjjll £JjjJ 

*1^1 j]| jLuia]| ^A C* AaxjJall L flji^J j c^JjSIjjII £JjjJ ^aJ 


I \1 



m 












Passive Interface 


J Sj£a ^ : Passive Interface -S' * J* 

^jii ^ji iatiA]| 11 a ^-IaI l1j(jjjI^)1I jja aJ_ixa iatiA (Jikl ^^klLuaj t j ^Ic. (J^judJ 

CLjIa^Lla (JLujjI j) AAa djliLnll (JLujjLj 


I^A ^a (J x ^ali * Li}*!] jl£ J!ia ^jjiJI ^ja ClAjLnll £Ja ^a Sj^all a^A AiflJ 

Passive -JI sj^a (Ja*j ^ji j -Lis cijLa jLla ji < djULj a \^j <ji Vj ,^a\1 

# JUiLuoVI ji JIjuojVI j^li jaL> (JiLo (Jx^bj Iaa m\*W Interface 


<Jj^3l1a]| PI jJjlj ^j^IaII ^IaII (Jia blj^J j dil£jjuj S^C, ^ 

jaVI ajLj^j ^jiLuj lIjULiJI £j ^^1 cJaa ^aiLil HOST1 -JI j^jlj C5^ 

... R1 Jj'jJ' Jib J JUS' 

Router (config) # router eigrp 1 

Router (config -router) # passive-interface fastethemetO/1 

Passive Interface 



^UUl ,*JS R1 jjj'j <^k j f 0/1 ^1a1\ (Jaa ^2 jS AJLjJall 

.HOST1 -SI j^jl J1'&A\ o- 

D^A ^ EIGRP -JI (J jJA-L^aLiJl &Aa cJ-l*ij Juc. • L2fc ^A AJa^L* • 

A-ilc. jaVI IAa J-iili jAjl jll (j-iJ La ^-La AJ] L_ijju ^ji l.i^j aJL^JI 

.JSUa ^ ^jl Jua <ijxA ^Ac- UJ^ (J’ c . '>j j A-ia (Jx«^1a\1 j^-VI jAjljll j 


Y Y * 








: EIGRP Configuration dAR$j* _ 

enable 
config t 

Router (config) # router eigrp 1 AS number 1 

Router (config-router) # network 192.168.1.0 
Router (config-router) # network 192.168.2.0 
Router (config-router) # exit 


Router # show ip route 

4-ia.(JjAi. ^A^i lAA 

Router # show ip eigrp topology 

uT'\l jaJI SjjL^aII ti jaVI 1AA 

Router # show ip eigrp neighbors 

CjIa _j!sla (_]£ 4_i3 (_Ja_uia jS CjULlJI S-iC-lii ^y^i\ lAA 


EIGRP Configuration, Network BMA 
**i*-ll Je. EIGRP -it JArsj* 

^ j ijaj ijliuj j ljI£j2u 7 <j-« Aj j&a A£±u» yls. EIGRP -It ^jiluj (j*$\ • 

. Ajlfr JaxU 

J 7 -11 AijXA J \ Ja*J| ClUlAfrVI Aij*-a UJAJ 4 jIaJ| ^ • 

r^tja^a Jluu ^ JjSjjjjjII Jj*il f J&2 AS -M ^J*-a 

,192.168.1.0/24 jl^uj^JjVtAf^l .y 

. 192.168.2.0/24 j' uj^ A 

,192.168.3.0/24 r 

.192.168.4.0/24 .* 

. 192.168.5.0/24 u' uj&* ,° 

. 192.168.6.0/24 u'u_A- 

^a a£jja]I oaa 100.0.0.0/8 4-*_jLa]1 a£jja]I y 

A^lj (JjLlaj j SA^lj A^Jja ^3 J \ g,*.J-a3t,j 

AS 1 (j, A^.1 j JjUaj (JA.Ia CAl5LbA]| ^.ja-^ jjSlo, A 

Y Y Y 

















I (JjijuaJ j ^J L> *A£jjudlt ^Ac- ti3^)JU jl AxJ ^jVI 

juj Iaa*j j 4 cljljlijl^l ^Ac* Sj jj*1\ ^uajS jVI <^k ^Vl jA 

(jiaxJl 1 g.x^axj £A (jL^aJ^I ClA£jjaAl ^jjajuCll FJ(tRP -Al (JjAj^}J 

^jjjUc. <iLja] ^lil ciA jA j\^\ C jl^jjjdll c_flj^*Iij ^jiluij t (Jiuil ^Ull ^jj^ull 

ua (J£.aj dil£jjuill ^^Jc. t_j (Ji j.^ Clil£jjoi]| 

Ajlfr <>*ll ~"'J' “ j_5 111 jA ^UJI £ jj^ull 



L» Jla 



• i jH’ill dlljl^&Vl (J-aC. j R1 (_g^C- (_Jj°' » ■' 

• 4alUJ) j^| ijVI AjUSj >ja*i.. 


Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 100.0.0.1 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.1.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router eigrp 


YYY 
































Router (config-router) # network 100.0.0.0 
Router (config-router) # network 192.168.1.0 
Router (config- router) # end 
Router # copy running-config startup-config 

^ jii] R 2 jSlui q$\ <lal£ Rf (J jVl dlbl-ic.] b'^A 


. c^bb&yi 


• 4 (J^C. J R2 ^a J°~' ‘ 11 


Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 100.0.0.2 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.2.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router eigrp 

Router (config-router) # network 100.0.0.0 

Router (config-router) # network 192.168.2.0 

Router (config- router) # end 

Router # copy running-config startup-config 

^ jii] R3 ^ jiiui R2 (JjVi o'^a 


. Cjtah&yi 


• AjlUJl dlbl^C-V! (JaC. j R 3 ^^Ic. (J^jSlui 






Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 100.0.0.3 255.0.0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) # ip address 192.168.3.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # router eigrp 

Router (config-router) # network 100.0.0.0 

Router (config-router) # network 192.168.3.0 

Router (config- router) # end 

Router # copy running-config startup-config 

R4 jVuu (jVI 4-Lal£ R3 dll.il.iC. I eA& 

. dilil.ic.Vt 


; 4-ilLill dlil.ic.Vt j R4 'V (jVi 

. ja\ ijvi ajUSj <jSn 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 
Router (config-if) # ip address 100.0.0.4 255.0.0.0 

Router (config-if) # no shutdown 

YTi 







Router (config-if) # exit 
Router (config) # interface fastethemet 0/1 
Router (config-if) # ip address 192.168.4.1 255.255.255.0 
Router (config-if) # no shutdown 
Router (config-if) # exit 
Router (config) # router eigrp 
Router (config-router) # network 100.0.0.external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 


C 100.0.0.0/8 is directly connected, FastEthernet0/0 
C 192.168.1.0/24 is directly connected, FastEthernetO/1 
D 192.168.2.0/24 [90/30720] via 100.0.0.2, 01:42:26, FastEthernet0/0 

D 192.168.3.0/24 [90/30720] via 100.0.0.3, 01:41:14, FastEthernet0/0 

D 192.168.4.0/24 [90/30720] via 100.0.0.4, 01:40:43, FastEthernet0/0 

D 192.168.5.0/24 [90/30720] via 100.0.0.5, 01:40:12, FastEthernet0/0 

D 192.168.6.0/24 [90/30720] via 100.0.0.6, 01:39:33, FastEthernet0/0 

Router# 


4_j] jiajC. j^l <j\j£ j R1 • 

JJ ij! jll i3A l_Jajl gjkt . n j R1 (J jV I *cL*alLa Cl A £jjuj 7 

L^laLjal aJ ^ llll A £jjua11 d^A SJA^oll (J jA^JI ^9 L> * A £jjua1I 

<jj Ia^> d jl£jjudlt s^A q\ Q\ L_i^J j EIGRP (J 

EIGRP -11 l) ^ jl C!jI jj jl j]| 

>w ujj c!jI^)j L5^ cl Idas lil j a£jjoJI s c djl^li 
6 ^A u^W <JjoUJ j 9 c* \\ ^ uS 7 -ll ^ 

EIGRP -1^ l) uj^ ^ dl£djuj| 


4.1^. jllll ^ J R2 cl ^ jVujj ^jVI 


YYV 



enable 

show ip route 


R2 



7 4_i^ jlill ^y*\ <jLj£j LLoS j R2 ^5^ <-) LLoS 

4j.ll 4_l^ jllll (J IjAa. 1—Lj.I^JJ 1 jJajl ^IS R2 ^Llll JJjl^)ll (jl ^Ac* (J^J li& 1 jJajl djl£jd 

d A ^J JUdll 4 41 1 >»l ^ ^ 1 _£ j 

l^J.l] ^Jc, jlxdj 4 ^Jjuo dll^UxiW ^-a 4»la£j ^jJa jl ^jl djjl 

^k djljj jl^l £-iAJk JaJjJ cr^ 4\ua\l <jl 34 c* ILfc 100 . 0 . 0 . 0/8 (jl 34 c. 

^1 4j] C_h^)*J ^jl L_L^J 4JU]| a^A ^9 j ^.1 j JjLlaJ j t .1^.1 j ^ja4J ^juo ^-Ic- Sd^.1 j A£jjuo 
J jJ^)Ia ^jc, (Jjj^a J4^ ^ j£Luj djl£djudll ^.1 ^ cJj^ali jl djj| jl A^jjudlt a^A <£jjuj 

ASlAjI j£ 4jJ J 6 L> * A £jjudlt ^JJJ La JaJ^)ll 4 J jj^juiaII 100.0.0.0/8 ^ ^4juj 

100 .0.0.2 j 100.0.0.1 <^J CS^ £CJJ J (J^ 3 ^ L>^ <jLulLa ^jt jA£* 

Sd^.1 J S^juoLia CllJ A£jjoi ^9 J .1^.1 J JjUaJ <^9 ^a£jV C5^ (jJjlitil Cy* ^^*4 La j 

^lj ^ ^9 ^jJjlixJl ^JA'N ^jj£j L 1>J 4-St^Jl &^A ^9 j BMA ^ ^ ua\l &^A ^-ajoJ 

^,J^k, xs? (JaxII ^allil 

R5 j R4 j R3 AjlLilt djijj jl^>ll 4 j^ jill J L-iid^ujji 4 j\ac> Ja^ujj jVi 

^^,j\c> jj_k-lj ^jkLuo V jl djl£jjai]| ^.jA^k 4iLdal Ja ^£Lij j R6 j 

• ^JLill 4 j^ jllll (J ^)a! <jLj£j j 


Router > enable 
Router # show ip route 
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Physical | Config | CLI 


IOS Command Line Interface 


Router>enable 

Routerfshow ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
B - El GRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 


C lQQ.C LO/8 i s directly connected, FastEtfaernetO/Q 
D 192.168.1.0/24 [90/30720] via 100.0.0.1, 02:20:20, FastEthernetO/0 

D 192.168.2.0/24 [90/307 201 via 1QQ.Q.Q .2, 02: 20:20, F astEthernet0/0 

C 192.168.3.0/24 is directly connected, FastEthernetO/l| 

D 192. 168. 4. 0/24 [90/30720] via 100.0.0.4, 02:19:45, FastEtherneto7o 

D 192.168.5.0/24 [90/30720] via 100.0.0.5, 02:19:13, FastEthernet0/0 

D 192.168.6.0/24 [90/307 201 via 100. 0.0.6. 02:18:35. FastEthernetO/Q 

Router! 

[ Copy | I Paste 


R4 


dP Router4 <=> S % 

Physical | Config | CLI | 

IOS Command Line Interface 


Route r>enable 
Router# show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C 100.0.0.0/8 is directly connected, FastEthernetO/O I 
D 192.168.1.0/24 [90/30720] via 100.0.0.1, 02:21:57, FastEthernetO/O I 

D 192.168.2.0/24 [90/30720] via 100.0.0.2, 02:21:57, FastEthernetO/O 

^^JSi^aeS^O/^^gO^aOT^O^n^OO^O^^^^^^^tEthernetO/oJ 
"c 192.168.4.0/24 is directly connected, FastEthernetO/ 1| 

D 155.1^.5.6/24 [§fl/3fl75fl] via iM.fi.fi. 5, 65:51:17, FastEthernetO/OI 

D 192.168.6.0/24 [90/30720] via 100.0.0.6, 02:20:39, FastEthernetO/o| 

Router# 

[ Copy ] [ Paste 


Y Y ^ 



Physical | Config CLI 


IOS Command Line Interface 


Router>enable 
Router#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C 10p.0.0,0/8 is directly connected. Ffl ? ^tI)e m tQ/o| 

D 192.168.1.0/24 [90/30720] via 100.0.0.1, 02:25:15, FastEthernet0/0 

D 192.168.2.0/24 [90/30720] via 100.0.0.2, 02:25:15, FastEthernet0/0 

D 192.168.3.0/24 [90/30720] via 100.0.0.3, 02:25:15, FastEthernet0/0 

D 192.168.4.0/24 [90/30720] via 100.0.0.4, 02:25:15, FastEthernet0/0 

C 192.168.5.0/24 is directly connected, FastEthernetO/ll 
D 192. 1 68.6.0/24 [90/30720] via 100.0.0.6, 02:24 : 31, F astEther n et0/0| 

Router# 

| Copy Paste 


R6 

^ Routed ' ~ " ~ k l°li a I 

| Physical | Config [ CLI | 

IOS Command Line Interface 


Router>enable 
Routertshow ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is not set 

C 100.0.0.0/8 is directly connected, FastEthernetO/Ol 

D 192.168.1.0/24 [90/30720] via 100.0.0.1, 02:27:22, FastEthernet0/0l 

D 192.168.2.0/24 [90/30720] via 100.0.0.2, 02:27:22, FastEthernet0/0 

D 192.168.3.0/24 [90/30720] via 100.0.0.3, 02:27:22, FastEthernet0/0 

D 192.168.4.0/24 [90/30720] via 100.0.0.4, 02:27:22, FastEthernet0/0 

^^^^^^^^^/24^^0^3^2^^^^Kl0^^^^^^^^2^Fj^3tEthernet0^oJ 

" — MM 

Router# 1 

[ Copy | Paste 


\T * 


(j£ ^9 *1^ jl^ll J^l (J jl*l^> (J-^ajJLJ S^aS U' (jVI 

-11 A£jjuo JjJ^Ja ^jC- ^jiaxjll ^g.jb^ixj ^9 ^j-iL^aliA ^gxjA'N j ClA£jjoi 7 Cj il^)J jl^Sl 

j ^ EIGRP J JA>5jjj ^ ^Ui^VI j WL 100.0.0.0/8 

. jj^ 9 j^l I g jJax j ^9 i** A £jjudll Jjj^a jj 


^ jiLuj ^jVI t <ajLui]| CjV j£ jj IP v4 -II (jljic. (_ s -lc- ( _ s i-a*JI (Jjfkjj l_La3 <jl A*J -i|_ 

; 4_JU]1 CLiVj^jJ jjjll IPv6 (jt i _ 5 Jc- ( _ 5 Xa*JI JgjjJVij 


IP Address v6 - > 
Static Router IPv6 

Routing Information Protocol Next Generation (RIPng) -f 

Enhanced Interior Gateway (EIGRP) -* 
Open Shortest Path First (OSPFv3) -° 


. (_ji J ja^ja jA L»£ AjjJjII CjblJC’VI J ljV j£ JJ ijjjJI Cjl.Jl.lC- 1 ^S> ufljxjlwi 

Static Router IPv6 

Router > enable 
Router # config t 

Router (configt) # ipv6 unicast-routing 

Router (configt) # interface fastethemet0/0 
Router (configt-if) #ipv6 address fec0::l/64 
Router (configt) #ipv6 route fec0:l::/642005::2 
Router (configt) # show ipv6 route 


( _ s ic. Obl^V! (JJfialj 4_ia. jUll CLll.lt.lC>l (_ s -lc- <jl A*J Q^\ . 

.a j'a~' . .i j | Pv6 (jl 1 “ ^ ^ cii^ii j ( C, y* Cjj^* 

(jjjjJalll 4 _iLoju Ia.1*j A^fud]) dll.ll.lc.] ^ic. 


m 



. 4£auA\ f'lL a 

3 Jt ljKuai!) Aijx^ j l£jl& J-aaJt du ^Ult Cjbl^Vt Aijx^ cjaj AjI^I ^ 


A^JjoJI - ^ 

^jl JJX J A-ljlill 4,^Ud\t -Y 

jl >U a£+&\ S 


feci:: 1/64 
fec2::l/64 
2001:: 1/64 

^j-d La Jajjluo ji ^Lu ji l_l^jj l^K djbl^j &1 a 

jlill 4jUxj ^a jij (jl AxJ pg.nj LodS (jL^aliVI ^alil 4 ^jLill J LS^ 

j JaxjuIj j CjLI^) ^a ^jjjuo CLjIjI^C-VI J L>> A £jjudlt ^Ac- ti3^)XJ j| AxJ ^jVI 

Cllbtac,| (Ja 3U ^a jlluJ &A*J j dll JJ jl^)ll ja1\ (jjJ^jliVI jA 

(j>axj\) 1 frdaxJ (Jl.x^lVI L lA£^l ^jlnun' 4 4-1^ jlill (J jAa. ^Lnl q £ jdll 4^ jllll 

AiLjaj ^alil dl JJ jI^I ^ dl^UxAl AiljJab ^a jld j (jLuol Jj^aII ^Lill ^dll is* La (JLa 

(J£jd dt£dAl Jo 4 J jL^aliVI ^alA 4i^ jllll J jld> dl^UxAl ^jJjUc* 

4ai& j^xi) jj ja ^iuit 
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fec2::2/64 fec2::3/64 
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PC-PT 
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: 4J12JI dbh^VI AjUSSj ^ j£j j R1 JjVI jjjIjJI f ^Vl 

• AalUIl ja jVI AjU£j ^ jiluj 

Router> enable 


m 





Router # config t 

Router (config) # ipv6 unicast-routing 

Router (config) # interface fastethemet 0/0 
Router (config- if) #ipv6 address 2001:: 1/64 
Router (config-if) # no shutdown 
Router (config-if) # exit 
Router (config) # interface fastethemet 0/1 
Router (config-if) #ipv6 address feel:: 1/64 
Router (config-if) # no shutdown 
Router (config-if) # end 


Router # copy running-config startup-config 

^ La£ 4_li. jUll 1 4 _iLoaj A*j £-a c (JjVl dsl.il.iCr I oAA - 

:R1 

^ Routerl 
Physical | Config 

IOS Command Line Interface 


Router>enable 
Router#config t 

Enter configuration commands , one per line. End with CNTL/Z. 

Router (config) #ipv6 unicast-routing 

Router (config) #interface fastethemet 0/0 

Router (config-if ) #ipv6 address 2001:: 1/64 

Router (config-if) #no shutdown 

Router (config-if) #exit 

Router (config) #interface fastethemet 0/1 
Router (config-if ) #ipv6 address feci:: 1/64 
Router (config-if) #no shutdown 
Router (config-if) #end 
Router# 

%SYS-5-CONFIG_I : Configured from console by console 


Router#copy running-config startup-config 
Destination filename [startup-config]? 

Building configuration. . . 

[OK] 

Router# 

[ Copy ] [ Paste 

: dbl.jc.VI AjUSj j R2 o-ibJt uVt - 

. 4JUJ) j-ajVI 4jLj£j ^ ijSiui 



ytt 


enable 
config t 

Router (config) # ipv6 unicast-routing 

Router (config) # interface fastethemet 0/0 

Router (config-if) #ipv6 address 2001::2/64 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) #ipv6 address fce2::l/64 

Router (config-if) # no shutdown 

Router (config-if) # end 

Router # copy running -config startup-config 

i 4_LS. jlill 4 jUlM oAk 

: R2 



dP Router2 

Physical | Config | CLI Q 


IOS Command Line Interface 


Route r>enable 


Routerlconf ig t 

Enter configuration commands, one per line. 
Router (config) #ipv6 unicast-routing 
Router (config) tinterface fastethemet 0/0 
Router (config-if ) #ipv6 address 2001:: 2/64 
Router (config-if) #no shutdown 
Router (config-if) #exit 


End with CNTL/Z. 


Router (config) interface fastethemet 0/1 
Router (config-if ) #ipv6 address fec2::l/64 
Router (config-if) #no shutdown 
Router (config-if) lend 
Router# 

%SYS— 5— CONFIG_I : Configured from console by console 


Router#copy running-conf ig startup-config 
Destination filename [startup-config] ? 
Building configuration. . . 

[OK] 

Router# 


[ Copy | [ 
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AJUJI cjbU&VI AjLSj j R1 JjVl jjjtjJt J <jVt - 

. AJUI 1 j*ajVI 4 jLj£j ^ jli-u 

Router > enable 
Router # config t 

Router (config) # ipv 6 route fec2::/642001::2 s^a 

Router (config) # do show ipv 6 route 

tj-a A-JUll ^ La£ R1 J I jVi Jjl Jjl! ^ (_£ jiill Aja. Jjll Cjbl-lc.) fljiA 

: R1 JjVt jSjijli 



dP Routerl 


l = ® S 


Physical 1 Config j CLI 



IOS Command Line Interface 




I^IlLfeJL UUIl J_ J_g U.J1 ci L1UI1 UUIlULldllUti , (Jlltf pt^Jl 

-L . Hi IIU. W1 LI1 dlN ill/ Zi > 

A 



Router (config) #ipv6 route |fec2 : : /64 ||2 0 0 1 : : 2 
Router (config ) #do sho w ipv6_ route 


IPv6 Routing Table - 7 entries 

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP 
U - Per-user Static route, M - MIPv6 

II - ISIS LI, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary 
O - OSPF intra, 01 - OSPF inter, 0E1 - OSPF ext 1, 0E2 - OSPF ext 2 
ONI - OSPF NSSA ext 1, 0N2 - OSPF NSSA ext 2 

D - EIGRP, EX - EIGRP external 

C 2001: :/64 [0/0] 

via : : , FastEthernet0/0 
L 2001 : : 1/128 [0/0] 

via ::, FastEthernet0/0 
S FEC0::/64 [1/0] 

via 2001: :2 

C FECI : : /64 [0/0] 

via ::, FastEthernetO/1 
L FECI:: 1/128 [0/0] 

vi a ::, FastEth ernetO/1 

S FEC2::/64 [1/0] 

via 2001 : : 2 

L FF00::/8 [0/0] — 

via : : , NullO 

| Copy | [ Paste 



L 3^ J A£jjuo 3^ j A£jjuo Llj3 j3l (J 

3fr>J A£jjoJ| I'Vj 3^J ^31 Ud\t (JLa 6 

CF* V J 3 j£ JJJJJ V 4-1^. j3l QA J ^}ju)Llxi 3^judJ 

LgJlsljJal ^ j \\ A^Jjudlt ^A S >j <^31 4 £jj31 1 aIij 4 ^ j3l 

L >j j 4 Static -1 ja S _>j j 

gJ Lmj (jl APTPA 31 <J1 aj <^3^ ^3^131 <£33 ^a 


4 <ajLoill ^9 cliLo ^1*31 j 

FECI:: 2/64 ^ s-ij^L*. jl^a. jl 

j Aiilliill a£jjui 1I (jc. a£jjui 1 I oaa (Jaj La all i , q FEC2::2/64 aSjA 

.2001:: 1/64 <jl ^ic. 3klj j ^ 1 ij La ^31 a£jj3I ^a 


\ro 




tiibU&yi AjLSj f jii j R2 jjjIjJI (J& Jj^Aj rf$\ - 


. AJUll j*ajVI AjLj£j ^ jllwi 


Router > enable 
Router # config t 

Router (config) # ipv6 route feel: :/64 2001: :1 Aja.jj]| >«l 

Router (config) # do show ipv6 route Aja.jjll Jj±a. 

dkta AjIUII i ^ La£ R2 <_£ j-iJl dibljc.1 

:R2 ^ Jj\J 


dP Router2 1 = 1 6? 1 S3 j 

Physical | Config | CLJ | 


IOS Command Line Interface 


Router (config) #ipv6 route |fecl : : / 64|| 2001 : : 1 I 



Router (config) #do show ipv6 route 




IPv6 Routing Table - 7 entries 

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP 


U - Per-user Static route, M - MIPv6 

II - ISIS LI, 12 - ISIS L2 , IA - ISIS interarea, IS - ISIS summary 
O - OSPF intra, OI - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2 
ONI - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2 
D - EIGRP, EX - El GRP external 
C 2001: : / 64 [0/0] 

via : : , FastEthernet0/0 

L 2001 : : 2/ 128 [0/0] 

via FastEthernet0/0 

S FEC0: : / 64 [1/0] 

via 2QQ1.SJ 

S FECI : : /64 [1/0] 

via 2001: :1 

C FEC2::/64 [0/0] 

via : : , FastEthernetO/1 
L FEC2 : : 1/128 [0/0] 

via ::, FastEthernetO/1 
L FF00 : :/8 [0/0] 

via : : , NullO 

Im Copy —] [— Paste 
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jLiikl (J^oxj (jVI ^ j 4 jAill Lg-jJaxJ 

j)\ n*s VI ^Vuajj j V jl ^)Jaxj]| Ig.jb^axj *LL^alLa (Ja A^Jjodl 


; A-JUllI ^9 La£ Iij La l> * A £ jjulSl La Ping -II 


JL^jVI Jaj Iaa !!!!! ^LaVLu ajII ^ J^V R1 ^1 R2 c> jLikVt Iaa . 

^ j ^ ^ J£^ 


-{pi 


Routerfping 2001: :1 


Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 2001: :1, timeout is 2 seconds: 
Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms 


\n 


O^g.^k 1 IPv6 -i! ^jl ^ A j l aIi 1 k a ^ — 

& PCI ~ ^ I ■=. I ts] I S3 r 

Physical | Config^l Desktop Software/ServicesH 
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a£^I Jc j jAill jlill L)^ pL^IjVI ^ ^ (J lAg-j • 

ClA£jjoJ! A-I^. jliJ ^a jij ^£a 1I nAlt A-I^. jllll ^Ic. (J ^kAj ^a jliuo J 

. EIGRP , OSPFv3 , RIPng J JU ^VjSj3 jjJI 


\rv 





Dynamic Routing IPv6 
Routing Information Protocol Next Generation 

(RIPng) 

ja jaIxj j RIPng -51 <j£Sj RIP Jl A^k j ja : RIPng • 

(jjjjlijdS' j'-lk^aV' (jJjUc. 4-j) t RIPng Jl (Jj£ <M j 5' j'-lk^aV' 

Pqj*I cJ^*^ R I Png -S' tL*-iaj' (jjjjLaiS' ^j' ^ (_^-iS' ^ j 

j Process ID <=i j '-^j' j ^UDP -S' Jj^jj jjj j 521 

. Multicast Group FF02::9 <^5' u'j^' ^ lJ^! 

: RIPng -S' JjSjjjjj cj'j'jfr! • 

Router (config) # ipv6 unicast-routing 
Router (config) # ipv6 router rip 1 Process ID 

Router (config-rtr) # exit 
Router (config) # interface fastethemet 0/0 
Router (config-it) # ipv6 rip 1 enable 
Router (config-if) # exit 

Router (config) # show ipv6 router ^jjS' c£j*S 

Jsl a \ c * I Juiu t RIPng _ll (J jli J^nJvn ^ ^ji (Ji3 1*1^ • 

Process ID -1' c-ilikl li] Process ID -11 j* j ^ j C5 Jc. 

1 g ^ >>* j ^jl ClA£djudll ^-llaJjuaJ V 4-lt^ll ^9 A £jjudll 

# L^jIp fUj ^Iiuj ^Ult LjbliC'Vl 

• 3 -11 Aijjua J l£jl& J^xil aIll * ^jll CjIjI^VI Aijx^ cjaj AjI^II ^ 

feci:: 1/64 uL^ uj^ cAs^' a^II 
fec2::l/64 jl>^ A-ijI^II .Y 

2001: :1 /64 u' uj^- ^1' T 

\ta 




La AilJLill 4 4* /nil ^j| J» j jj'S - ^ j LjJS 4 4 > ■Till diljl^c.) eAA 

4 _j^. jjJl 4 _ila*j ^ j£j fj) L.' buS (jLk^ajVI ^LLi i ^Lill J C 5 ^ 

j (jjiiajliyi (Jjjtjaij j diLI-ic.] ~jVw.i dibl.ic.yi j dil£jjuill ( _ 5 -lc. Uajxj js*j <jVt 

djbLc.j(J**J ^ jijjuj o^ju J dj|jjjl^)]l ^^Jc. <b J-bl (^;J <a > ^5^" Lf^ L^VI *•. 

^xo^. ^lLjou] t <— il^jjjdll AiljJa] j 4_j^. jj]l <Jj>^ C’LiJ RIPng -51 (J jj j^>j 
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4jifr »*Ui -■ ja ^ 

: 4jIUII CiblJfrV) 4 jUSj ^»jAj j R1 JjVl jjjIjJI f j&-» L)Sn 


• 4 jIUJ) j^jVI AjU&j ^ jjftiui 


Router> enable 
Router # config t 

Router (config) # ipv6 unicast-routing 
Router (config) # ipv6 router rip 1 


Yrn 



Router (config-rtr) # exit 

Router (config) # interface fastethemet 0/0 

Router (config-if) #ipv6 address 2001:: 1/64 

Router (config-if) # ipv6 rip 1 enable 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) #ipv6 address feci:: 1/64 

Router (config-if) # ipv6 rip 1 enable 

Router (config-if) # no shutdown 

Router (config-if) # end 

Router # copy running -config startup-config 

tRTPng -II J jj jjj Llaa ^£1 t j jVl diUl-ic.) 

:R1 

: AJUIt 11 j R2 - 

• AuIUIl j-ajVt AjU&j ^ .jilt m 


$ Routerl 

| Physical | Config | CLI | 


IOS Command Line Interface 


Router>enable 
Router#config t 





Enter configuration 

commands, one per line. End with CNTL/Z. 



Router (config) #ipv6 unicast-routing 
Router (config) #ipv6 router rip 1 
Router (config-rtr)_#exit 




Router (config) #interface fastethemet 0/0 
Router (config-if ) #ipv6 address 2001:: 1/64 
Router (config-if ) #ipv6 rip 1 enable 
Router (config-if) #no shutdown 




Router (config-if) # 

%LINK-5-CHANGED : Interface FastEthernet0/0, changed state 

to up 



Router (config-if ) #exit 




Router (config) #interface fastethemet 0/1 
Router (config-if ) #ipv6 address feci:: 1/64 
Router (config-if ) #ipv6 rip 1 enable 
Router (config-if ) #no shutdown 



0 

Router (config-if) # 

%LINK-5-CHANGED: Interface FastEthernetO/1, changed state 

to up 






, 

- 
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Router (config) # ipv6 unicast-routing 

Router (config) # ipv6 router rip 1 

Router (config-rtr) # exit 

Router (config) # interface fastethemet 0/0 

Router (config-if) #ipv6 address 2002:: 1/64 

Router (config-if) # ipv6 rip 1 enable 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-if) #ipv6 address fec2::l/64 

Router (config-if) # ipv6 rip 1 enable 

Router (config-if) # no shutdown 

Router (config-if) # end 

Router # copy running-config startup-config 

^ ‘RIPng _ll (J (Jjjtilj 1 j. iaj| LLo 3 Aal CjIaIac.) oAA • 

:R2 

_ "* 1-° i 3j 

| Physical | Config | CLI | 


IOS Command Line Interface 


Router>enable 
|Router#conf ig t 





| Enter configuration commands, one per line. End with CNTL/Z. 
Router (config) #ipv6 unicast-routing 
Router (config) #ipv6 router rip 1 
Router (config-rtr) #exit 



Router (config) finterface fastethemet 0/0 
Router (config-if ) #ipv6 address 2001:: 2/64 
Router (config-if ) #ipv6 rip 1 enable 
Router (config-if) #no shutdown 

Router (config-if) f 

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/0, changed state to up 
Router (config-if) #exit 



Router (config) finterface fastethemet 0/1 
Router (config-if ) #ipv6 address fec2::l/64 
Router (config-if ) #ipv6 rip 1 enable 
Router (config-if) fno shutdown 

Router (config-if) # 



%LINK-5-CHANGED: 

Interface FastEthernetO/1. chanaed state to up 


- 
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; 4_ia. jUll (JjAi. (jia^)C. ^ (j-saLiJI ^)-aVI 4_L^J J R1 (J jVI _j5jl^ll 

Router (config) # show ipv6 route 


IPv6 Routing Table - 6 entries 


Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP 


U - Per-user Static route, M - MIPv6 

II - ISIS LI, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary 
O - OSPF intra, OI - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2 
ONI - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2 
D - EIGRP, EX - EIGRP external 


c 

2001: 

:/64 

[0/0] 


via 

• • t 

FastEthernetO/ 0 

L 

2001: 

: 1/128 [0/0] 


via 

• • / 

FastEthernetO/ 0 

C 

FECI : 

: / 64 

[0/0] 


via 

• • t 

FastEthernetO/1 

L 

FECI : 

: 1/128 [0/0] 


via 

■ • / 

FastEthernetO/1 

R 

FEC2 : 

: / 64 

[120/2] 


via 

FE80 

: : 2 60 : 2FFF : FE02 : 3E01 , FastEthernet0/0 

L 

FF00 : 

: / 8 

[0/0] 


via 

• • / 

NullO 


^j\\ J 6 C* \\^ Ua R1 (J ijVl 

AiLaLAll j R 3^^ cJ j RIPng -il J 


U - Per-user Static route, M - MIPv6 

II - ISIS LI, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary 
0 - OSPF intra, 01 - OSPF inter, 0E1 - OSPF ext 1, 0E2 - OSPF ext 2 
ONI - OSPF NSSA ext 1, 0N2 - OSPF NSSA ext 2 
D - EIGRP, EX - EIGRP external 


C 2001: :/64 [0/0] 

via FastEthernet0/0 

L 2001 : : 2/128 [0/0] 

via FastEthernetO/O 

R FECI : : /64 [120/2] 

via FE80: : 240 : BFF : FE56 : D601 , FastEthernet0/0 

C FEC2::/64 [0/0] 

via FastEthernetO/1 

L FEC2 : : 1/128 [0/0] 

via FastEthernetO/1 

L FF00 : : / 8 [0/0] 

via : : , NullO 

j t ciA£jjuo ^ jj R2 LS 


. Jjl 1 ^il\ [ 120 / 2 ] L S 



IPv6 Routing Table - 6 entries 

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP 



Y £ Y 


Opne Shortest Path First (OSPFv3) 

<jl£ <_s3l OSPF 31 u-® :OSPFv3 

^3^33 OSPFV3 J\ OSPF 31 jjjks ^ <jVl U1 t^l jll 

dnll jljjc. jjAj <3 j * Encryption j Authentication <j3j 31 j IPsec 
\i cb31 (jjlic. a'^A FF02::5 / FF02::6 -31 j.ix!L3I 

£* lWj lS^I OSPF 31 Jj£jj jjj ^3 jl£ ^31 OSPFv3 31 Jj£jj jjj 
224.0.0.5/224.0.0.6 AjS (j^aLaJl J^xl3l Cli3l ^jljic. (jl£ j £jl jll jljk^aVl ^jl^jc. 

: OSPFv3 31 JjSjjjjj cjbbfrl Jk> • 

Router (config) # ipv6 unicast-routing 

Router (config) # ipv6 router ospf 1 Process ID 

Router (config-rtr) # router-id 200.200.200.200 

Router (config-rtr) # exit 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ipv6 ospf 1 area 0 

Router (config-if) # exit 

Router (config) # show ipv6 route 



(_U*J (jl 


13& i OSPFv3 31 J jj j^)j ( _ 5 la*Jl (jjfklL ^ jij <J3 b^. -da^-^La • 

4-aJai31 ^^Jc. 1 >^»jl .iajxj j Process ID 31 a jb»,\l -^3xj J j^>31 

(jjaxj (_jc. djbl^Vl e3k t_a^li^l ^3 bl j ^ ^ u~3l <_Jax 3 Area ID 31 

^ax3) ■ iax ; < xa Jb-aliVl ) x3ajjaij V j A^JjoJI (Jaxj (jV 


. 1 4£j 331 fUj ■■ <^31 cjblJfrVl 

. ^ _J| 4£jxa j t^3fr J^asJl <3blJfrVl uaj 4 j!j3| ^ 

feci:: 1/64 u'^ JjSfl a£^1 . ^ 

fec2::l/64 jl^ixj 43131 4 ^33 1 V 

2001::1 /64 j' uj^ ^3J' J 

ur 






^ jllll A-Aaxj ^a jIj UliS (jL^aliVI 4 J ^ jVI 

j Jjijuaj j dibl^c.] cJaju ^a jilud CLjIjI^VI j Cljl£djud]| ^Ac, USjju J Axj jVl 

(J^JU ^a jiluj j CljljJ jl^)ll SJ ^ L_u£jJ 

4 JJ jl jil <iLukaj J A-ia. jllll (J IjAa. pLnl OSPFv3 -ll J j£ jJ j^)J dital^j 

^aIII ^5^ t-a Jl* (Jl.x^iVl ClA£jjaJl ^jJalLaul 

A-jlp J^aJ) a jA ^JUlt IJ^I 


2t§L 1 
Rouferl 
f0/0 

feci: :i/64 

i 

i 

294b-3feTT 

^witehl^ 

feci:: 2/64 feci:: 3/64 

/ \ 


■ » fO/1' 

■ OH 



fO/1' 

■ 1 

20 01:: 1/64 


2001: :2/64 


PC-PT 

PCI 


PC-PT 

PC2 


LAB 0SPFv3 IPv6 
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Rou|er2 

fa/a 

fec2::l/64 

I 
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29/0-ATT 

^ witch 2^ 

fec2: :2/64 fec2:73/64 

V 


PC-PT 

PC4 



AjIUII CiblJfrV) 4 jLj£j <*j& j R1 JjVl jjjIjJI ^ f j&-» ^Sfl 


• 4j]d]1 j^jVI AjU&j ^ j^lui 

Router> enable 
Router # config t 

Router (config) # ipv6 unicast-routing 

Router (config) # ipv6 router ospf 1 

Router (config-rtr) # router-id 100.100.100.100 

Router (config-rtr) # exit 

Router (config) # interface fastethemet 0/1 

Y£ £ 










Router (config-if) #ipv6 address 2001:: 1/64 
Router (config-if) # ipv6 ospf 1 area 0 
Router (config-if) # no shutdown 
Router (config-if) # exit 
Router (config) # interface fastethemet 0/0 
Router (config-if) #ipv6 address feci:: 1/64 
Router (config-if) # ipv6 ospf 1 area 0 
Router (config-if) # no shutdown 
Router (config-if) # end 
Router # copy running -config startup-config 
.OSPFV3 31 (J \ ■ LLaS Oal 


: 4JUJI cjblJfrV! ^ j R2 c)Vi - 

• ajJuii ^ 

Router> enable 
Router # config t 

Router (config) # ipv6 unicast- routing 

Router (config) # ipv6 router ospf 1 
Router (config-rtr) # router-id 200.200.200.200 
Router (config-rtr) # exit 
Router (config) # interface fastethemet 0/1 
Router (config-if) #ipv6 address 2001::2/64 
Router (config-if) # ipv6 ospf 1 area 0 
Router (config-if) # no shutdown 
Router (config-if) # exit 





Router (config) # interface fastethemet 0/0 

Router (config-if) #ipv 6 address fec 2 ::l /64 

Router (config-if) # ipv 6 ospf 1 area 0 

Router (config-if) # no shutdown 

Router (config-if) # end 

Router # copy running -config startup-config 


dljldil Aildaj J OSPFv 3 -it <— ibl^C.) l_La2 (jVt • 

J (jl -ll^}j (jil J 4 dll 4-i^. jllll ^9 

^ J ^ jliuo ^ jl 4-i^ jllll (J ClA^Udlt AiLukaj ^ JJ 

yi (j^aldJl (^ibJl ^»j£j j Rf JjVl JJjljil 

Router (config) # show ipv 6 route 

R 1 


JP Routerl 
Physical | Config 


m ss 


IOS Command Line Interface 


R - RIP, B - BGP 


Router>enable 
Router#show ipv6 route 
IPv6 Routing Table - 6 entries 
Codes: C - Connected, L - Local, S - Static, 

U - Per-user Static route, M - MIPv6 

II - ISIS LI, 12 - ISIS L2 , IA - ISIS interarea, IS - ISIS summary 
O - OSPF intra, OI - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2 
ONI - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2 
D - EIGRP, EX - EIGRP external 
C 2001: :/64 [0/0] 

via : : , FastEthernetO/1 
L 2001 : : 1/128 [0/0] 

via : : , FastEthernetO/1 
C FECl::/64 [0/0] 

via ::, FastEthernet0/0 
L FECI : : 1/128 [0/0] 

via : : , FastEthernet0/0 


FEC2 

via 


: / 64 [110/2] 

FES 0 : : 2 3 0 : A3FF : FE3 6 : C4 02 , 


FastEthernetO/1 


:/8 


L FF00 

via : : 
Router# 


[ 0 / 0 ] 

NullO 


4 ^ 4 1 ** A £jjuj 4jj RX l ) £}* ^ ^ 

aAL^ 1\ j o j*jt jJl j Ldii l j OSPFv 3 -it jj Jj*ij ddi 

. AiUJt o- jj^il [110/2] g? jbVt 


lg,j\c* 4^ ua\l AiljJaj (Ja Liajl R2 L5^ (J ^ jIajuj 

. v j OSPFV 3 -II J LAA,_h 


Y£1 



g Router2 I ° i S3 

Physical | Config [ CLI | 


IOS Command Line Interface 







Router>enable 

Routerfshow ±pv6 route 

IPv6 Routing Table - 6 entries 




Codes: C 

- Connected, L - Local, S - Static, R - RIP, B - BGP 



U 

- Per-user Static route, M - MIPv6 




11 

- ISIS LI, 12 - ISIS L2 , IA - ISIS interarea, IS - ISIS summary 



O 

- OSPF intra, OI - OSPF inter, OE1 - OSPF 

ext 1, OE2 - OSPF ext 2 



ONI - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 

2 



D 

- EIGRP, EX - EIGRP external 




C 2001: 

:/64 [0/0] 




via 

::, FastEthernetO/1 




L 2001: 

: 2/128 [0/0] 




via 

: : , FastEthernetO/1 




O FECI : 

:/64 [110/2] 




via 

FE8 0 : : 260 : 5CFF: FEB6 : 1102, FastEthernetO/1 




C FEC2 : 

: / 64 [0/0] 




via 

::, FastEthernetO/O 




L FEC2 : 

: 1/12 8 [0/0] 




via 

::, FastEthernetO/O 




L FFOO : 

: / 8 [0/0] 





via 

::, NullO 
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Router# 









I Copy | 

[ Paste 



j 4 ciA^uxi Sac, a^.jj <jI R2 <^-^1 £y* 

. O J-* jl^alkl J OSPFv3 


^ jVujj ^gJaljl^Vl J ^)j jl^>]| £ y* CIjIjIac-VI 4_i1ac, Ax j c-fljx.Vua 

Router # show ipv6 ospf neighbor , R1 JjVI jjj! jll ^ I 


R1 


Route r# show ipvG ospf neighbor 


Neighbor ID 
200-200.200.200 
Router# 


Pri 

1 


State 

FULL/DR 


R1 


Dead Time 
00 : 00:35 


Interface ID 
2 


Interface 

FastEthernetO/1 


^ jVujj j 4 DR ^ u^al j \\, VnVl A-i Lac, ^9 (_£AJl R1 (J jV I 
Ig.jlc. ^aII caLo L o ^jAa^)ju j R2 


Router#show ipv6 ospf neighbor 


Neighbor ID 

Pri 

State 

100.100.100.100 

Router# 

1 

full/bdr 


R2 


Dead Time 
00:00:38 


Interface ID 
2 


Interface 

FastEthernetO/1 


.BDR^Ui^VI jSjljll JAR2 jSjljllAjjJia.V 

Router # show ipv6 ospf neighbor / Router# show ipv6 ospf database 


YiV 



j AiLLud]! i Sjjlj La£ j^jolJjui A^yuij A ■ A^jLa (J lEIGrRP 

jl-li-aVi (jjjlic. ( x-a (Jaxj (ji ^JalLoul (J jJajj x > li x a A^yui dbalij ^1 

Interior A£f^dil <uik-^ ajI ^^J c. <Ja*j 4j| ^gjauj V ^ji 4 -^jj IPv6, 

£j|j]| jl^j^aVI (_gi (jl£ 4_ja (j^aLiJI JJbtlall i-lull ^jfjjc. jjxj ^aJ j Gateway 

J1 ^U=lL J^xj 4j) j FF02::A u'>^' ^ ^f*-^ j 224.0.0.10 

.AS j Router- ID 

: OSPFv3 ^ dAn$jj (J& tijfcilui • 

Router (config) # ipv6 unicast-routing 

Router (config) # ipv6 router eigrp 1 Process ID 

Router (config-rtr) # router-id 1.1. 1.1 

Router (config-rtr) # exit 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ipv6 eigrp 1 

Router (config-if) # end 

Router # show ipv6 route 

Router # show ipv6 eigrp interfaces 

Router # show ipv6 eigrp neighbors 

Router # show ipv6 eigrp topology 

U A 



O'jJ- 5 CjIuSj 

Routing Loops Avoidance 


Network 1, Distance 6 


Network 1 , Distance 7 


, Distance 5 | Network 1, Distance 4 


N0 


Network 1, Distance 5 



J A\ua eljjj I Lowiic. AiAAl ^ djULnll A Kjuui 

^9 4 K ni ^ l** v w lit aAL^AI ^9 4 c^ULAI (Jl jiii x jj I ^ (JLujjLj aSjjuJI ^ ^sj di9 ^11 
C5^ U^JJ^ cl**-? ^ J^4 LlAjLiAl ^.SdJuAl ^)4jlj ( *— ^ J4 aJ jl ClA£jjuAl wl^.1 

J-ij£ JiAj Ljajl A£jjoJI (Jlijuijl j AAjAAI ^aL^J jl j JjUlij £L4J4 Laa AAAAl (Jib 

£4>A A-AaC- j CliLowli Ok^Cr wl^j4 J 4 (Jxiti A^JjuAI (JjjuuaJ L_ilij| ^a44 (jJ Iwl^ 

bl* aA*1£ AjIj^ j ^ jjiA Ig.Jc* l-ajxVujj a£jjoJI ciAjUAI 

c^ULAI A-Aac. 


^ 1c (J£ ^ iA LgJ^.^)JuJ j Ia^)£Aj ^a jjjjuo C^UUAI (jl £-1* A-ll^C. 


d>ci 


• UjLnil ^a44 j IfrjiiJa j ^A La 


1- Maximum Hop Count 

2- Split Horizon 

3- Route Poisoning 

4- Hold Downs 

5- Periodic Updates Triggered Updates 


, AalaxH diA ^JaluAI j JS ^jAij ^ ijiiuj (jVt A^uLoil) p t jjSM <^A diA 


l) J4 j^}4 cJ^ ^ 9 ^>*-4 (jl <». 1>J A-i^aliJI j A &La l*li} (jl <Ji9 j 

a£iA1I cjUUAI AjUc» ciLaJiAl &Aa *1^.1 ^Vu^j A-i^. jiAl cIjV j£ jj 

A-Aac- ^awliLuaJ ^)ii A jbx\l &Aa ^>W*UaTi ^^34 (J1a 

^wl^laLxAl Jj£jJ j jAl ^34 C** IAa 4 





cjjjjI jll U cj! jiSli ^ n^i gJll ^ * J* : Maximum Hop Count 

(Jlijj AjUc* £.UjJ lg.j\c> jLaJC^VI jLuiaII SJ j^> j-Jl dlljJ ijljll jA 

j lA^uJl j>a tgj^lj^j ^jjj djULJl ^.g.Vn lAA*jj AJakj <jj^l <J jj^a jJ djULnll 
D^A RIP 9 EIGRP -il (J Ajj^aLkJ 6^gJ <^Jl A_i^k jJl CIjV j£ jJ jJJ 

.djULnll jljjJ £i*l A^^laJl (J-oju ^^Jl CjV j£ J j jjJl 


Wormhole 
attacker 2 


Wormhole 
attacker 1 


Wormhole 




Hop count = 2 

Hop count = 5 




/ '"I 


--► 


\ 


-■* 

T\ 


Hop count = 6 


Lajuc. 6 aJIJI AijjlJb (J^ju j Ai jjx-a j A>atc. s^li ajL*,\1 j Split Horizon 

djULJI Lg-La CliLujjl ^j1\ A^Jl Ja djULnll J jj u j] A lijt ^ A^> Ja diULu (JLujjI ^jj I 

fXe, (J£julJ S*AC-UI o (J>ajLJ i** A £ jjuJ1 lIjV jS Jl jjj 



Jj^j^jjj j4*jj 6 Rip Jl Jj^jjjjj a_JajJI :Route Poisoning 

<JjA*J J j\ (JjAxJ ji JJJLJ ^vWj I LaJliC. difr ClljA^Jl AaLaC. e-^^JaJ R|P Jl 

^J aJL^ j£j J 6 A^ u ? Jl dll JJ jl jll ^LJ dAjJ.wJl J^j] ^jj d£ j]| jJoxj Jkl ^JJjuo 

^ Aj J u^al JJ jl jll J Aia Jl A^uJl j JhW,JI ^J jj jl jll j Jn,W,Jl (Jj^aJ 

Matric -1' ^ j^j Route Poisoning -11 ^Lc. ^ jV* i *u^l l <*1^ ^ 

.Next Hop -1' * V 16 uj^ ^ 


R2 “poisons” route with an “infinite” metric. 


10.1.0.0 10.2.0.0 10.3.0.0 10.4.0.0 



Network 

Interface 

Hop 

10.2.0.0 

SO/D/D 

0 

10.3.0.0 

SO/O/1 

0 

10.1.0.0 

SO/O/O 

1 

10.4.0.0 

SO/O/1 

16 


Network 

Interface 

Hop 

10.1.0.0 

FaO.'O 

0 

10.2.0.0 

SO/O/O 

0 

10.3.0.0 

SO/OO 

1 

10.4.0.0 

SO/O/O 

1 2 ] 


Network 

Interface 

Hop 

10.3.0.0 

SO/O/1 

0 

10.4.0.0 

FaO/O 

16 

10.2.0.0 

SO/O/1 

1 

10.1.0.0 

SO/O/1 
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i ‘ RDM J a-iL*JI :Hold Downs 

QA ^llLull ^aJJ 1 JJ A-ulj 180 A^-*J 

180 ^ JJJ-a C*J ^VujjJ ^aJ 131 Lai i AajIj 180 (J^l jill <L<u3 A jLc* ptiJ] 

A-ia. jlll J ^ C1 A£ojoi]| plil] ^Iluo A_uIj 

Preventing Routing Loops with Hold-Down Timers 

Hold* Down Timer 

• e • 

103 00 10 400 

7 90J0M r ^L/ I 

‘ R3 1 /\ I 

Update 
dropped 


FaOfO 


-m 

R1 1 


10200 


10.4.0 

s* 00 2 hop£^ 


SQO.O 


t^K»« Updtf* 

jbocf 10 4 00 




Network 

Interlace 

Hop 

10.3.0.0 

SO/O/1 

0 

«a j n a 


A 



U 

10.2.0.0 

SO/O/1 

1 

10.1.0.0 

S0/0/1 
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Network 

Interface 

Hop 

10.1.0.0 

Fa0/0 

0 

10.2.0.0 

SO/0/0 

0 

10.3.0.0 

SO/O/O 

1 

10.4.0.0 

SO/O/O 
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Network 

Interface 

Hop 

10.2.0.0 

SO/O/O 

0 

10.3.0.0 

SO/O/1 

0 

10.1.0.0 

S0/0/0 

1 

10.4.0.0 

SO/O/1 

1 


Same or worse metric received - Still possibly down • Keep Hold-down timer going 


• If an update from any other neighbor is received during the hold-down 
period with the same or worse metric for that network, that update is 
ignored. 

• Thus, more time is allowed for the information about the change to be 
propagated. 


(j c. SjU c. : Periodic Updates Triggered Updates 

LoJJJ ^£jjill j ^£jj.a]| <-** ipa^Il jJ <-** 11^ i \ W ^ 9 j 

(jLudjj A_i1a*J CllS J laJj^a ^aJJ ^llLa ^3 <-** v ^ jj^ll CLuA^Hll ^jl ilJ 

^ i* v W J I Labile. jA ^jjill i .vw ^ ^jLoj Cliia ijj 

^ (JjAxlill ^alil A£jjoi]| pJ j^> j>Jl Clll JJ jl j]| A.Ljuo jb ^ jlljuo Cll3 j]| 

1.1^ <£jjoiil j3 jj A_i1a*JI &3a 1 a\\) t a£jjoJI C* i J j^> j><i]| Cl il jli jl^)ll 

L_fl AjV diljLuil jlj^Ujudl ^LoJ J ^CLola cJ^jClJ A^JjoJI (JUljuljI ^a^C- j A-lic. 

^jljj^ll A_i1a*J jj Vj Lgll3j A g ^ I A^-^ jlLa ^j) 


Network 10.4.0.0 
Is Unreachable 


Network 10.4.0.0 
Is Unreachable 


Network 10.4.0.0 
Is Unreachable 

◄ 

◄ 

4 



• The router sends updates when a change in its routing 
table occurs. 





Border Gateway Protocol (BGP) 

Baisics 



CIajjIjVI (J jj jj. j (j£, SjUcr jA ; BGP 

^jiL LailJ j d A £jjudlt JaJj (J£juU aAc* Axlixjj 4 1 . 1 ^ 


k-huo 




^ (jj£i A^Jjudll j (Jl jL^ajVt ISP 

^llaJjuaJ (j£J J 4j J J (J j £ jJ j^}JI IIa ^ jJjola 


^ ClAjUdJ^^ AA^ I^A ^-^J 4 -JUdl^p ^9 1*1^ J^ AXl J 

l-ajxVujj ^ljl^.1 J£juu lg,j\c> Ja*JI ^iLluoj j \^A jj&A] djjli JL^. (J j£ jj j^ll 

• *^ 1 ^ s \c*» 


; j±ajA ^xjjVn dsV jJ (jl ^lu La£ 


Interior gateway routing (IGP) 

OSPF , Jl* 1^1 dil^jjjd]! J (Jasu ^^lill CjV j£ jlij^Jl 4 j 2 ^ ^ _jJI IL& 

EIGRP , RIP, 


Exterior gateway routing (EGP) 

Jl* jUJI ^ UiJ Jl cjl£fill Jjj^-a jJJ Ja*j CjV jJ j^>JI ^ jdb ^ I^A 

diV j£ Jj j^)JI C> aJJjuj tLgJ (Jl jL^aJ^I dJ^)J (jd J C5^ LliJ (jjfLi 

(JC- djl£jjkllt JaJj (JC- U jjjuiaII dV j£ jJ & lA j BGP , EGP 4,j\l H 


# djjlijVI 


179 1 f j^j TCP -1' Jj^jj jjj ^ 5 ^ lU*-5! ^ BGP J' Jj^jj jjj ^aj*j 

(J j£ Jj j jJI (JjJij (J-oxJ i _^H]l dj|jjjl^)]| ^Uj (JL^ajVI 3 — t'i 1 njl i 

. BGP Jl JjSjjj JJ ^ (jl (Jjfl La J j^ l ill l (>a*j ^ ufljxuw - 

La a*< (jl (J ^J^^)JI IL& L^_j 3 (_J-o*j ^^Jl (j>*« jl j. ^»-n- II (_yax J ^^Jc. ( S^xIilL iAllui 

. Jj^JJjjJ' '-fcJ J«*J (5^' <-ijLlijJI ^ 


YoY 


SjjoJI ^alLc* ^9 dC^^.^a]| ^aAl (JjA BGP -^1 ^) foj 

AdC- C1 )Ia ^LlaII Ai^)XA j ^-9 ^9 (J^Cuj j\j Ai^)XA ^Ac. L)J^ 

. EGP j&j 3^ cl >* * ^ BGP -M 

AS C5“^ J (J^LiaJI Cj^j <Jj^aLk ^^Ac* BGP -11 (J j£ jJ j^)J CaIixj 

. EIGRP Jl JjSj3jjj l«k 

cijl£^lil Jaj jj AjV a_i^. jlAI Aj^aLiJI diV jj LL aJ J jS j^il ICA J^»J 

(jCaxAl LfrjJaxJ ^9 S^)-u£Jt 

.Path Vectory BGP -5' 

(Jl. x«Vl V 1 A j\aC. ^9 TCP -^1 ^ J ClAjLnllj Cl A a jLt^l (J^ (J jfi (JaxJ 

^kVI Cl jljli jl^>ll (JAJ La 

Peers Table , Topology Table Jj'^ c^Aj BGP-1' J j£j3jjj u 

.Routing Table 

# AjajjI BGP 3 (J j£ jJ j^)J ^9 jLuia (JjJa9l jLlli.1 cIaIc. I j ^ ^aJJ 

Cllcl^C-j cJaxJ ^a^9J (Jl A £jjCAI ^jjjAI^a ^Ac- I ^ vvj All BGP -Al J L - 

. <_£jCJ lK-Aoj BGP -II J jJ cWl ^1\ dt jjj! jit A-1 ^jJj 

A ^ ul\\ AjkW! A^JjoA] (JA 

A-i^. jLiJl 

. J^x^aII ^ jllLo ^-iXAJ jil^A ^)JC, (J JJ J^)J BGP (J jl 

^aC'nAI (_£C^^A A^^juo ^9 JaI£ JIxaJ L-ilC' VI ^Ac> BGP “^1 (J ^IC^JjujI ^aJJ 
TCP 3 Jj^jjjjj ^a. ^Vu^ j Application -S' ^Aa 5 juLa]| iLUl ^ Ja*j 

. Port 179 



^jt AAU> ^9 JaI^ J< jud j lIjIjLu]!^ cIjIa ^IxaII (J^Li3 BGP -^1 cJ^h 

cxjj , BGP-^I c3f^ ^ j^j'j^' 

jl ^nwl ^aJ j JLajVI (j£* L_a9jjj Ia^juj CIjIa ^LlaII j djULnll (JaI£ JLuojI 

l* \V\y wMI (JLuojj Sj jI-*a ^Ciluo (Jj^ixilll 
CIjIjj.1^1111 ^ia^j ^iijud 4jJjl^)]l ClijA^j .l^ljjj I Ia^Hc. JLajI Clu9 jJ 

A-ijIj 30 SeC (-K 4-^-jL^! SCjxaII C1jI£jaa1] C1u 9 jlll y J^J X ^ J dJL^.1 j <jl9J I^JLujjIj 

C*n,wMl Clu9 jJ AS ^1 J cjl^^ ci^lc ^ ^>»Vi ^^ 1 ]! A-ilkl^l j 

^AJjoLA JixAJ AIaaaII ^JLxjojjI ^9 0.*! ]9a ( ^jl^J 3 SeC cJ^ 

^a^9J ^JA ^A A £jjudlt ^jjoAi^A ^j) ^ lx Aj AjjAj Aij^)laj A-AaC- ^aJJ 

aAiaUj^I Ai^)Ja]| Vj t aC jaII dil^)Jjl^)]| ^ia^j ^jl^)-i^Jl 

^jliJl BGP Ex -S' Admin distance 20 Su'^V' ^ 

. Admin distance 200 ^j'^' jj£j BGP In ^ j 

. Vlsm , CIDR , Classless ^l^S' ^c.^j J^*j 

^A j CljULnll (jljjC ^1a A-ij9j (j!)Lk ^ja A^ulll CljULnll (jljjC ^1a ^Jc. cJaxj 

. Split-horizon 












\or 


: BGP JjSjjjjj JL^Vt (> 

Single homed Customers 

I Labile* ^ilLa A^^yl £A ^)juoLl>i ^ 

<^^)judJ LgJaJj ^Jj 1 g \a ^j\x,x^i *Qj* 

^juoLa^ (Jlx^lVl (j^fLij <9 ^LaC. 


Company X 
Main Office 


OPTION A 


Default route Static route 

ISP 


BGP Internet 

OPTION B 


Multi homed Coustomers 

^jjj£jjuo LjJl] I Labile. ^llLa ^*lx!La oilj ^)jujLi a 1 jJaJ) ^JjS^ (Jl jL^ajVI ^ I.AA 

J d ^ lx aj .1^1 j ^jjjj^alLQ j L)^ 


CompanyX 
Main Office 



BGP Table , BGP-SIJjl-4 

<^11 dll jJjl^)ll (jjj La ^Xilii ^aJJ j BGP 31 (J JJ J^)J ~g„^ r - .idixj <Jjl-l^ <2 j^J ^ jJ 

. pg jlc- i_flj»Tn»i BGP 31 3 JJ JJJJ (Jaxj 

1- Neighbor Table 

List of BGP Neighbors BGP peers, Configured statically 

2- BGP forwarding database table 

List of all Networks learned from each neighbor 

3- IP routing table 

List of best paths to destination networks 

Yoi 



;c M ^ ^ L AjJUjI jV) ^^ui - 

<_U*j ^1 cjl jjjl jll 51 ^ ^jla ^ :Neighbor Table 

.BGP Jl Jj^jj jj ± j 


cjljluuJI ^ Jj^' :BGP forwarding database table 

l :> ^ BGP -11 J jli C j iljli jl^l (j-iJ La I^JUSIujI j LgJLuojI ^ CljULnll j 

CIjIjLoiaII aJJ 


Jj^jjjj^j J^u (jjjUc. ^ ji^j Jj^JI La :ip routing table 

CLA^JjuLI! ^ 1 \ (J JJ^a (3^ cJ (J^L A g.Wxj^l Cljl^Jjalil I ^BGP -^' 

,aAj & juo <JSL 


BGP Messages 
BGP -S' J^j 


BGP -S' l ) 1 ^ 4 \\jscl JjLujjII & ^^klLuoj 

^ jVun djLa ^Lt^a ^-Ic- ^ ^ 4 -LuAjujV! 1 g *^jL _5 LgJ 4-SLudj ^ (JLujjI 

; 1*1^ A x> (JjLuoj 4 juj) <J^a j 4 JjL, jll o^A 



1- Open Message 3- Update Message 

2- Notification Message 4- Keepalive Message 


LLa ^Ac- L^L^^juoJ jVujj BGP -S' l) C5^ <^^JLola]| (JjLud^)ll ^a oAA 

# ciLa ^JLuoj ^ 

cJjj jl jll jjj La JL^jI sUS ^ 2 a j ^jhn ^ aA 5JLuj jll &Aa ; Open Message 

ID. -S' ^j! j4£* (^Ic* LjaJl jlaJi j tSjjL^al! 

LV jal Aj^jii^ JL^jVI sUS ^Li ^ 5 Jj>ola]| 5 JLuo j]' $Aa ; Keepalive Message 
4,jUx\ A- ijtj 60 Sec cK ^-SLuoj (JLuojI ^JJj 4 (JLuojV' 4jL*,J ^ jlll Cj iljJ jl^}]| (J-U 

# V SljSlI Ajl\ ^a ^1^1111 


Y oo 



,(_£ dlLa j ‘"'LL . WiM ^ya jjj£]| j C_iI jL.,la1I j I^sLAs] 

^JLu j JL^ jU fJ £ djj^ *Lka.Vl cf- aJLj jll o 1 a : Notification Message 

.l$k.j 1 ^-ilc. t a^Lill ^ill f.l L-s.Sfl 1 g 1 -v j j^cj 


BGP Startup Operation , BGP-5' 



Ajjdij jj* 7 -"; Iajjjui Aa.1 ^ 1c. BGP -51 (J J Clibl^c- j 4_ilac. Aic- • 

3JLaJl j£aj ^ jilui LjIjj CL uAaLlI j jjxj]! ^ IaiJ di^L^. S^c- 

. U^- J^J 

^c. L-i^ajj] 4.1 ^. jj 5 I JjA^ ^jc. diaJI ajLwu ^ jij 1 LaAjc. 3 Jl^. *aa ;Idel State 

.l$ j^vt <— it jjijjii 


Jj_pA <ll^ ^ j a*j ajII <»jj ^ 5JU. ^ 4 JLujj]I om : Active 1 State 

.Active ^-5^5' ^ Jl 

<Li as <jj£jj i^jlu jl\ jjjl jl\ L-ajxj 1 Ua^ jjjl jll <JU. saa : Connect State 
1 . j3 ^5aajujj] jjaJI diLa jj ^ jflj ^JLuij saa i Open Sent 

.~g La (jLutfajVI 

jjjljll fjh ji JJ La sLa L_bo^>. A^laxj 5 JLujj]I om : Active 2 State 

.jLajVI AjLuu 

^2 i>j^. j-oil Cj \\jfl <asl <iLuoj djIjc. :Open Confirm 

# c!jU jLlaII (J^Li3 j (JL^ajVI sLis ^Ac. 4 £jjudlt 

c L* cjUjkJI JjUj ^ j s aIx * jll : Established State 


Yon 



BGP Synchronization 


AS 10 


AS 11 



V sac. tail ®aa AiJi j j BGP ^ La ^a : Synchronization • 

iJS IaI Vj ‘ IBGP (J^-^ (j-a 1 gj'c. Rule &AC.15 c?‘\ JL- j) ^jlinnl 

(J^juIj A \»,S«a eAc. Lii]l oAA A ila. I All A^a A.I1 ^3 4_k^al_iJI JG^P — A^l^jia 

4_iLaJtil sAgJ (. jULl (_J^£- (jjjAig-a ^—Ic- (__l^jj ^lil) 

Synchronization tiliil 4 jL»*a 41«*j ^aJI ja >>Sf' 

Router (Config-Router) # no synchronization 

Disables BGP Synchronization so a router can advertise routers 
in BGP without leming them in IGP , but make sure that you 
make all restricting to avoid black holes . 


• BGP Split horizone rule : Avoid routing loops inside the AS 

t “'' V‘ w ^ (JLujjIj dll A^i ^ J 1 LaAjc. Igjilia JJ Ia^. A ag a 4_ila*JI oAA 

A-lLaaJl oAA £-a LOOpS '- a ^ cj L jj dlljJjl^)]l dlllL-ldlll (J ^JA j . a 

JLaijL JJj'^l ^ jAj ' LaAlc. <JiLa tdllijA^dll 4_La (_£aII AaLaJI ( _ s ic- c^5^!Lj (J-a*J ~ j'a - ' » u 

jjl Aij j . u AJLaJl oA^j j i 1 ^ (_£^)dl S^a LgJljaLuil Ajl*_i V AaLa]l CAjA^JI]' 

.Loops Network ^ dAjln]l u' 


Full Mesh Fashion (sessions between all BGP neighbors) to avoid 
split horizon rule. 

Iaa. a i >» 'LaAi. Aj a< w { ;, Uj^i ^ji£ j] a£±»U1 &1a l_uc. ; Full Mesh Fashion 
(_5- 3 Ia^. jn< t ^ ijrA Iaa 4 ^juoLi^ JIaIj 1 g J <LL^alLa Cl il^)J j 

Cl)ljjjlj]| (JUljujI j L_uAj J< Jud j S j 4x-^)jud]| 

• 1 l ^^jCiLuo (J It j Jj J A £jjudlt J 1 jJaJ) 

.aaljAS A^jjudll L<l>i AS AS ^ 

JLij cijULnll j! jjj A-il^ ^UJ] f dca Route reflector 


Y o V 


Level ( 3 ) 

Ethernet LANs and Switches j Aj\^a\ \ CnjL^\ 

dJi ii 

Ethernet LANs and Switches ^>jVI 


260 Ethernet LANs ^j^V' 

263 Ethernet Frame Format j^! 

270 Switch 

277 Cisco Switch Configuration Command 

278 Virtual Local Area Network (VLAN) ^a1>aVI 

295 VLAN Trunk Protocol (VTP) 

308 Router on a Staick 

311 Switch Port Modes lAr*^' 

314 Spanning Tree Protocol (STP) 

326 cjtuuj^uJ! (j* STP switch port states 

328 Optimizing Spanning Tree Protocol -M 

329 Per Vlan Spanning Tree (PVST) 

333 Port Channel 

339 Ether Channel 

340 Dynamic Host Configuration Protocol (DHCP) 

356 Network Address Translation (NAT) 

367 First Hop Redundancy Protocols (FHRP) 

377 Network Time Protocol (NTP) 


Y o A 



Ethernet LANs 

AjIa « 1 \ CojjjjVl Cjli^ui 


o^-*' AJaij] : Local Area Network = LAN 

Clll J ^ajl ^j£J J ^)Jj£ 4-iii-lj A£jjuo jl L_u£^]| jl (Jl* S J S J j.W^q 

J Cj \\jfi jl^}]| J Cljl^uoJJ^joill (Jl* 



Token ^yj u^j^j Ethernet ^ j^j : jbbjL 

jl ^11 SjIjlIIj jj ^iL tgJla ciajjjjVI ^ m J lI^ 3 Ring 

^JLX-AJ Jjfa 


AjljuoI ^]| ClA£jjoi]| Cl)2)ij^a ^a lg,x.>axj A j\*v^\l ClA£jjai]| jJ (J^aj 

. Router c* 1 Jjj 4 WAN 

- A \j CjI£^uJ) Jj) jfl 


Jjjxluuiil Cl£ jl) jj3 jj (J^.V A jWa\1 4^ u ? L\I ^jo4j ^ (JJJ C*iIq\a\ 1 (Jjbli 

^ ^-H^J V C* n«\ CLjI£jjoJ) ^jL^ajal jj2 jj (JaIc. AjI^a]) a£ojoi]| j/Wti idjliLil) (Jill 
jl A£^juJI ^3 L.J ^jujL^J) l£ (J^ 3 O^aJ) j Ajutla S ^a (j£ 

j diVVI (JA l&^JC- jl j Ajj AajujLq j) j AjuUa ^ 1 \ l_u^a]| 


YoA 



JajJI 4_aj Ja (. jjj^a jlS <Lalc. AC-IJ ix. ^ (jc. du JjVI ^)J*J ! Ethernet <-— UjjjVI 
Jc. dlUa^a Xc. j-a^-a (jJJ (frame S) d)Llla*-aSl JjLuij Jj j JL jjl 
Ai±k]l 1 (j n'qiMl LLiid jii*jj (LANs) <^11 -51 J (workstations) 
J data link layer dj bla*J I Jj aJLL 2 j physical layer jLjJ 
dLl&Laj (j^ajl j. AjAdL ^ ,Jj ( _ 5 ^S OSI \l()(lt 1 -SI 4 ^ j'ia^tl ^Jaj]| (JLk^ajI c a;.^» JJ 
J^JLaSl jLiiSI oAjuj cdl!}bl£JI (J£juj (J!La OSI - (J 1 4 AflaSI - A-pLaSI dill j£-a5l (—ijUajj 
- Jl LSSa J) Laj dLkxJI Jd, J ^OadSI JLjJSI dljLJb 

Jajj Ai±L jjj MAC Address u'jdSI <_£-* OSI - J ^ JJail 

.( Data Link Layer) djLk*dl 


LgjjAii AlA J C— ua^J \ S V ^ ^tc. Igljdj Ala ^-alda jjali d±j JjVI dlldflj (Jl J V j 


JLSI Jldal jJj £-a UdLaSI S j^V I ^Jj£l LjIjclLuoI j ^jI^I £juo jlill ^Ac» 


a c* i\ j i V i £juojI 1 Lo 11 a j Sjj* *ll<&jI (J^ia. A-illc. cislc - jjuij 

Sj9 jIaII djlc.^)jud]| dift S^Cr CllJjJjVI ClA£jjaA j B LaljLkljuj| t& jl&lj IjLulLII 

Xc.j^^Aii Mbps Fast Ethernet : 10 c&SI : Ethernet : (j j 

Gbps 10 Giga J* c&S' ** Mbps Giga Ethernet : 100 J* Jhil 

. Gbps 10 U^a JiLSI ^£ju ,jijj Ethernet 1 


: Ethernet djji#l -S' <j j*^uLa <J£ 1 j dltj^l • 


Ethernet = 10 MB I Fast Ethernet = 100 MB 


Giga Ethernet = 1 GB I Ten Giga Ethernet = 10 GB 

: (Medium) JU)J' ■k-J 


Ja dl!>bl£5l *A& (_alikjj (Jjjutfa Jl d£bl£ <j-a J J SAC- du JjVI ‘“'l^ J ^Adldi 

s^j (Data Rate) J^SS ^JdSI <*^JIj ajiJI 


JjI£ ^ takU ^ dL J j J J jVl <_J ^ (Coaxial Cable) : (j jjp^SI JjI^SI 
aJVI Mbps 10 > 4 j ^ 10 * jS=a ThickNet ^juo !_2 L_S^C- 

v j 1 ^ (Network Span) UaJkti VjL ^iLj ^IkkVl < - Base Band 

jjUjij V ciiis^jj iS&c* 100 1 ^JLj ^9 >^x\l j 2500 

Ja*^ ^1 SjA*JI ^jj ciii^ Base 5 10 Lilajl ( 1 JJU J 500 -Jl ^JaAaSI (J ijia 

. ( *J a laiS J ijUl Jl O Jj Ikkli Jl Jl Base -J'j J^' 

jxall Ja 5 6 Ja 3 ThinNet La J$i l_Jj_ja-aJl dl^Ll£]l (j-a ^kVI ^ Jl Lai 

Ljk&l V Ja ^iLj t^LkkVl Base Band Mbps 10 Jaj 

Lja&l Jj JaLJI J aa*JI a Ac. j t jl a 925 -S' i -r 1 (Network Span) a£JJS 

Base 2 10 IjJojI jlLo 500 jJ jJa jjUJj V 30 

(J ^ia]l 2 Ua^Jt L Aju A-J l BftS0 -II j (J^ill ^Aj d^jujlII JJ Cilia. 


vn * 





XO -} dijjjjj C1 A£jjuj A C1l>IjL£JI q a dill!! cilUA j 

Mbps 10 J-^ j*A> f-ui ^ . * - * . £ <JA£1I jJaa ,iJjj dii^ Broad36 

(Network Span) ^ V^S ^jjjj t^lkkVl BroadBand 

.jS- 1800 -S' J > Vj ji. 3600 m 


Shielded Twisted Pair ^ 4Sj Twisted Pair : 4-Sj^S' cij^jI£] 1 
^S' '-S=^j la^l jlilikj Unshielded Twisted Pair (UTP) j (STP) 

.Ail^ ^ic-l Aj£J J A^a jIaa ^)j£l (J jVI (jl ^ ij'vj 


(Ji5 1 - * . £ ciii^ UTP ^ lIajjjjVI ^ 

a<^]\ UJ^i v jJa t^UaiVl < - iiSSl BaseBand Mbps 10 

j 1 * 100 -S' ^iaLJ' Jjla jj44) ^j> 500 -S' (Network Span) 

. BaseT 10. ^JOJ Lj Ljajl 


Mbps 100 -S' V^*j Mbps 100 -S' ^ UTP -S' cu^l^S c*IUa j 
. *V^ jj^S ajJ^c.1 cJ ililuu» jjSjjj cjj jljj Gigabit -S' cs ^ j ^ lAj] 

jii djUaj UTP -S' i> ji&l (Optical Fiber) : t_iUlVl 

ciiulJ j hubs j-*S' j (switches) jj ^ WS'-c- j 

l ^aK! J] dAjlal\j l_LujI ' J ‘ "~*j"' al-lkUmVl 

; Cjjjl^U TFFF -IS uLuajjil 

802.3x = Full Duplex 
802.3ae = 10 GB 


802.3at = POE 
802.3u = 100 MB 


8023ab = 1 GB 
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Ethernet Frame Format 


CaSjjjV! jlla) 


4il_ja) ^ j ciiUUJl LjJij ajLc ^ : Ethernet Frame Format • 

j 4 klLall (J CllljUJI eA& o^C.Lul« CllULnll ^Ic. djLa_jl*-a 

. CjUU. 6 f^ 4 ^ 4 f 44 "^ 26 UJ^ 


f Ethernet 1 

e 

6 

6 

2 

46 to 1 500 

4 

Preamble 

Destination 

Address 

Source 

Address 

Type 

Data 

Frame 

Check 

Sequence 


lsj 1 ^ j Header 26 bytes 31 '3* JjL Header <> ^jV^I jUa) jj£La 

4j AjLi. <J£ j dlLa_ji*-a (Cj IsJl A-jLi. aJal»a (_]£. jIu 1 aq j* 44 f) 

A l -v 

31 i^_u> (jj£L Ethernet Frame Header 31 aLji^ jSju ^ jiU jSfl 

. Header 


1- Preamble and Start Frame Delimiter Fields 

2- Destination MAC Address Field 

3- Source MAC Address Field 

4- Length/Type Field 

5- Data and Pad Fields 

6- Trailer Field / Frame Check Sequence Field 


Header 


Trailer 


r 


A 






Preamble 

SFD 

Destination 

Source 

Type 

Data and Pad 

FCS 

Bytes 

7 

1 

6 

6 

2 

46-1500 

4 


U til jlla JiLs. j Tralier j Header u 44 ^] 4-j] ^ • 

31 o jj^ 4 4_ii£ ^ jj£j jj <_±>j 4JUJI oiA Data and Pad f* 444 

^ $.1,111 j ) l_±ij^ j ^Jaia j£2dJ (JJ-aJl ^gJ] jluull <j-a «.) JLjlJ Header 
l_lujLia]| (J^Lau djULiJI L>* (-K Cj iULnll i - j d)ULu]| 

\ 1 \ 




Preamble and Start Frame Delimiter Fields • 
j B ytes 7 v>- * j*>j Preamble Jk> 


<_&3j j^V' ^ Destination J yn » i3 lj Source >3' o^ o*' j3' 


_ Ajc. (J- d)La Jx-a]l Jo 




DS = Destination MAC Address Field • 
Bytes 6 c> j* j Destination MAC Address O' J** 

(Jj 3 O'® aAaJLmx O ' j ? (JJLuiaII tilLall l "'-"g A 

O' j jc- j lJ >31 o' Jj ^133' (J j Data Link Layer 2 aJ3I 33331 

O^a J31 o^ jWr- cJ (j-aUJI MAC — Address > j3 3131 J 3 <J3i-“3' 
Sac. 3il£ ji (Multi Cast) 3c. s^c. ji (Uni CastJ^j *3c. J ian . 3 1 oJj 3j , 

. (Broad Cast) a£JJI 

AS = Source MAC Address Field • 


Source MAC Address Field <J->3! u'J^ 

Frame 3! J3 3^ j31 MAC Address 3! ^^3 Bytes 6 (JC- DjUc- j& j 
Frame ajI j c)-^^ jtg-^ ajI 

: Length / Type Field • 
Length/ Type Field £lj‘l jiSl Jk. 

Ig3l j'* > * 31 j ^jll <JcV' ( _^3 ^A^!Lul3I jj 

05“^ 4 Uxiljjoill AlLa a 3 C^l£ ^jjudC- ^-juoljjaill 

JP dijjijVI JJj J> jA ^Vu<j 3I UlaJI 4-flfkll JJjJ j> 0^ (J*^ 0800 

J&VI AiJall J j£ Jjjj o' (J^ 8137 >3o ‘LuSJI J>^ '-<H“ ‘ protocol 

. Protocol IPX ja 


: Data and Pat Field • 

Data and Pad Fields ^3LJI JS* 

' g jl<~- (_J'j ' g " ‘ ‘q) 1 **'' j'*** 31 0^ >*Jj <JJ3l >*j-® jAj 

Data Link Layer 3 ^331 Ai3Jl o* U »j gJ'j Framing 

ciil^ u!u\l o^j'-^ c - o^ *3 j>“3' Network Layer 4 31 ajJ JI Ai3all Joj <Lja JI 

. a£JJI (J Packets 31 aj^jj j IP ^ ^Vl 


nr 



Trailer Field / Frame Check Sequence Field • 

^jc. I jUaVI A_J ByteS 4 (jC- ® jA J 

Frame Check Sequence FCS ^ 
AiliL* ^lj3 4 J (Cyclic Redundancy Check CSC) *Ua».Sn c 
'Laji ikjJ L-iLutaJl jUaVl Ajlgj DA L>° 1 «.Aj <J jiaJI ^^Jc. IfriLflaJ 
(,\ U-kVl c 4_Lajjl (jjjflj Jjjjlail (J ' ula1\ ^ ji) (jLflluiVl .lie. j JjU^I FCS 

A j\^C. s-IjjI FCS C-1^^ AIijjLLo j 


Source j Destination Address DA J A=3' j' u) • 

i_s* LijSj Header cs^J ^ ^3^ Type j Address SA 

: Ethernet 802.3 :j^=V' ^ 

(Jia. II _jA_j .1^1 1.1c. A ajI . .'11 11 a a '1 ^ 1 (J " cj ^*' N - 31 i 

j^Ji 1 jji Igiil j (jjjijluJl Bytes 2 31 ^ ja j Length 

. data ^3lnJl Jii^ <> JSa. ja j MAC- client data 


^l^uh ulZ£ j iflLLdl ^ * ULuaVI Aatf 

Carrier Sence Multiple Access with Collision Detection CSMA/CD 


Host A HostB HostC 






Figure 2.4. Principles of CSMA/CD 


ut 


UJaia ^ j Medium c^j D j C j B j A ^ jL-ajll 

(JVi\ujj IaaIc. B s^£*il cijUjUj JLujjI A iS$xl\ ciolji gpa^ibj Segment.. 

_ll gjl jJC* 4 JjIaaj 1 g \a (JS ^ j^Ujj j a£^L Alx^alL^ll Mx\\ A (Jjuo^aII 

^jl£ ^j| ,^Vn\ ^ jljll £) A (JjiloLAll £a LgJ ^aLk]| MAC 

jl£ <JL^. ( 3 ^ J . ^9 D J C 4 _j ^a j 9 J La < 1 a^j Lgjl^ V)j jg.x^a^sj 

gjl MxW g^a &S&C* (J ^ ^) llxlLuj (Broadcast) gjl JiiiuLAlt ^jl jlc* 

CllMjl (Jl^. ^L^aliH ^ 1 >Wj 4 _m]| ^Jc* ^.Laj j ^a j 9 Jjuo J 1 g.juo'Vj (Jjuo^aII 

J Cll 9 J ^9 jUal (jLudjj 


"^jcj^aJ 11 Lgjl^ -iajuo j\\ ^1\ J^)ia (JLujjL ^ j9J gjl Ji9 'iS&C* ^j) j \ e\'x.±srfj\ 

^ Ig.lLjjjj Carrier s jLLI jxJiiLju -kjujjil 

jlS ji (JLuojj 4 JL^. ^9 tilliA ddl£ ^jj l og.j c^lli j >>C5 JUJI dj 9 j\\ 

^jl &Li*^a j | j^ixlLoll iLaill a ,Vqx\l ^ 9 L ^-S] 4 JL«ojV JIjSjjuoV I^aL^. j J^joj j\\ 

^9 l * LgJV) Jajud j\\ S&C* ^il£ g^a 4 \1 jiljujl Jajuj ^]| ^} 4 C- 4 JLudjl (^\ 

* 4*^11 9 ^ 4 JLo&L jl^ll iLkjl 1 j 


(JLuojLj j ^ jli Jajuj j\\ ^jt 


xl Uxl 1 


LoAic. ^jL^alSl c :> lWj 


a x^O ^\l C, juO^> 


U^j (4 a£a^]I ^1 4 jj^alLi ^) ^jl L<iJj . .<joiij Cll 3 j\\ ^3 J 

^ <La *iA±^. ^Sl ^Aq» \\ Lgjl ^Uill 4 £jjJq]| ^) 4 C- ^Li 3 Jjuj^)J Cll 3 ^11 

^j£Jj < 1 juj^a]| djLujVI ^ S>Vto.\t ^jl j^alllt Aic- v W J ^ 4 £jjJdH 

Cj^* l ^jljuoILuojjuj 1 ^ ,\\cl ^ ^ graiTible cl) & 


^li.lll]| -lajuo ^11 ^aJJ ^^ 5 ^- A-lixij 6^)4^ j 

ci j^' c^) s^c. c qVi^j ci 3 jjill t>^A JjL (back off time/delay) 

f.t v^Qil Jju JLuojV) ojlC'lj S&x It ^aLlB (JL^. ^ A ^j>a ^a^L^allll dj : ^11'^ j 


Segmentation Sjp ^1 5 ^ 

4 ^JU^ Collision Domain Jl^> Segment ^ j^' <*- 2 =^' 

^JoLdJ 4 Mx.W jl j LoIS ^p£l Ijfl j ^jJlJjuoJ j L_lxj^al J ^Sc - 1 4 -ilc. ^ajl j^alllt 

^ajL^aJ (J^-dj ^JaLLa 4 ^ Uxi\l 4 j\^C> 4-1aA| ^JaJ liA j 

l>^ j ^ lK J «^3 Multiple Collision Domain 

a 4,^u^\\ 4 j^Vi^\l jx^al , ix\l ^4^. AiLjalj 4,^u^\\ ^Ijuo j 4 diS j\\ 

Segmentation :A£j 41 I AillLa cjUl 


£a <lx^aio jjc. ( A-lalLo s^c. 4 £jd]| c'\axA Segmentation 4 ,jUc> 

JjLii <illk. a ^JaLLo g^Tn S&C* ^llalLuaJ C* n^,j jU 4ij^)ia ^4 _ _ lg,x>a^,J 

^9 4 £jjudlt AaU ^al it . . 4 Uj 1 jj j Jallj ^at^JLujl i£ ^-4Aj 4 1 g llJ La 43 djLo 


\lo 


Ailj^A A£jjoJI LajIj (JjI£j Alx^allA S&C* ^ja Ailj^A aJL^JI a^A 

^ S^g.'N VI (^JA ^J-1 LuoLjuO I 

(Data Terminal Equipment DTE) <p. \jLl\ a<^A\ j^Aic. ^ju J jVl £ jd\ 

\ £ II j£l jujI j djULnll JLujjI ^lill S^^Vl La <JSL JIajjj 

(Data communication^^! £_ jjl! j 

l$ J) j 4 ^. tj-o j jjJ=JI JjaWj j Jalii equipment DCE) 

J-ac. l^j-a (jAj Repeater ( *j^V' ® j^' ^ Jiaijj 4ili^ ciiUlt ^aj 

Routers -l'j Switch ^1^'j Bridge ^ j (4l£ Hub j^j^' 
CjliUaJ U£a£^I ^Lud jJ J Segment (iH 0 ^)j£| Jj^a ^II Aix^a 

j^U& .^J <> Network Interface Cards NICs 

.a£*£]| 

[A^Jjudll ^JaLLa ^J- 1 J Hub ^l.^'Vudl 

^ <^j j' j^' Frame j^V' Hub j^' ^ 

^JaLaAll Ait£ ^1\ Aj A lx^allAll ^JaLaAll ^ja ^1 ^Jc- *1^1 jIa jUal (J?\ J^)aj Aj| 

&1a Segment AJajj^All ^x-aLi*JI Ail£ ^Ic- c* n^> 

^LVuxl (Jjl^j ^ J cJiill OjI.jIaC. j^l 0 ^ j-L&II i U jjI Clil jUaVI ^Jaxi Akjjjall 

\ g,\Vi Lf^ ClAJaxAll A xiak^JA C1 jV^-aj ^jjaVi ^lill lIA^JjaIL Ijjj^a^A 

;A£axaI 1 ^JalLa <JJJ Bridge ^hVuxl 

ajL Hub u^ 0 ^ Ai£j j a£jjoJI a q\i*s a ^jxJaLiA ^j-ij Bridge cJ x -^j 

AIuOJaII O.V^xll ^Ac- ^ ^A jLlaVI (JLuJjLj ^j( jJC- 

^jl 3^-SI Cljli o.V^xll ^ Jj laia a1juj^)J LajIj Aj a!x^31a]| ^JallAll 5il£ 

Hub c>^ cs^ -laSS j j^ . J^q A jjj Jx-aj Bridge u’ c^' 

(iH 0 ^JaLaA S^Cr J A^^. ^ja ^Ja^A ^j-lJ (Jx.^aj 

V Bridge -11 ^jLa ^JaiAll ^Jl ^jljAVlj (JiiludAll J (JxjJ^)a]| (jLa. J 

(Jaj dll j\a^ j ^l-^l (^5^ I A.W^j Ia I^A j ^ ^ja^A ^1 ^Jl jUal ^ \ ^)J^)a1j 

b jl jllll ^-Ic- ^ Ajudij di3 ^11 ^Ja^A ^ja J^l ^3 SJ^jlIa ^^1^1 J ^Ja^A jAx^j A,j\^l J 

;A£axxi]| ^JalLa (jAl Switch AJ^f^l ^I^IujI 

,\)^ j a£^xa jj^aixj IjAa cUli Ports s^cr <ja Switch <— aits 

u^DTE - j' Switch ^ jj^' j' Hub j£j^' DCE - uj^ 

L_k]j^A ^Ja^A (J$ ^JaLLo S^Cr ^j-lJ c)x-aJ S^ Witch AJ^f^l (jl .jl AjulJa jl LluoL^. ^JjS^ 

Switch aJ^iiaII ^^aJLuaj ^iSI cijl£jjud]| c)*^j Laa (JjI£JU a Ix^Ia j Node * 

CoUision Free .^U-aSlI t> (Switched Networks) 

YU 



llA A g ^ ^ (JIjSjjujLj Switch ^ ^ 

^ c> Switch ^] Segment 

Ajaiij JJLoiaIIj S^juoLi^ Alx^alLo j port ^-1] JiilLuiAll (jl jiG* 

1c- ^j^alc* ^1 (Ji-juj (JJ^ 4 LiLai^]| 4 g -v \\ ^Jj JJaVI ^y^yoJ 

A j^a^J V 13 jUal (jUiLujU A^Jjudll 

Half j' : Full Duplex technology 0 ^ 44 ' u?^4 Switch ^144' 

Duplex Technology 

4 j switch ^44' 4Ui^ ^ port -4 l« J£ <ji Half Duplex 4.44' 4^ 

<— ! flj 44a JUaiuiVI ji 44a JLui jVL <»j4 u' ^^“'j NIC j' DTE j' DCE<j-« ^ 

e Jl^.1 j 

J4 jL jl (X j^un 4 _j 4 j port 4i4l j' Full Duplex L4 

(Jax^g (jl 2>1 !Lg 3 _ _A>a^^Jl L_ac.LjaJ Laa 1^1 j Cli3 j ^3 L^JIjSjjujI j ClAlLnll 

u' I4$i Full Duplex C 5 A ^4441 4441 43l£j Mbps 100 J4 *j J4' 

. Mbps 200 J4*j l ,% ^ nJ 4 ^11 Jill I 4X» Jjuj 



Media Access Control OR Mac Address 


C8 

60 

00 

BA 

95 

65 





-/V. 



J 


OUI [Organizationally Unique Identifier! UAA/Extended Identifier/Device Identifier 
Identitas Organisasi/Vendor NIC Unique Address assigned by vendor 

Seperti Network Portion pada IP Address Seperti Host Portion pada IP Address 


> * 

Ailku Jsujj sjjjs 4ua(Media Access Control) j' o» j4 44 jl>i41 j±i*j 

( LAN) . ^-4a_« A S>J ui ^jlc. Ija. j4l A &J . jJllI Cl)lal4aJ (jjj La JjJXalll] ^Lu<a4l (_Jj3 ^ya a£ajj±H 
^4141 ^^a aSj > « 5jLlaj (_^i V 444 jj-4' I4& u (_>< a _9^)a4l j 

. 4141 ^jl jl£* (jjaij iklj 


^aLiJl 4 W jqi^H alLgjudll ^»3j x laJJ Lo LJUlS 4jtlL^a]l 4-S^)jud]l Ji3 ^*^4 All Lclj j 


(jIaj g4'j OSI < ■ t-i u ia. (Data Link) Ai 44 ! ^ <4 Lu j ,a£ j4I 

: Ethernet Hardware LL^i <_$ j ^.1 ^UujL 4a ^L j^a <LiL u jLu^l 

adapter address , physical ‘ hardware address ‘ Address (EHA) 

address. 


Y 1 V 


(j! jlxl I (JC. TCP/IP J ^jl\ CjKujg\t ^ 

Resolution (ARP) lwA 3 6 ^ IP-*' <A 

Neighbor Discovery l$' (NDP) J * (IPv 4 ) ^ lM c> Protocol 
broadcast c£A J-*» jVW f gA lA* (IPv 6 ). ^ lM c>Protocol 

a£jjoi]( (J^ j tilLa <jl ^ixJI Ethernet - ciA£A <J!La- 

cj’ i>j jl g.>\t ^<Luo^a 1 I ciAinll Frame ( ^uuojj 

Data -11 L^Jl aiLuoj cijLluoLujVi ^ 3 ^*..* (J^a ^jl u!^ 

Cjl^ujj Jj£oial ciAifLa^ A A J OSI (j* link 



: du 41 jkii hm £ua\\ ^uii ±m\ 

MAC -48 ^ tilLJI jjjUc. ^Uk] L 3 ^' IEEE 802 u) 

1 ^-La L_alljj CIjIc. dbuo <jl L_a]ljj C* n*s a u j (J£juLj 

jt Jo-sj ^jjjc* g}^ ^j-lJ I I ^Llaillj 

J : address2 01:23:45:67:89:abJ^ . J^jV' ^ 


>j Cisco <Jj§ c> A 1 * -A' addressl 01 : 23 : 45 : 67 : 89 :ab 

t^JUdC' ^JUjl^JUdll ^Uyb PJ 1 g Lq d ilc. ^ ^l^lkluAj 

.JLui jVI sjjj jj e_i^. ^ j ab 0123 , 4567,89 : .-^ 


6#j^* Jj-4 
MAC Address Table 


j (jjjjjjuJl jig-?. <Jita ^ AjUj ^jj Jj^aJl _^a ; 

Loa ^jjIl^jui]! aq^\i j ls 

d^juoLaa Ajil (_3 juj^a 1I jl ^ ^ cIjIjLjaII cjW 

j Forward filter Table A-ilc- c 3 ^A c 1 h° l)j^^ 

MAC j Physical Address j Content Addressable Memory 

Address Table 




Mac-Address-Table 


El: 0000.1111.2222 
E2: 0000.1111.5555 
E3: 0000.1111.3333 
E4: 0000.1111.4444 



HA 




jf Ja^aII oilj Hub ^ aa^I a**!* jt^ s jUo ja ; Switch JajaJI 

yjj^allA y£ Cy* LS^ A_i1axj A llit judlij ^ ^AJ I Labile. ypJJ^juJl 

yr* 4 - b>^J f j* j Source MAC Address -M f j 4 4^' Afti* yr* 

(JaiaII y)^lA ^9 J ^aII 4yjtj^A]| (JJjIajlII (J jA^> 


^jii^ jt^ J£1 Source MAC Address ^ ff* Aia^!iU 

x joJ j j jlc. L_fl^)JtIl]| ^lil A-l3 (Jj^allA]! Aa1a]| ^9j aLHa j q \ ^d*Jl (J^auaUJ 

. (JjAaJl 


Aj] ^ W aJ A*J j aA\ j^aJ yjLa*A y)C- S^ljC* y)AlJ^jud]| jl (JaiaII A91Aa y)A AaIa y)£ 

One y^AjjJu^l l£ LS^ ^ XJJ j4 A9L1 a]| y)A AAIa yj£ A ^a ^AL^allll yjLa^A 

i_s* iaUJt uj^j uj c> j^ 1 J^' 11a j ? Collision Domain 


A^jjuoJ AaIa Aa> j (J1a A_i 9 Aj^aLi 4x-^)judJ yjAXJ AaIa yj^ y)» Laa A^Ij aAI j^aJ y)La*A 

&AA A^jLuLA y£^)^l A^Ia ^-iSalLudJ Vj AaLaII ^9 Aj^aLa* 4X-^}jal]| &AA Mb 100 

A^^AjuIA ^ ^ 4 ^ 4 l ^*>\ ^ A-lijjudA A P- ^ L L 1 A»1 \ ^Q \ a ^ 4X» Jjulll 






Collision * ^t^=h 
Domain 1 




Collision 
Domain 4 



Collision 
Domain 2 


Collision 
Domain 3 


U<\ 



Switch Three function 

(Jauj-uJI jj JjaaJI uAilia j 



Jl^.1 j j 


■ " ur* j 


* g ^ juj ^ ^aA ^£>Aj ^M-juj dA^I^ A jjJa^ LS ^ ^ 


1- Address Learning ^ 

2- Filtering / Forwarding Deision j ^1^ 

3- Loop Avoidance £)jjj &* 


(J ^ JjUaII jl ^jAlJ^jud]| ^9 (JajU L_ijlJa^]| ^A &AA 

&AA ^jIj LS^ J l)*- 3 - 3 l3La j ia (j£ A qjJ^a j ^-4lS A^l j 

(JaiaII (J^lj ^9 A qjJo ^]| 


Aij*^ (jc. 4 Jj>u^I <='^ lOu'-* 3 ' A* 2 Address learning • 

5i dua. JaiaII Jju^aiJl i MAC - Address ajjIj jjill 
AaU*JI 0 j^j Broad Cast: ffff.ffff.ffff * j^4^' <-A' cW ckA 3 <j^ u^j'-^' 


J ^aII (JjA^ ^-9 A \j^k jluJ j AjjLj^II ^.jA^k AijXA JajaII ^-iLalLuaJ 

^aIII La£ A-ill ^ jLolaII aAIaII j jl j cJaiaII 

....ja 


■ i 

255 256 255 0 
GW 10 1 1 254 



255 255 255 0 R1-O0/1-MAC 


Y V * 





12:34:SA:BC:S5 








1 1 ^1^11 £A (_£jLuUA C^IIa jl j) 

<Lljlj \ill / JJ olixll (J 9^ , J <1 l^juoJ aJ /cill 


si 


Port 1 • 




The switch sees a new MAC 
address in a packet entering 
port 1, and will store the MAC 
address in its MAC address 
table 

Port: MAC address 

1 00:11:22:33:44:55 


I Source MAC: 00:11:22:33:44:55 
1 Destination MAC: 77:88:99:AA:BB:CC 


Computer 

IP: 192.168.1.11 

MAC: 00:11:22:33:44:55 


*\ ^ j] I j A ^LaZl \ AjL& Filtering / Forwarding Deision 

Frame ci^ cj» ^ ^ ^ ^ 

(jLudjI (jl Isl^. ^ ^JA J^aII Ajla Jj^aliA ^i.1 

(JLjuo^VI *^^)a]| ^ c^IIaII (j! ^AxJ 4-9 ^)*-a C- (jl ^ 1>J L_J 

^JA ^ ^juol_lA J< Jud j (JljuJjVI A ^ ill ^aISI ^Ac* JIAa ^^)juoJ ^a ^I juj (jVI 4«Al 

^AlAll ^aIII 4-^JjoJI ^9 Ajla 4 \x^o1a\1 ^Ja'nA 4JLuo^)]| (JLuojLj ^jj 

PC3 j PC2 PCI -M l>* Frame -M ^A^ j j] ^ ^ yJ 
jjjliJI j jll yJ jAii> ^ jiLA J^aII Switch -i' Frame ^ jj 
^a ^iliitA jj! <J£jaj s-i j\3^a\I jlg^H Frame (JLuojLj j (JLujjVI ^Iujj 

(jjti*Al 1 4JLuo^)]| <jV ^>^.1 J)\ g >\ (jLudjI ^aJJ yjV ^aA*Al 


Y V ^ 




Frame 


MAC Table 
Port 1: MAC PCI 
Port 2: Empty 
Port 3: Empty 



Jl ^ j i j ^ jjLi 4JUJI o^a ^ (JaiaII Frame 31 (JLui^j ^ 

5JUJI om j aJLuj jll <u]l jj jl L_iaj t_i jxA Frame 

Ja^3 ^)JujLiA (J^juU 4_1LuJ^)] 1 (JLuJ^Lj PC3 PC2 *““* 9^*31 

^ j jai\I ^3 La (JlLa 


MAC Tabta: 
Pen 1 MAC PCI 
Port 2: Empty 
Port 3 Empty 



(J^juLj <Jjlla-a]| Frame -1! (Li 4_j| ^ i^ajll La£ Q^\ 

i_Jj3l (J^juL 4_i1a*J 1 si* jj£I all ^3 y aj 


YVY 






2JI ^ jiLuj PCI J jj PC3 jW- J ^jaaII ls * - 

ij) ^1 L_A j»A Frame -S' »^a Set jL JaiaII ^ jia^ JjuaII Frame -J' 

■IjJialJ j ^L) jilt jl jjaJt jc. j' a -v tl ^ jj ■ " L_aj*j jt .1 *j j aJL* jit 

^IjII jaaII ^ Ia£ 4_lll ^ujIaa j£. .a j JLoijVi jiil AaIc. jj^alLall JliLalt 



MAC Table: 
Portt MAC PCI 
Port 2: Empty 
Port 3 MAC PC3 



ji AJUlt ^ Frame -S' ®*'jS4 ^ j J^S Frame _ll (J jj^aj ^)Jaj| 

J& J A-lll <JLuo^)]| (JLuojLj (jVl ^ L_J jl ^ ^Ac- ^ 

yr^' yr* ^ Port 1 ■liLalt ^^Jc. jj^alKilt 


MAC Tablo: 
Port 1: MAC PCI 
Port 2 Empty 
Port 3 MAC PC3 




J^l! l^pci jW' JIFrame JJj— j^oSriJi^V - 

^-l^u^a L_J j)\ fryW jLa jll (J jj^aj 


\vr 





£i« Loop Avoidance 

<jA i> J& Jajj ^ JA cs-a (Switch) ^ cjULiJI 

(J^.b ^ cjULull (jljjj J A ji (J^Ij <_^a (j£lj ciAjLull o^jj^ 

.'La^UllI ^9 J*A AjIc- < STP (_J li& _$ 




Looped Flooded 

Traffic Traffic 


Loop 


Station A 



Station B 


m 






(Switch) <J^ Frame J^-j! 


Source MAC: 
AAA 


Destination MAC: 

Source IP: 

Destination IP: 

BBB 

192. 168.1.1 

192.168.1.2 







ComputerA 
L3: 192.168.1.1 
L2: AAA 


Layer 2 
Switch 


ComputerB 
L3: 192.168.1.2 
L2: BBB 



jJi j ^ jSLui JLui jV I ajIac. Frame -S' aa!*j a Aa.jj 

I a^-La AaJj (JS 

1- Store and Forwarding J'—jV) Sj$A ^ %LJal\ 

2- Cut - Through uj j <> vjSSaaS' jt$AS <aULJI <J^j' saa 

3- Fragment — Free *; cjULJI JLuijt aJjj-uia]) 4 jU* 

■ ^jSIuj g jiaj Store and Forwarding - 

A_Ajsli]| Frame -S' p&J a*j ^Ikkl ^c. <_> :£U]| :Error Checking 

Header, aja?. c> <A*& Jj^-^iS 

a^Ju^j ajLJI o^a jjVI dijA' jj j»dll ; Automatic Buffering 

^jjaj &Axj j (JLujjVI A-Aaxj ^ jQj x jj ^£^11 j j djULnll 

Frame -S' ^ *\la±\ a£UU FCS check J) Header -S' jIa 

dl9jpa (jSjuij ? (JLuojVI A-iL^C- 

.Buffering -S' 

: fAjSAi fjSLuj (jjAuji ^ Cut - Through -V 
l&A cjULuJ' JL- j) uc a-Sjj^S' ^A*-" ®Sia : Rapid Frame Forwarding - ^ 

^ jii juj (JLujjI Lo La^ic- JlLa £j^>juo 

,2UL jil j}\ g >\\ ^)juoLia JIaIj 5JLojj]| (JLuojLj 

Header -S' ^ ^UJI * j>V' f. 4-A*S' ; Fragment Free 

jl f l '-a djAs. <Ja a£U 1]I A^S djULull (Jaa. ^gJI CjULuII J ■ ^Jaa Jlddil 

.Fragment -S' j saa a jjUd ^ diUUj a^jj Ja 


TVO 







Cisco Switch Configuration 

Command 


Switch > ? 

All Command 

show mac address-table address 

Displays MAC address table 
information for the specified 
MAC address 

show mac address-table aging- 
time 

Displays the aging time in all 
VLANs or the specified 
VLAN. 

show mac address-table count 

Displays the number of 
addresses present in all 
VLANs or the specified 
VLAN. 

show mac address-table dynamic 

Displays only dynamic MAC 
address table entries. 

show mac address-table interface 

Displays the MAC address 
table information for the 
specified interface. 

show mac address-table learning 

Displays MAC address 
learning status of all VLANs 
or the specified VLAN. 

show mac address-table static 

Displays only static MAC 
address table entries. 

show mac address-table vlan 

Displays the MAC address 
table information for the 
specified VLAN. 

end 

Return to privileged EXEC 
mode. 

show mac address-table learning 
[vlan vlan-id 1 interface interface 
slot/port] 

Verify the configuration. 

copy running-config startup- 
config 

(Optional) Save your entries 
in the configuration file. 


m 





Virtual Local Area Network (VLAN) 


4j^atjo£Vl A£jJhl\ 


VLAN ID = 1 


VLAN ID = 2 



Switch A 


Engineering Marketing 

^aJJ ^ Jais ^£joUjuo lIAjuoJJ^ju! A-IA&j ASjjuJ DjtjC- ^A \ Vljjll 

A L^aila 1 g ^ (j£ C* ua A-i^A a£jjoJI ^Ac- 

4-Lul^ A<lAj!L ^ e> jf^.1 ^ (j^aJ V j J* J^J LF^J J^Af (jc. 

^j] ^ Vlan ts^ l5 j^-' ^j^U. 0 ^ ji Vlan-S' c> 

A &A ui (_]^ CllLSj-klaSl ~ A ■ afli) ^JJ 1 A ^ (jUajj dl^-J j .1^.1^ ijjui ^^Ic. 

(JjOajll ^jc. i ^ ^aaAj (jUaj 

; c jijj^ ui ]i J^.b ^ Vlan 31 a£aj ! i ^luiaj ( _ 5 ic. Jtla 

^ JS j Vlan 1, Vlan 2, Vlan 3 aJ ^ <^UI! £ i>*2U j&'l - 

. j^VI ualia-a ^ ^1 £IjjP liU 


SWITCH A 



Vlan 1 ip: 192.168.1.1 
Vlan 2 ip: 192.168.2.1 
Vlan 3 ip: 192.168.3.1 


YVV 


Vlan ^-ilalLuaJ V tg-i9 ^J^jj^aII SJ^Vl Vlan 1 

(j>ajx\l j ^jc. 4 q^-va Cjl^ujj <jV Vlan 3 4 \u^ Vj 2 


Jx'vl jfi jl^>ll jl jl £.y \ , i ^paxJl 1 ^jJaxJ £a Jx^aJJ (jl a£jjoJI Ujjl j \ j 

Vlan -II ^ £jjui] JUIa ^jl£ jit l g j ^a J ^ ^aiii i** A £jjui]t 

i^joj Vlan -II a^jjuo ^iill cijLxjoiij^jaill ] a 


j= 


ULLuJ L 


jL 


: Subnetting j Vlan -S' &# <jj^' - 
lie. ^1 .a*.! jll ip Address jl ^ ^ ja Subnetting -SI 

<*S*J' A,B,C lwj'-^' ^ jSail' ^ IP Address u' 

^jIjj^joiII jl jfi jl^)ll Jja C5^ ^ j^aII li& 4J] 

Ja -^9 ^ djl^Jjuo oJAxJ ^ 9 Lia]I Ujj 3 1 J a JAxi ^jIij^jolII «k 1 a l\ ^A^ILujJ Vlan 

_ l g jJax j ^jC- i"* A £jjudll 


; Vlan -Jl 4£^£ ^Ij* j cjIjjaa - 
. Broadcast j^W^' ^Aac. c> J^JI 

A£jjud]| 4jljx.rO J Dj|j| ^9 4-1 jg.AJj -Y 

4^JjUd (^\ ^9 ^jlg.^k 4^1 A«ol Jg.xa 1 -V 
a AsIaI a41a ^ja jlLudl Jill 4^1^11 ^ja A £jjull A £jJu ^ja L& ki1 - £ 

<£jjuj Jl^ikl jl ^jjj jj-i9 4-U^)JudJ ^1 (JIa ? ^jaVI j AjIa^-II 4-I^.Ij ^ja JjJaSl 

A ^ u ? Ii\\ J jj^a j\\ jl (_jjo j^i^ll ^-iWujj V 

. Vlan -SI ^ 


j j^' c^) Broadcast Domain -S' <> J>^ ^ Vlan -" 

J^aj ^ dip. 4 £id]l ^IL^i o^a j Igjlij 4 JiL^ Broadcast Domain -S' 

_ lIjIjIjula]! ^9 JaijJall j J' ll^VI j CljULnll j^aJ Jl-^a 


Vlan -SI e^i 
Type of Vlan 

j ^aA^)^Aj ^a^jiLuj Aiila j AjaI _J Vlan -S' ^ £f d ^1 ^jl e^C. 

1- Data Vlan 

2- Default Vlan 

3- Native Vlan 

4- Voice Vlan 

5- Management Vlan 


YVA 


cijULnll JLuoj! vian -S' a£^ y* ^ ^iSI 'ca j Data Vlan 

i Alla jJl (J^ju ^ ji j S 4 £jjJii| ^3 A £j dll fiAA ^CdlLudl ScLc* j £jjulSl ^lc- 

(Jiil Jo£3 A^JjoJI &CA S^n^\t a£jjoJI ^3 Lai t ^}dVI a£jjoJI j Cl) jj^all a£jjuo (JLa 

.dAl^l y^ La ci)Lo 


Jl^u Jdb ^ c ja. y* jj£j Vlan -J' y* £ ; Default Vlan 

^jj£j JU. ul\l &ca Cli^j csLLa ^jjfL j j ^^>SI idLi j 

-II &La i** id) CsLLoll j$^ jl 1 3^ ^jt-nJall y& AlsLjal ^aJ VlaU A^Jjuo c^UjA 

t> ls* ^ j Default Vlan 

^ jlsJ IgJ) 4li^au Six. I J jL#j V 4^1 /Ml 6 i* ^LJI ^ 4 sxP, CDP, VTP, 

^3 AjjujLujI ^A A £jjudll &3A ^jI L_A^)jl1juj j A_iic- (Jj V ^IS^l j dlV LS^ 0 


a£^I ^ j4*j j Default Vlan -S' ls a<^1\ dca ; Native Vlan 
c> IEEE 802.1Q -S' JAAjjj d*i*j Native Vlan -S' l£Sj 
^■^Aj ^ j5Luo 4 byte L j» ^ 12 ' jiSI j Tag -S' a-*^^ ^jja jj c^Lal jill 

B A^cLaS( ^3 Ica 


j j Network Voice ^ ^ A^lll d 3A : Voice Vlan 

j -aall a£jjoi (jV Voice -S' a^ajuj ^jc. IjUI a^aj/j (J^c. Voice Vlan -S' 

■J) A^Jj/u L_ LLuJl I^J Ul^Jl (Jxa ^Jaluj ^jl 4_jj j^ail (jLui^)U (j£-aj Vj ^-»g a aSj ui 

. Network Voice 4\ a£±/M Jaaa ^ v ^ A ^ Voice Vlan 


^ ^kiuu ^1 j o^>^' s ^ A^>i^ aIl/MI e iA ; Management Vlan 
HTTP cJ^° dlV_5^ (^® (_J-aJtll j ^^9 (Jl ■ ^ ' V ' j AjSl^all AjLaC- 

. Vlan -S' s jbl ^ U^l j Telent , SSH , SNMP 



TVH 


Vlan -SI 

Vlan ID Range 

j-iAj fiA V iktj Vlan a^u* cK Vlan ciA^ua ^ISj! 

j &^A ^.Iaj A-iIaxI J 5 jit l g Ja* j A £jjuL1I 

^Luo j2j ^a jlS j 9 ^jVl lA ^ jiiuJ C5^ ijVl ^al£jVI <ill^ljuj| ^aJ Cljl£djui]| ^aJlc. JjJaJJ 

^ISjVI O^A ^ jiLuJ J ijVl c> gru^l ^alijVI O^A 

1- Normal Range From 1 up to 1005 

2- Extended Range From 1006 up to 4096 

j±\ *lk Ij c 5 I 11a 1005 J) 1 ^j(> *^3 Normal Range • 

^\x,A\ A^JjaJl ^a5j &.AA 1005 *A^J (J jVl (J* A,^ Ud\t *AC- £-1 JUJ 1XAJ 

A£jjuo SA ^aII ^alijVI cSll^l ^aJ AJL^JI &^A ^9 1005 

4.^ ujj\\ V ajV ^ ^iSaiLoij V ^^k.1 ^a jS j IiajI ji j Vlan 

CJ^iSlI A*AC- ^Jjuo Jj ^jC* A I£juLa]| d^A ^aJ >A9j ^ >AjA^> A £jjuJ (JaxI S.Ak.1 £±]aJjudJ 

1006 ?*j c> *'^u Extended Range cr*-^ c> j4' ^ J ^-^1 j 
lT A£ jjudlt JAxll I^A^J J (JjVujq^ll J a*lkl ^aJ A-kjjuj ^}kJ 4096 

<_£^kl AiLjal (jLa> jl &^A £-Luo jJ j DjJjJaJ ^j£J J 

Lid a£jjuo ^^k.1 d^a 4096 ^ jiika ^-A*J! 



Vlan Switch Port Modes 
Vlan A<\Ai\ ^Lidl Jajj AjlaP 


AjlboUj^l A^j^)Ja]| J Ajj^llll JaJ^)]| Ai^)Ja ^jlc. jj 


1- Static Vlan Port 
2- Dynamic Vlan Port 



•J <<^A\ ^ 0 m \ Static VlanPort 

n -11 <£jd c-U±j j IaaIc. <jj ^^Ixaj 9 ^ j^j Jidj yian -Jl 4\^dj AiiJI 

aj jj Ia£ ^ jAi (Jkdj a£jjoJI ^Jc. iaLLdl 

ialiall 4 il_ja) ^ ^1 ajIijU yi\ AijjUl o^A ; Dynamic Man Port 

(jjoj.il (^£- 4JLjia]l ai& AjUju j L_l jjjoI^JI S jg^S Lgj 2 4lkALa]l 

.Man ^ ^ 3-3 4 qi . >»y i t_j jjjoLaJl 

Man A &i* £i jii 



C5^' ^-^j]l 


C Lul^ 


Vlan Port Type 

a ^.1 j (JS ^lAkiLJ Vlan -II a£jjuj ^sUa ^ja jlc. ^ jj 

^ juJ ^ ^I^jVI ^^Aj I ^ (J^* IjuJ 


1- Access Port , 2- Trunk Port 


j ^Vu * n (Jju-ajill (jA ^jill 11 a ; Access Port 

. Native Vlan -J' ^<yd ^ jJI 11 a axJ*j 
jW u^yj^ jW j 13 ,j5ll dn* ^jJI Iaa : Trunk Port 

£A *'\W jJl ^AkJjudJj ^)JjIj jdg-^> £A jl ^}k.l (jIuJJ^juj 

<£ajoJ <juUll Frame -Jl on jiJI ^y j Vlan 4 \id d>A jj£V <juU 1 I caUUJI 

. Trunk -II JjSjSjjj (jjjL d>^ 3iliL* Vlan 
AjjudAi aj j ^j-iAj dH° ^ j^a a£jjA Uja] jl£ j] ; Trunk Port -II *^a C 5 ^ l)U* • 
^ ^^kl & ^a Vlan 1 -Jl 4 -^yd ^luoaIj Ua 2 j J jVI (jdii ^ juJ I C 5 ^ Vlan 1 4 -^yd 
cJJaII ^IdaJ j dy^ C 5 ^ Vlan 1 -Jl aSajI a^> jU <JL^JI ^aa ^Idll ^jaII 
Jl (J j£ Jj ^IrW, U jj Ia^ ^3? -jjall ^ ^jUI J^l (J jVI ^aJI d cJ^dj (jl 

j j^a JiAu Ua3I Jij <Jac. ^jJ d^yy ^^Jl c^J^ 4 Jj*-^y ^ j^a j Trunk 

&AA A £jja ^-La^)a UUI kn a jj Vlan 4 ^jjA ^ja ^)^l d)^ ^J ^J* Jl 

Ia£ 9 <jj\J^a\I <kidil JUI J jaa a j ^jJ Trunk -Jl djlkidll 

; JM\ ^-jjaJI 


Native VLAN 


Native VLAN 


Native VLAN 



ACCESS Link 



Y A > 




AjLLuJj JLSaII jj£I - )3a jlajj 

VLAN Port Types 


access ports NOT trunk 



access ports NOT trunk 


broadcast 

ffff.ffff.ffff 



A 

FO/2 FO/3 

access access 

vlan 100 vlan 200 


FO/4 FO/2 

access access 

vlan 100 vlan 200 


FO/3 
access 
vlan 300 




Trunk Port 31 jjj U j3I ^ <g) 

3131 j cjU jkJI JSS a J jjjj j Vlan 200 31 a£3; ^ SW3 j SW2 
La (Jjjutfa j3l J ^j3 Trunk Port 31 Jjju^a jj j Ja jj jiiui 43 i» 3I &JI3J 

. Vlan a3j 3 3131 j^ 


Trunk Port ls* Z*< &2***1 \ £)ji\ 

43^- y3 Frame 31 JLui j) j l «jU . i a3*c. l*$3c. <ll jit jj ^.jj - 

. j3 j£3 jiLui Trunk Port 31 33* Jj^> jj 

1- Inter-Switch Link (ISL) , 2- IEEE 802.1Q 

'3a j jluLu* a£ jAj o-aLk Jj£jj jjj jt s jUc. ja : Inter-Switch Link (ISL) 
y3 *3 jj Frame 31 i 3l «, i *3.^ J3 j^ j, Frame 31 «■ 3Ui a3**j ^ j3 Jj^jj jj 3I 
ISL header 26 31 13 a JjL j cjUU. sj& j* jj33l ISL header j^j^ 
Jo Vlan lK dLa AiLja] ^jj j byte 

.CljULiJl l_LuoLLa 1I dLa 

. u^' c^' jL-3' ^ cjLUJI jjj^i ^ *3jj ISL header 31 ^3^3 13a • 


Intei Switch Link Header Structure 


| 

I I Type User 

I | ' 'j;; I 4 hits 4 hits 


SA 

4fl hits 


LEN 
16 hits 


AAAAD3 
SNAP 
24 hits 


HSA 
24 hits 


VLAN 
15 hits 


BPDU 

lhit 


INDEX 
16 hits 


RES 
16 hits 




The ISL Header and its fields. The values shown are each field's length in hits. 


{&*• j3 j j»$3c. t_i j*3l j ISL header 31 ciiLjia^ j$ 3j ^ jSLui - 


Y AY 







• DESTINATION ADDRESS (DA) FIELD 

• TYPE FIELD 

• USER DEFINED FIELD 


• SOURCE ADDRESS (SA) FIELD 

• LENGTH FIELD 

• AAAA03 (SNAP) FIELD 

• HIGH BITS SOURCE ADDRESS (HSA) FIELD 


• VLAN - DESTINATION VIRTUAL LAN ID FIELD 

• BPDU FIELD 

• INDEX FIELD 

• RES FIELD 


^A La 4jLi ! djLLiJI ^ _^Luj 

CljULiJl djLLnll ^A La j <iila j\\ 

40 bits ^ > fcLkJi ** : DESTINATION ADDRESS (DA) FIELD 

Ljajt J 4_JI (JLujjVI ^lLa]| L_J j\J^^a\l LS^ 0 C5 LS^ 

_ 6*1^1 j S^a 4x- ^ AxIlLa (j£judJ JLa C. oAg*uu^ti (JLujjVI A-lLaxJ 


J 


(UaVI 4 bits i TYPE FIELD 


jLallC-VI <Loj 3 (3* 3-^1 J 9 jUaVI ^ j 1 ^£^11 

L-J p jill L. Ijol^ l ajL*i\l 4 jLac, l^Jc, 


Type Value 

Encapsulated Frame 

0000 

Ethernet 

0001 

Token-Ring 

0010 

FDDI 

0011 

ATM 


YAr 


4 bits t-^t tgJjL 4jUJI o^a ; USER DEFINED FIELD - 
.Ethernet (,5-iit 4 jt^VI <■ a ;t»‘^' 4 jUo ^^Jc. Liajl juiLi j ^gJ jVl 4Jt-»Jt ^glc. 


ISL header -it «-t_L q* J ijSn ^alt ^ <^1 ciiljUJI JjVt ^ ^2 (j$\ 

: JU]| ^ j^t ^ U£ 



— 

u'j^ ,> </ j3^ AjUdl liA ; SOURCE ADDRESS (SA) FIELD - 

4k jx^ j Source MAC Address _>*i' ^ 0 1 j^' 

. 48 bits t-$J>la oiA j ? Frame -it ^ jV' ls^' 

16 bits l*I> ^ : LENGTH FIELD - 

: HIGH BITS SOURCE ADDRESS (HSA) FIELD - 

ISL header -it ^ c> ^ ^ ^Ult ^ilt ^ ^ jVt - 

; ^Lill ^ j-oill 



I CIjUUJI ^ ^^JUJ £.1 AlLuJ - 

: VLAN - DESTINATION VIRTUAL LAN ID FIELD - 
Virtual ajUc. &1a <iJa j 15 bits j^ 3 ^a! 

-II jUaVI jl cjULuII &^a (Ja±3 Lmj aA\ cIjLo ^Ll^II JLojj] ^lill LAN ID 

Y A t 







J aSL^ Igikb qjSo j trunk -S' ^ frame 

tg-iS (3fla±i ^lill VI <3^>^l V 4J] L*n^ AjsLaII ClLa jLlII 

SJ ^aII CljULiJl ^aA I ajUJI oiA j VLAN 

t _ ir lc. ^jidi AiUJI oiA l bit 4_iUJI o^a ; BPDU FIELD - 

u' jj-^ £-Uj cs^ j W ^dS' <iilaj ; CDP j VTP j STP Jj-« 

^j£j j Frame (JLuojj Lo^ic. Ji* ^jii^aiil ^ djULnll 

Sj ciliil ^)j£l 0^ 0-^4 ^-L^aiLo L> * A jujjj ^juj S^c- c^lliA jl£ lij 

network loops ^ u'jj^ ^ j-^ t>- 0% ^ , Frame -S' J-^ jj 

*UjUi]l ^3 dlV ^)^S' a.AA ^^)jaLJ 

^jc. J jUaV' ^ JAiSl ^jC. <Jjjj-ha11 ^ 4-iUJI ajlA ; INDEX FIELD - 

J ^4_ildJI eAA A SjJo j ^^^A eAA LgJ _p*aj ^11 (ji a (JLuijj 4-iU jUaV' 

4_^^l!luil a (JLuijI AjI.1j _jl-SaV' U ' * ^~*j' ^iSaliuii 

j (J^ASI ^ JU jVI ^ jj 3?^ a^A ; RES FIELD - 

j\ FDDI (_gA (Ja Idall A <+Ll\ ^jj ,Al.ldi J (JUijV' ^ j'^ r - cS^ 4-C- dA»J 

.16 bits oiA JjL j Ethernet j' Token Ring 

IEEE 802.1Q -t 

Aj2 JjjilJ dll jpAl (_>““*-? ^ O^J ISL -S' ^illa j (jAij jil (J j£ jlij^)jll I^A 

IEEE -S' <_£* , ISL -S' lF IEEE 802. IQ 

Ly & c . ^jc. 4 byte Frame -S' tA Tag J**j ■AAj 802. IQ 

j 26 byte Frame -M Encapsulation -5' ^ di -d] dip. ISL -S' 

IEEE 802.1Q -S' ^'^iduil JdaaVI c> j ^ V jS j 3^I La (33^11 

'■^ Frame -S' IS^a j Frame -S' ^ Tag ^ ^ 

jiuipu A£jiil Aj 1L» Jjfr jA j IEEE ^uudu>> ^ oaLi JjSjjjjjJI life ; AJaaiU • 
.ISL ^I^aui' d* 4 Jj^jj jjjSI lift ^liidoiLi ^u^jj jLuaui j 

^S-»*j ^jSj V j jllaVI fUj <A«c. ^ ; jUaV' Ai^-a Frame format - 
. Jj^jjjj^S' 4ia dJ^Sj ^iSI ^jj-uSl lift j , tSjLuu UjSj US encapsulate 




16 bits 

6 

bits 

1 

bit 

12 bits 

TPID 

TCI 

PCP 

DEI 

VI D 


. IEEE 802.1Q Jl aJc* CljULiJl $.Uj ^aII ^A j-aill lAA 

^jjjjaII ^.IaiLuj j (J£joij ^-^)jud]| ^2 as ^£j JLill Ia^j j 

. 6^=^' j 


Vlan Switch -M 

Vlan Configuartion 

Switch > enable 
Switch # config t 
Switch (config) # vlan 2 

Switch (config- vlan) # name * 

Switch (config- vlan) # exit 
Switch (config- vlan) # vlan 3 

Switch (config- vlan) # name PMP -* 

Switch (config- vlan) # exit 

Switch (config) # interface fastethemetO/1 

Switch (config-if) # switchport access vlan 2 

Switch (config-if) # exit 

Switch (config) # interface fastethemetO/7 

Switch (config-if) # switchport access vlan 3 

Switch (config-if) # exit 

Switch (config) # exit 

Switch # copy running-config startup-configt 

Y A1 



Vlan — ^ L ** A ^ 4 JUJ ^ A_j ^o£l^ 4-^JjUd (^J-A3LJ ^ ^kjjuo - 

; A£jjoi]| dlbl^C*] ^Jc. jliuo J 9 CljLui^jud]| 

^LL* Vlan (j^a LI ^ ^Jc. ^^IasJI JjjLalu - ■ « Ajl.lL! ^-3 

. ILL- £ jJL LlS ^Ll Trunk Port LliJ ^ j iwjW C 5 ^ 


■ A <^.M CjIjIjC'I # 

^ jj ijSn a£^I u' r* 192.168.1.0/24 u' uj^- J 

. Name IT A^Jjuill ^ajuo I j Vlan 2 -it ^ j 
cA a^I u'^ ^ 192.168. 2.0/24 (jl ^4XJ ^jlfill A£jjol]| -Y 

. Name HR ^1 j Vlan 3 j 

4\ud\t L-JJJJJ ^ Ud«\ L_J jjuoL^JI (j£ ^ (^Vl cjl 34 c. L_u£jI1j ^ jlijuo -V 

L_J jjuoL^JI S ^-^.1 A-lll ^.-albaH 

Aal^ J^aaJl ^jj-uj ^ J ij-oUl Sjj-ufl 



PC-PT 

PC3 


Vlan 2/Name IT 
IP Address : 192.166.1.0/24 


PC-PT 

PCI 


Vlan3/ Name HR PC4 

IP Address : 192.168.2.0/24 


Trunk Link 



<J Lil^jjjdJl Libl-ic.) ^ jslui Cjbh&yi j dil^jjuiJl ^^Ic. La^)*j ^jl q $\ • 

LI a^jjji a£jjoi JS ^ L- - j 1 11 ° * Vlan 41 c- LL 1 ^ cijLjLj^jlLI ^ L- 

. (jjLLI ^jj^ull U£ Vlan 


Vlan 1 a£jjuj <j] (Jjj Vlan 2 ^4 juj c^aju LLoS ; ^^4 A la^l a 

<£djuJl ^A j (jjLlJ jjJi ^3 * J)J^ ^ ^ AS^ 1 g ^ilalLuaJ V (J^J ^a 

1002 , 1003 L>* J , C5^ iflllall L5j^ C5^' 

<jV ^ ^ Ig . ^Vu a i J (J^A4 Vj 9 1004 , 1005 

^>ul| *1^1 jlLo Lo (Jlxa cJ^C-VI (J^44 6 J)j^ ^ >a 

<-^^)ju1j Lia 3 La lil 


YAV 



1 default 


active FaO/1, FaO/2, FaO/3, FaO/4 


FaO/5, FaO/6, FaO/7, FaO/8 
FaO/9, Fa0/10, FaO/11, FaO/12 
FaO/13, FaO/14, FaO/15, FaO/16 
FaO/17, FaO/18, FaO/19, Fa0/20 
FaO/21, FaO/22, FaO/23, FaO/24 


1002 fddi-default 

1003 token-ring-default 

1004 fddinet-default 

1005 trnet-default 


act/unsup 

act/unsup 

act/unsup 

act/unsup 


- ja \ J$\ ^ jiluu 


Switch> enable 

Switch # config t 

Switch (config) # vlan 2 

Switch (config- vlan) # name IT 

Switch (config- vlan) # exit 

Switch (config) # interface fastethemetO/1 

Switch (config-if) # switchport access vlan 2 

Switch (config-if) # exit 

Switch (config) # interface fastethemetO/2 

Switch (config-if) # switchport access vlan 2 

Switch (config-if) # exit 

Switch (config) # vlan 3 

Switch (config- vlan) # name HR 

Switch (config- vlan) # exit 

Switch (config) # interface fastethemetO/3 

Switch (config-if) # switchport access vlan 3 


Switch (config-if) # interface fastethemet 0/4 
Switch (config-if) # switchport access vlan 3 
Switch (config-if) # end 
Switch # copy running-config startup-config 

SW 1 Jib <> 


^ Switchl 

Physical | Config^ CLI | 


IOS Command Line Interface 


Switch>enable 
Switch#config t 

Enter configuration commands, one per line. End with CNTL/Z. 
Switch (config) #vlan 2 
Switch (conf ig-vlan) #name IT 
Switch (conf ig-vlan) #exit 

Switch (config) linterface fastethernet 0/1 
Switch (config-if ) tswitchport access vlan 2 
Switch (config-if) #exit 

Switch (config) tinterface fastethernet 0/2 
Switch (conf ig-if) #switchport access vlan 2 
Switch (config-if) #exit 
Switch (conf ig) #vlan 3 
Switch (config-vlan) tname HR 
Switch (config-vlan) #exit 

Switch (config) interface fastethernet 0/3 
Switch (conf ig-if ) #switchport access vlan 3 
Switch (conf ig-if ) #interface fastethernet 0/4 
Switch (conf ig-if ) #switchport access vlan 3 
Switch (config-if) lend 
Switch# 

%SYS— 5— CONFIG_I : Configured from console by console 


li*§ j ylan 3 j vlan 2 ^ y\ 

; * j£luJ 




Switch # show vlan 


AaJUl) Sjj-uflil (jk LoS 

^ Switchl 1 »=» IIP S j 

Physical | Config ] CLI | 

IOS Command Line Interface 





J-J-Uill UUUJU1L i — r=TJTTZ 





* 

Switch#show vlan 








VLAN 

Name 


Status 

Ports 





1 

default 


active 

FaO/5, 

FaO/6, 

FaO/7 , FaO/8 






FaO/9, 

Fa0/10, 

Fa0/ll, 

FaO/12 






FaO/13, 

FaO/14 

, FaO/15, 

FaO/16 






FaO/17 , 

FaO/18 

, FaO/19, 

Fa0/20 






FaO/21, 

FaO/22 

, FaO/23, 

FaO/24 


2 

IT 


active 

Fa0/1 , 

FaO/2 




3 

HR 


active 

FaO/3, 

FaO/4 I 




1002 

fddi-default 


act/unsup 






1003 

token-ring-de fault 

act /unsup 






1004 

fddinet-de fault 


act/unsup 






1005 

trnet-default 


act/unsup 






VLAN 

Type SAID 

MTU 

Parent RingNo BridgeNo Stp 

BrdgMode Trans 1 

Trans2 


1 

enet 100001 

1500 

- 

- 

_ 

0 

0 


2 

enet 100002 

1500 

- - - 

- 


0 

0 


3 

enet 100003 

1500 

- - - 

- 

- 

0 

0 


1002 

fddi 101002 

1500 

- 

- 

- 

0 

0 

Li 


| Copy ,1 |, Paata 


Y 




iA£djuilt ^1\ ^LuuoVI j^Ij ylan 3 j vlan 2 ASajji J^.jJ 4j] (_£^>Jjuo 

ylan 3JUJI a ja 9 <£jjudll i^Llj LLo 2 ^1 jiti*]! ^ jLuoj a£jjuj j 

<jV ylan 3 4\u : in JL-^Vi ^jSvn>n V 2 


fj J (jc. 


jliikl (Ja*J ^ jSluo ^kVI (jc- I «llA. * (J^juoJ ~g (jJjLisJl <_Jj£jJ j 3Lla]l ~j ■ ‘’'a - ' 


J13I V jl (JL^aiiVI (Ja <_£^)i] Cil^uiull (jjj La 
ylan _ll a£jjui (j-a JL-ail A-lLajt_) ^ j'° ' > a Pi ll*> -II j-al ^jc- j)\ J A I J^aji_) ^ .jfi . lui 

s j^A.1 ^.1 ^gic. ^jiLai 5 V jl Jjll jl JL^jVI ^iiui Ja (jjj j ylan 3 31 2 
Command 31 ^ J i_p.^ ? jij j ylan 2 31 aL-lL ^_i Sija. ,jJI i_i j^LJI 
g3 j4aJI ^ JL^jVI ^Jaluoj Ja (jj3 <^3131 ajL&j j Prompt 

. ci j3 V ji ylan 3 31 33 j3 


dP Cisco Packet Tracer Student 


*PC1 


li & aaBH5>^g& ♦ jl- 


Logical [***] 

TdP 




New Cluster 




f*9 «Sf M m ^ 

Connections | 

s*3« 5 • 


Physical | Config [ Desktop | Software/Services 



Ail ^uu iJLuj jl I oiA Request timed out . jj ^jJI ^ s j^-3l ^ • 

cj’ ^>j ylan 3 -S' ^ ^ ^aSI ^ j (Jl x-^ViVI ^jWnnj V 

Jl ^ >>* j ^jc. ^ J j^a jSjudJ (Jaxj l 2 A £jjulSl a ja <jj L_s^jjtJ 

l2jI^)J jl^JI jl g >\ ^l*W *1 (jJaxjll (jL^ajV' ^-ilalLuoJ (jl l2jI£jjoJI lij j 

l j CjIS^I -LaJji 


sw 2 -S' ^ J f SW 1 -SI ^ ^ t> ^Vl ^3 jVl - 

Lo (Jl A^aliVt ^lljuo I (^^)1 uj J C2jl£djud]| (Jjoij ^l-L j A-llc. l2jIjI.1C.VI (Jjoii J jU 

. Trunk -S' (jjjla ^ L^L^jjjjaJI 


Y ^ * 





Switch> enable 


; dil.il.ic. Vi (J-ac- j SW 2 31 cs^ - ^jVI 

■ <u]Ujl 4 jLj£j ^ ijSiu i (jSft 

Switch # config t 

Switch (config) # vlan 2 

Switch (config- vlan) # name IT 

Switch (config- vlan) # exit 

Switch (config) # interface fastethemetO/1 

Switch (config-if) # switchport access vlan 2 

Switch (config-if) # exit 

Switch (config) # interface fastethemetO/2 

Switch (config-if) # switchport access vlan 2 

Switch (config-if) # exit 

Switch (config) # vlan 3 

Switch (config- vlan) # name HR 

Switch (config- vlan) # exit 

Switch (config) # interface fastethemetO/3 

Switch (config-if) # switchport access vlan 3 

Switch (config-if) # interface fastethemet 0/4 

Switch (config-if) # switchport access vlan 3 

Switch (config-if) # end 

Switch # copy running-config startup-config 


Y<n 



SW 2 Jib <> S (J US 

I = in 1 a I 


IOS Command Line Interface 


Switch>enable 
Switch#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Switch (config) #vlan 2 
Switch (conf ig-vlan) #name IT 
Switch (config-vlan) #exit 

Switch (config) #interface fastethernet 0/1 
Switch (conf ig-if) # switchport access vlan 2 
Switch (config-if ) #exit 

Switch (config) #interf ace fastethernet 0/2 
Switch (conf ig-if ) #switchport access vlan 2 
Switch (config-if) #exit 
Switch (config) #vlan 3 
Switch (config-vlan) #name HR 
Switch (config-vlan) #exit 

Switch (conf ig) # interface fastethernet 0/3 
Switch (config-if ) # switchport access vlan 3 
Switch (config-if ) #interface fastethernet 0/4 
Switch (conf ig-if ) #switchport access vlan 3 
Switch (config-if) #end 
Switch# 

%SYS-5-CONFIG_I : Configured from console by console 

I Copy | | Paste | 



li*§ j ylan 3 j vlan 2 VI ^ 

; ^ 

Switch # show vlan 


■A lJUd^J 




^ Switch2 I <=» ll? S3 

I Physical I Config I CLI | 


IOS Command Line Interface 


Switch# show vlan 








' 

VLAN 

Name 



Status 

Ports 






1 

default 


active 

FaO/5, 

FaO/ 6, 


FaO/7 , FaO/ 8 







FaO/9, 

Fa0/10 , 

Fa0/ll, 

FaO/12 







FaO/13, 

Fa0/14 

, Fa0/15, 

FaO/16 







FaO/17 , 

FaO/18 

, FaO/19, 

Fa0/20 







FaO/21, 

FaO/22 

, FaO/23, 

FaO/24 


2 

IT 



active 

Fa0/1, 

FaO/2 





3 

HR 



active 

FaO/3 , 

FaO/ 4 





1002 

fddi- 

default 


act/unsup 







1003 

token 

-ring-default 

act/unsup 







1004 

fddinet-de fault 


act/unsup 







1005 

trnet 

-default 


act/unsup 







VLAN 

Type 

SAID 

MTU 

Parent RingNo BridgeNo Stp 

BrdgMode Trans 1 

Trans2 


1 

enet 

100001 

1500 

_ 

_ 

_ 


0 

0 


2 

enet 

100002 

1500 

- - - 

- 

- 


0 

0 


3 

enet 

100003 

1500 

- 

- 

- 


0 

0 


1002 

fddi 

101002 

1500 

- - - 

- 

- 


0 

0 

J 

1003 

tr 

101003 

1500 

- 

- 

- 


0 

0 


— More — 









* 


ci)l£ujud]| Ua 5 ylan 3 j vlan 2 

V ylan 2 5 a£jju 11 ] IIas ^ jLolj aSajI j 

j ill ^ j ^-1 Vlan 3 ^ J' 

AiL-kaj ^2 9 (jc. l l_u£jj j 

cA£+!A\ ^ £ikLau V SW 1 J SW 2 ^£^1 


Y ^ Y 



A aaMJjjuo]| JaJJ ^2 Ajj ^JjoSJ ^ ASjjaJl \ \ 

(Jiij j (JL^aj^l ^lil cijIjI^c-VI (Ja*J Jaj^)ll ^a ^ jill j Trunk 

^9 ^aLiJl CIjIjI^VI c^a*-J cjV! ^ J^Ajj JaJ^)ll (J^ik ClA ^ u2\l ^j-iJ La CLjULnll 

. ^ Trunk -11 ^ 


AJL21I ciital^VI cJac, j SW 1 -II C3^ J. ^ jVl 


- A-jlUJl j-at jVt 4 jL&j ^ jiiuj ^jVI 


Switch> enable 
Switch # config t 

Switch (config) # interface f as te the me tO/24 
Switch (config-if) #switchport mode trunk 
Switch (config-if) # end 

Switch # copy running-config startup-config 

A^Ult Sjj-uai) LoS 



j down ^ switchport mode trunk ajL& aj] • 

jj£j (J£juJI I^J j ? ^rj^k A^a (J^juU ^aVI cJj*.q2 S^a ^ja19^)2jVI Up 

iaLLall trunk -Jl Jj£j 2 ^ ji5 La^iIc. ; Aia^La 

-C5 jIj 1I A-i9 j2l >1 i x jj (J jVI o^L^I 

A U n A^Jjudlt ji SW 2 4 laJJ^Q ^2ll Cljl£jjudll £iIajuaJ |jl£J 

. trunk -11 iii* (3^ jJa SW 1 4 ' ^ 


Y<\r 



VTP 

VLAN Trunk Protocol 




Dominb ■ nub 


Servidor del VTP 



Domino ■ nub 


Servidor del VTP 


(jic- cJ-AXJ lift J cF 0 * jW^ i VTP 

4 Aiii ^ jj| Aijjlaj vian-i' ^LuuL 4J] VTP j ^cijL^^-^ 

^ jj£I Lb^l I LoAjc. (J 1 a 4 Vlan -il A^uli (jjoij A-ilc. ^^lill CIjIjuojj^joiII ^3-lc. 
(^d (JAj ^ .A^l^ CS“^ Vlail ^ A^Jjuo dj|j|*AC-l (^j^dC- ^ A^JjuiII 

VTP -11 (J jli j^)J (Jjajjj ^ jQLh Cl iLudJJjjudll ^ 9 L ibl^C-VI (Jjoil ^)J^)£liJ ^a j£J (jl 
(^jo 41 j ^a jlj (j| JJC. <j^d ^^fLlSLd jj| CljLjaJJ^jud]| ClA£jjaAl pLuutj ^a jLS 

q£, £ jLuJjJjjudll Q±1 Ld ClA£jjud]| dAa (JjUj ^aJJjuJ ClAjudlLjJudll ^-Ic- CLjIjI^VI 

. (jii U Frame -M ^lA Trunk port u?^ 


-II ASajI SjbL fjA (J jJ j^)J (JC. SjUc. jA VTP J J (J j£J (Jl ^llalLudJ 
4 ^1 j (jUaj cia^j (jj$£ 0^ j^l sj j>dll cijL^jj^jaiil ^ic. Vlan 

Aj] e-i^xi ^jl c_l^j Cl ilj/jTn^juall Vlan V Aj] L_i^)ju <jl l_l^jj 

J^dxj aj| ^^dj ^A^VI cijLuojj^jaiSI Vlan -A' a ^jjou (J^xj 

AiLja] jl A£ Jjuj L-i.1^. LdAic- (JlLd A A-iLdC. I jJajl Alij j 4 ClA£jjaAI 0JUJJ 

x jj ^ill ^jIuJJ^joiSI ^Ac- 0-1^1 ^ 6^)^ JjAfcllJ ^ ^pQLn aSjjoj (JjAatllll ^1 A £jjul 

^)^Aj ^a^Luo ^ DJ^^^dll CljLuallJ^jaiSl ^5^^ LS^ ~3 A^JjoiSI ^-juaJJ^)]| 

. VTP -M ^ jA? j 


Y<\i 



aAc. ^1 VTP Jl Jj^jj jjj qc. s jUe <^a : VTP Mode - 

^l-ldlLuol ^JJ J ^^Lajj 4-lL^Jl djljjpAJJ^Q dj^lj -1^ ^Q 

VTP Mode £ljSl 

1- VTP Server ^ 

2- VTP Client ulu±*1\ 

3- VTP Transparent Server j Client -II 0# ^ 

; f jSlui c)l ^ c)^l ■ 

<d' ^UJI 4j| ^ 5 -ucaj jll j* : VTP Server - ^ 

^j\\ cijLiijj 3 Jud]| (jc* <1 j jjolaI! ja j VTP Domain pLuaj! ^ S^IjIj ^ ^SJjuo 

^^lill cijLiijj^jud]| j Vlan <j^aldJI djULnll s^La c^jLiLii 

(Jl JlVujjl ^ JUj] \ ^JUjJJ^ll l* 2 A C** 1^*1 Vlan — ^ A^JjuJ 4jus- 

. dj|^j»*l\l j i* 

cijl£djud]| j cLiULnll j j^j x jj ^ ^ill li& ; VTP Client ■ ^ 

J dll* jLt^ll (Jffij^j Joaa jA ^ 3^11 I^A £jl 1>JJ c ^^jolIJjJI (jjoJJ^judil 

jl (Ja*j jl l q.Wj (jl ^JalLuLi V <j£J J JaSa j dilVoVill j dll jdjdll 

J L Q»w\l J (Jj.Wlll ^-Jajudj JaaS 4j] \x.a\ 6 Vlan dA£jd A^Jjuj L qjx^aj 

. JJC v Ja£9 ^^jll (J^d' jA jAu\\ 

j ciiUjLcaII JA aAoc. ^k ^^1 |jsA ; VTP Transparent 

VTP (_s^ll CljLuill_jjaJI (jjj La ^gk VTP 3! Jj£ ^ (j-aLiLl dll, u, will 
ji&V! L ) SSj 1^. d s j^L <JU. ^ j VTP Client j Server 

VTP Client j VTP Server -I' j* La'^ 


WJjuil 


^Uil (jk La£ 


Server 



FaQ'l ^““vFaQ'2 

/sr 


Trunk link 


Trunk link 



Y^o 




^ jk j Sj£a ; VTP DoiMin 

a£jjoJI J 4,^ ua ^ Labile- Ij^ijt Aii j JjUaj ^juoIj 

dIA (JjJt^n ^ jVujj ^jlJaill (JJO^J j A£jjoJ| (Jjo^J ^3 ^)j£l L5^ ^ ^2 

(Jilj gj j ^.1 j Jjliaj Cl jLuoJjjjudlt ^jj£lil Cj^)J Lo£ A-Iajuoj j 

^3 ^j^^lLuo ClAjuaJJ^juill <j| 4»3^}x^ ^-Ic- ^j^£j (jt L > l^Jj ( .1^1 J JjtiaJ 

VTP Domain 1 j#J*j 44 jj ^ j^' ^ ^ ‘ VTP -J' J44 jji 

VTP ^ 5 -^ ^ '- La 4 ^ uj^ J s- 1 ^ ^1^' e^A VTP Domain 2 j 

. Domain 


VTP Components 



JLoijj ^ < ilial >ij^>j ^Xa. ^k 4 jU*ll oIa i VTP Pr iming - 

-Lr IU]| La£ cJ^Sj^ djUijJLaJlll j CliULnSI 


□ VTP Server 
I VTP Client 
J VTP Transparent 


VTP Components 







gr* u^' 0^ ^ :VTP Advertisements 

j) AS Jjoj jl pLuijI jl jI ^)>Wj LoAic. (Jl* CIjL^JJjjoiII 

^ill djl j-iijll (JLuo jL AjU*,\l ^ j£Luo ^cIjLo ^1*-^ 

^j2L^jud]| ^jxliLlA ClljA^J ^ic. ^jj£j j jW (JjAalll ^all] CljLuaJJ^judll 

A \\*9 \\ ^jJa ^ aIII ^3 La£ 


VTP nrtonrtixemcnts are 
sent as multicast frames 
and are sent every 5 minutes 
or when change occurs 


Server 


1. Add new VLAN 

2. Rev 3 -* Rev 4 




Server 
3. Rev 3 -> Rev 4 
4 Sync new VLAN 
information 



Client 

3. Rev 3 -* Rev 4 

4. Sync new VLAN 
information 


Transparent 
No change 
Rev slays at 0 


VTP servers and clients are synchronized 
to the latest revision number. 


VTP Advertisements ^L»c- 

VTP advertisements send this global domain information: 

• VTP domain name 

• Updater identity and update timestamp 

• MD5 digest 

• Frame format 

VTP advertisements send this VLAN information: 

• VLAN ID 

• VLAN name 

• VLAN type 

• VLAN state 

• Additional VLAN configuration information specific to the VLAN type 

^^ill dl jjxjII (_£ jjdi ^^jll J aJLuij ^jj£j (^iil dLi ijLall 

ejjj^all ^k La (JLa dL j£-a]l <■ ^ ^^Ic- AjIc. (Jjdjll j l& jj*j jl l 


Y<IV 



f** s jUc. oiA ; VTP Revision Number - 

(jjjJjjjjdll ^ ClAiLull 4 j 3 ^2) 6 J-a (J2 



VTP Server 

Rev #23 


VTP Domain 

cisco 


VTP Client 

Rev #22 


VTP Domain 

cisco 


VTP Rev #23 


New VLAN Added: VLAN 35 

Increment VTP Revision to 23 and advertise 


VTP Frame Structure 

VTP -SI JArsjj <J ^ >'•* 

VTP Frame Structure 


OUI = Cisco (00000c) 


Fields and Size varies based on VTP 

PID = 2003 for VTP 


message type 


DA SA 

802. IQ 
Tag 

Type or 
Length 

LLC SNAP 

VTP Header 

VTP Message T ype FCS 






i 1 1 





OI-OO-OC-CC-CC-CC 


DSAP = AA 

MAC address 


SSAP = AA 


Fields and Size Varies but always contains: 

Domain name 
Domain name length 
Version 
Message type 
Revision number 

■ ■■ J 


Y ^ A 



:VTP Version - 


.Token Ring Vlans : VTP Version 1 J ijVl 


M >31 ^ : VTP Version 2 ^131 j'^V' 


ojj t» : VTP Version 3 <331311 j'-^V' 
. JjVI U 1 jl-^-aVI lUj 


^jj cliLjjljjjuiJI ^ ^ tiljlioij ^^jII a£ VTP 31 (J dibt^c- j 
^ A d3.ll.lc. VI o3a tjj^J ji (- i>jj i Ig.jlc. VTP 31 (Jj£jj j 3^3j 

^ (_J£dj (_)■«» jl djldllJoJI 


1- VTP Domain Name 

2- VTP Password 

3- VTP Version 



VTP Version 







vtp Ji 

VTP Configuartion 



VTP Server 

Switch > enable 
Switch # config t 

Switch (config) # vtp domain + Jlkill 

Switch (config) # vtp version 2 
Switch (config) # vtp mode server 
Switch (config) # vtp password 123 


VTP Client 

Switch > enable 
Switch # config t 

Switch (config) # vtp domain * jUaill 

Switch (config) # vtp version 2 
Switch (config) # vtp mode client 
Switch (config) # vtp password 123 

_ VTP 21 2 j Cjtatac.) w* i ■''< 

Switch # show vtp status 
Switch # show vtp password 

r. . 





VTP Configuration LAB 
VTP -11 JjSjJjj* dbljcl 


Vlan — It CIjL^Jjuo Ujj3 \\ ^a J)VujJ ^ ClA ju) \ dj^lj gj^Q 4_^Jjuo (JaxJ ^J)Vujj - 

; 4 dlljl^C*] ^-lc- { » jiLuo j ^ CljLuaJJ jjuJI 


Vlan c> j] g^-aC* C3^f^4 f J^juj ^1^31 C5^ 

j VTP Server -11 j* j J. ijVl o^j^3l g^ 


-JOUJ 


i^joill Trunk Port -^4^)31 g^-joijj^ll g^i^^juiil ^a ciA j uh i ^juiil 


gj£judJ ^allil 


; A£^uJI CjIjIjp) • 

g^l j JjVl ^31 ul y* 192.168.1.0/24 u' uj^- Jjl\ *^l 

. Name IT t£+$l\ ^ajuo I j Vlan 2 -it ^ ^ ; ■ : ’' *1^^“’ 

cA u'_^ ^ 192.168. 2.0/24 gjl 34*4 gjJ^iuJ A-ljlfill 4^ Ud\t _Y 

. Name HR ^£f^l ^1 j Vlan 3 j . ^ ' um 

A^Jjudit L-JJJ JJ L- Loi^ ^Ic, 44 * J)g gj£ g^-lc- C 5 ^ CS^I (jl J L . ^J*V P jlluJ .V 

L_J ^jujL^JI 4 -l]| ^<l11a]| 

cii^j j VTP Server l£^I o^yj-^l 1^ SW 1 gr^ jit o^yj^l ^ 

VTP Client ^-^>^1 ^sw 3 j SW 2 lJ^j^ 1 t^ 

. gr^' gr* 



gj^C- ^ g^at^ gj£judJ i** A £jjud3t gJ^C- g^a ^.L^jjVI ^ gj^£ J gj£jud3l I^J gjVI - 

gJjx^j gi^jtj ^a jVujj <^U!j Axj VTP Server -II J& J JjVl g)^JjJud]| g^Ac- CIjI^I^c-VI 
^J^Sjk^a C1 jI£jjul]| j dLa jla^ll gJ^Lli 4jUc- ^allil VTP -II lK J 4 J^l 


ro 





CS% VTP -51 (jVI - 

(Ja*j ^jsi j (jjjjjjjui (J£ f^lc. (ji <J^ Vlan u\'i pg j\c^ oj& 

^ jlj j t5 juuj^)ll jjjoljjjuiJI ^^Jc. i VTP -51 <J jj j^>j (Jj*^. 1 -5aSa ^ jSluo dital-ic-V! 

j CliLa^jia-oll (JaUj ^1}5 < _ 5 jujjj^)]I dxaJ CljLujjjjjuJI ( _ 5 -lc. I j. iaj| A Laijjj 

CjIaIac-VI a-Aj cl iI£jjuo5I 


A-l]Ulll dllAtAC.^ (J-aC- J SW 1 -51 <_g-5c- (J^j^Aj ^aj|Vu<j 


■ 4_^U]f j^ljV) 4 jLj£j ^ J&iui (jSft 


Switch > enable 
Switch # config t 

Switch (config) # vtp domain * (jlkJI 

Switch (config) # vtp version 
Switch (config) # vtp mode server 
Switch (config) # vtp password 
Switch (config) # end 

Switch # copy running-config startup-config 


VTP Server u%<^' j*> j SW 1 <> <^51311 ^ U£ 


^ Switch 1 
[ Physical | Config 


] CLI L 


IOS Command Line Interface 


Switch>enable 
Switch#conf ig t 

Enter configuration commands, one per line. End with CNTL/Z. 

Switch (config) #vtp domain ABC 

Changing VTP domain name from NULL to ABC 

Switch (config) #vtp version 2 

Switch (config) #vtp mode server 

Device mode already VTP SERVER. 

Switch (config) #vtp password 123 

Setting device VLAN database password to 123 

Switch (config) lend 

Switch# 

%SYS— 5— CONFIG_I : Configured from console by console 

Switchtcopy running-config startup-config 
Destination filename [startup-config] ? 

Building configuration... 

[OK] 

Switch#| 1 

li Copy M | L „ J 


JjVl (JjS Vlan dA£jjl ^LiiL li Cy^- 1 ■ AlaaSL* 

j ciU JiUj ytp Jl jj. j (JjjtiiL li*a ill jVl 1^1 6 JaSa SW 1 

VTP Server (jUaj ci ciAjiijjjuJt 


T * Y 


(J ^ jlluJ L-^LuLL^judll S’ ytp J J ^ jJ (Ju lxi!L ^a jij <jl cJj3 

^Ic. ^jj£il ytp -J1 dibl^cr] j Vian -II cA^u^ Ioij j 1 

. £jLSj j^VI C! jLjjjJjjuiJl f^lc. <J ^ jlj (jl (Jj3 Ch, ±z bLa 

HR r*k Vlan ^ ^ SW 1 J^b ^ 'y& 4j] A-ilUllI ^)Ji}| 

ul\u^ *1^ jj 4J] JX 

SW1 



#> Svvitchl 1^ I ia 1—1 

| Physical | Config | CLI | 

IOS Command Line Interface 


Switch#show vlan 







' 

VLAN 

Name 


Status 

Ports 





1 

default 


active 

FaO/5, 

FaO/6, : 

FaO/7 , FaO/8 






FaO/9, 

Fa0/10, 

Fa0/ll, 

FaO/12 






FaO/13, 

. FaO/14 

, FaO/15, 

FaO/16 






FaO/17, 

. FaO/18 

, FaO/19, 

Fa0/20 






FaO/21, 

. FaO/22 

, FaO/23, 

FaO/24 






Gig0/1 ; 

. GigO/2 




2 IT 


active 

Fa0/l f 

FaO/2 




3 ■ 

HR 


active 

FaO/3, 

FaO/4 




1002 

fddi-default 


act/unsup 






1003 

token-ring-default 

act/unsup 






1004 

fddinet-de fault 


act/ unsup 






1005 

trnet-default 


act/unsup 






VLAN 

Type SAID 

MTU 

Parent RingNo BridgeNo Stp 

BrdgMode Trans 1 

Trans2 


1 

enet 100001 

1500 

- 

- 

_ 

0 

0 


2 

enet 100002 

1500 

- - - 

- 

- 

0 

0 


3 

enet 100003 

1500 

- - - 

- 

- 

0 

0 

1 

1002 

fddi 101002 

1500 

- - - 

- 

- 

0 

0 

- 

— More — | 







LJ 


4_jJ (j-a ,^l"n\ ^131 ejjj^all IgMc. jiajl 1 ^5^ biajl ytp 31 dibl-ic-j 

.YTP Server j* 


Switch#show vtp status 


VTP Version 


Configuration Revision 
Maximum VLANs supported locally 
Number of existing VLANs 


VTP Operating Mode 


VTP Domain Name 


1 

255 

7 


Server 


ABC 


Disabled 

Enabled 

Disabled 

0x85 0x47 OxDE 0xC7 0x79 0x83 0x86 0x00 


VTP Pruning Mode 
VTP V2 Mode 
VTP Traps Generation 
MD5 digest 

Configuration last modified by 0.0. 0.0 at 3-1-93 00:43:33 
Local updater ID is 0.0. 0.0 (no valid interface found) 

ClidoJjjjuJl (J ^ j£j (jl 1 ill c* ^ CIjIaIac. VI (jj ^ lMI l^-J 

lii vi 9 4 -iij v i ^a*j ji v ji i g ikj ^2 ciji£jjui]i Ja a^ihi ^>^vi 

£jtj ClAdjjulll j dLa jLtdl Jjbj ^alil ^g,j\c* VTP -11 (J jJ (JjxVn 


^aJJ ^al 4j] (JAJ lAA A£jjuo ^1 V SW 2 -Al l)^I^ Cy* ^Al-^l ^)Jaj| 

. SW 2 VTP 31 Jj£jj jjj Jjjiij 


r.r 



IOS Command Line Interface 


bwiLcntanow vian 

VLAN Name Status Ports 


1 default active FaO/1, FaO/2, FaO/3, FaO/4 

FaO/5, FaO/6, FaO/7, FaO/8 
FaO/9, Fa0/10, FaO/11, FaO/12 
FaO/13, FaO/14, FaO/15, FaO/16 
FaO/17, FaO/18, FaO/19, Fa0/20 
FaO/21, FaO/22 , FaO/23, FaO/24 
GigO/1, GigO/2 


1002 

fddi-i 

default 


act/unsup 




1003 

token 

-ring-default 

act/unsup 




1004 

fddinet-default 


act/unsup 




1005 

trnet 

-default 


act/unsup 




VLAN 

Type 

SAID 

MTU 

Parent RingNo BridgeNo 

Stp 

BrdgMode Trans 1 

Trans2 

1 

enet 

100001 

1500 

- 

- 

0 

0 

1002 

fddi 

101002 

1500 

- 

- 

0 

0 

1003 

tr 

101003 

1500 

- 

- 

0 

0 

1004 

fdnet 

101004 

1500 

- 

ieee 

0 

0 

1005 

trnet 

101005 

1500 

- 

ibm 

0 

0 


— More — 


: aJuI l cbbbcyi j SW 2 -5' J*- J <ji\ - 


■ ^ ijii. -■ (jSn 


Switch > enable 


Switch # config t 

Switch (config) # vtp domain * Jlkill 

Switch (config) # vtp version 
Switch (config) # vtp mode client 
Switch (config) # vtp password 
Switch (config) # end 


Switch # copy running-config startup-config 

Switch>enahle 
Switchlconfig t 

Enter configuration commands, one per line. End with. CNTL/Z . 
Switch (config) #vtp domain ABC 

Changing VTP domain name from NULL to ABC 
Switch (config) #vtp version 2 
Switch (config) #vtp mode client 
Setting device to VTP CLIENT mode . 

Switch (config) #vtp password 123 

Setting device VLAN database password to 123 

Switch (config) tend 

Switch# 

%SYS— 5— CONFIG_I : Configured from console by console 


Switch# copy running-config startup-config 
Destination filename [startup-config]? 
Building configuration. . . 

[OK] 




(J& Vlan ^ ciA£*aj 1 j SW 2 1 ^jl <jVI 

V J cijLo j1*-a1I JjLu j 

SW 2 


^ Swrtch2 

Physical | Config | CLJ | 


IOS Command Line Interface 


Switchtshow vlan 






' 

VLAN 

Name 


Status 

Ports 




1 

default 


active 

Fa0/1, 

FaO/2 , FaO/3, FaO/4 






FaO/5, 

FaO/6, FaO/7 , Fa0/8 






FaO/9, 

Fa0/10, Fa0/ll, 

FaO/12 






FaO/13 , 

FaO/14 , FaO/15, 

FaO/16 






FaO/17 , 

FaO/18 , FaO/19, 

Fa0/20 






FaO/21, 

FaO/22, FaO/23, 

FaO/24 






Gig0/1, 

GigO/2 



1002 

fddi-default 


act/unsup 





1003 

token-ring-default 

act/unsup 





1004 

fddinet -default 


act/ unsup 





1005 

trnet-de fault 


act/unsup 





VLAN 

Type SAID 

MTU 

Parent RingNo BridgeNo Stp 

BrdgMode Trans 1 

Trans2 


1 

enet 100001 

1500 

_ 

- 

0 

0 


1002 

fddi 101002 

1500 

- - - 

- 

0 

0 


1003 

tr 101003 

1500 

- 

- 

0 

0 


1004 

fdnet 101004 

1500 

- 

ieee 

0 

0 

□ 

1005 

trnet 101005 

1500 

- - - 

ibm 

0 

0 

□ 

— More — 








ytp -11 J jii Jjjt.qij LLo 5 ^ ^AxJl j Vlan ^ Ll V j ^ jj V <j] 

(JjVI ^J-1J La iaJ^)J ^ill djLI^C*] (J^OJLJ ^aJ j ^ SW 2 O^yj^l 
jiiiJi ^Jc. djbl^VI lU*j ^ cjl <» 9 SW 2 <^-^1 u^y^l j SW 1 

cs^- J j^.aj ^ jiLu ? <_$ jL\ ^1 t> ciiULnlt JLui jj Ut . nl Trunk Port 

£jtj Cl jLuaJJjjud]| ^J-1J La JaJjJ CiLoll Cl)lcl^j (J-OXJ ^ jSj j SW 1 Jj^l 

• ^ 

ciLal! ^9 ^C^aLiJI CIjIcIcc-VI ^ _9 SW 1 (J _$VI ^Ic- J ^ ^LLuo - 

: Trunk Port uj^ ls^' 


Switch>enable 
Switch#config t 

Enter configuration commands, one per line. End with CNTL/Z. 

Switch (config) #interface fastethernet 0/1 
Switch (config-if) #switchport mode trunk 

Switch (config-if) # 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed state to down 

%LINEPR0T0-5-UPD0WN: Line protocol on Interface FastEthernetO/1, changed state to up 

Switch (config-if ) #exit 

Switch (config) #interface fastethernet 0/2 
Switch (config-if ) #switch|port mode trunk 

Switch (config-if) # 

%LINEPR0T0-5-UPD0WN: Line protocol on Interface FastEthernetO/2 , changed state to down 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/2, changed state to up 


Tr unk Port-^ -^la tiitata&l <_U*j liaii SW^ 1 qa o'^a ^ 

cUlall iilall J SW 2 -S' JjVl iiiall fo/l , fO/2 

. iiiJI qA±1\ djbhtVi (>*J Uaa J JLill jVl SW 3 ^ 


r.o 



(JjIjj (Ja j SW 2 cr^ J. f j^Iuj u^' 

; ^jlull ^j^JJ^joill (J^lj ^)Jaj| V jl CliLa ^1 *-a1I 


SW 2 

p Switch2 

Physical | ConfuTl CLI | 


IOS Command Line Interface 











. 

Switch#show vlan 









VLAN 

Name 


Status 

Ports 






1 

default 


active 

FaO/6, 

FaO/7 , 

FaO/8 , FaO/ 9 






Fa0/10, 

FaO/11, 

, FaO/12, 

FaO/13 






FaO/14, 

FaO/15, 

, FaO/16, 

FaO/17 






FaO/18, 

FaO/19, 

, Fa0/20, 

FaO/21 






FaO/22, 

FaO/23, 

, FaO/24, 

Gig0/1 






GigO/2 






2 

IT 


active 

FaO/ 2 , 

FaO/3 





3 

HR 


active 

FaO/4 , 

FaO/ 5 





1002 

fddi-default 


act/unsup 







1003 

token-ring-de fault 

act/unsup 







1004 

fddinet-default 


act/unsup 







1005 

trnet-de fault 


act/unsup 







VLAN 

Type SAID 

MTU 

Parent RingNo BridgeNo Stp 

BrdgMode Trans 1 

Trans2 


1 

enet 100001 

1500 

_ 

_ 

_ 


0 

0 


2 

enet 100002 

1500 

- 

- 

- 


0 

0 

E 

3 

enet 100003 

1500 

- 

- 

- 


0 

0 


1002 

fddi 101002 

1500 

- 

- 

- 


0 

0 

- 


[ Copy 1 | Paste [ 


^jiL^judil L_lAALuo CliLo ^L laII (JjljJ j ClA£jjaJl ^ j <j| 

V jl ClA£jjoi]| j dLa Jjljj (Ja 

JUj_q^ L^-joisj 

V jl AllaljJat ^2 <Ja a£L2j j cijl£djud]| ^Lud 

J ClA^Jjudll AiljJa] J SW 3 ^j£lJjjud]| (J^lA 

| CljLa (J jIjj 

^ Switch3 - I 1=1 11? S3 

Physical | Config | CLI | 


IOS Command Line Interface 


Switch#show vlan 








- 

VLAN 

Name 


Status 

Ports 






1 

default 


active 

FaO/ 6, 

FaO/7 , 

FaO/8 , FaO/9 






FaO/10, 

. FaO/11, 

r FaO/12, 

FaO/13 






FaO/14, 

. FaO/15, 

, FaO/16, 

FaO/17 






FaO/18, 

. FaO/19, 

r Fa0/20, 

FaO/21 






FaO/22 , 

, FaO/23, 

r FaO/24 , 

Gig0/1 






GigO/2 






’’1 

IT 


active 

Fa0/£, 

FaO/3 





3 

HR 


active 

FaO/ 4 , 

FaO/5 





1002 

fddi-default 


act/unsup 







1003 

token-ring-default 

act/unsup 







1004 

fddinet-default 


act/unsup 







1005 

trnet-default 


act/unsup 







VLAN 

Type SAID 

MTU 

Parent RingNo BridgeNo Stp 

BrdgMode Trans 1 

Trans2 


1 

enet 100001 

1500 

_ 

_ 

_ 


0 

0 


2 

enet 100002 

1500 

- - - 

- 

- 


0 

0 


3 

enet 100003 

1500 

- - - 

- 

- 


0 

0 

E 

1002 

fddi 101002 

1500 

- - - 

- 

- 


0 

0 


— More — 








- 
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. VTP cJ^J^ cJ^ ^2 as (jjS^ (J^juJI Ia^j 


r*n 



ji&l (jjlj ha. ha. ^ si* i Router on a Staick - 

j /j>>* ill 1 g i->>* j x ^ajj ^jl A £jjudlt &AA Aj^}J J A^l j C 5 ^ Vlan ^ 

A A-iSa ^]| aA^J jAj <LaAiJI aA^S t A^.Ij ^Ac j Vlan -^1 a£jjuo i qV^A. ^ ^Ac, ^A 

^jC I jL-Vn ^jl j (j>axj\l Ig.j^axj £a A Vlan -11 A^Jjoi JaJ^}J ^ j 

^ ^kj ^ ^>aA ^ (J^joiJ ^aLui3l SAxA I ^ >&JjuAlij ^ ^Sj jj^ljjl A&La ^A ^ A^,!^ aALg (JjJjAa 

_a£jjoi (J £A aA 1<AI ^ ua^, ^ Gy Jl £jjjlij 

Vlan ch[£±£ 5jujI Uja] aj) (j ± jliil ; Router on a Staick ^ J& - 

^Jl CAl£jjaAl &AA Aj^}J J ^ A^l J ^Ac L 

^ jQim LlA£djud]| &AA (^ j±i La AaJ^A ^)jjlj ^ (jl lAp >» jll 

^juJjSj ^jAj j (j^ja ,jS3l Sac. Jl a^IjII ij^iA jSjVI j jjj! jll jtgp j$j 

Router ona-ll (/ qA±1\ caIaIacVI Ja^aj ^ jfc j Vlan -S' ^ 

. J^A? cA^I Staick 

AilLk>a Vlan ^j] Aa^V a-ALAI ^a ^IaII ^^Ac ^LI^VI ^ jAiuo 

Ajj Ljajl j ^)J jl^l (JJ^)Aa (JC (jAaxJI LfrjJaau ^a (JjL^aJJ (jl Aj^>j j ^jJjlAxll 

Jj^alba A^ jl A^.jJ Aj| <^-1c (Jaj lAA (jAjjjjoi]| ^Jl jl^l LH 0 J aALs Jajj 

^ ^JjoJSjIjI Sac ^1 ^^uSjJjVI IaA jAijuo ^pj j C lAA ^JjjJJjjoiII 

^Ic 1 .gjtjjjj j a£^juj ^lc G-y Jl l_u£jj j Lja] SA ^-oll CAI£jLLI AAc Ujj^ 
^ic A,j\^x\t ^AA (J^ 4 1 g.x^axj (jL^aJ^I cA<^A\ ^-iLjjolI] CAI£jjoi!I 

Jc. (J ^^.aj ^ jAj ^ji (JjA A-JLHI caIaIacVI > jAIuj a^.Ij ^lijlj j a^.Ij ^j2L^juj 

. aJUII djhl^c-VI ^-jh Router on a Staick -M J^ah j jjj'j^I 

r.v 




Router on a Staick Configuration 
Router on a Staick 



Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 
Router (config-if) # no shutdown 
Router (config-if) # exit 

Router (config) # interface fastethemet 0/0. ◄ subif 

Router (config- subif) # encapsulation dotlQ < 

Router (config- subif) # ip address 192.168.1.100 255.255.255.0 


Router on a Staick -it ji> 11a ^JUil ^ j ^1*11 jliji - 

oAA <- aV'-v a\ VLAN ‘CxjjI Ljajl j t 

Router on a Staick -it V™.' u' 

. jSjtjlt j4^ ije. 


LAB Router on a Stick and Vlan 4 Network and Protocol Trunk dotQl and sub interface 






jl u ^11 ^ya ijj^alKiJI ^iLoll (ji L_a^)*_j ^j) (■ . 1A-J \ .1^ A^ A A k-vS a 

JLaluiVI j JLuijV! ^iLluu] Trunk Port Liajl 

; 4jW,*i\l (JLit^t^c-Vl cJ-a*-J ^ j R1 jfg-A. cs^ c ) ? jalai q ^\ • 

■ 4_^uii j^ijvi ajU&j ^ jiiui (jSft 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 
Router (config-if) # no shutdown 
Router (config-if) # exit 
Router (config) # interface fastethemet 0/0.1 
Router (config-subif) # encapsulation dotlq 2 
Router (config-subif) # ip address 192.168.1.100 255.255.255.0 
Router (config-subif) # exit 
Router (config) # interface fastethemet 0/0.2 
Router (config-subif) # encapsulation dotlq 3 
Router (config-subif) # ip address 192.168.2.100 255.255.255.0 
Router (config-subif) # exit 
Router (config) # interface fastethemet 0/0.3 
Router (config-subif) # encapsulation dotlq 4 
Router (config-subif) # ip address 192.168.3.100 255.255.255.0 
Router (config-subif) # exit 
Router (config) # interface fastethemet 0/0.4 
Router (config-subif) # encapsulation dotlq 5 
Router (config-subif) # ip address 192.168.4.100 255.255.255.0 
Router (config-subif) # end 
Router # copy running -config startup-config 

r.H 


-II £iJ 1 jJajl Lia9 j ^)JjI^) 1I J)Lg_^ ^9 <j^aLiJI fO/0 (J-^^LVI L ” lLI^C-1 &L& 

^jluJJ^joill c> J^Ia]' o^jiiVI J^c. Uik C5 1 uj <jV' jt Router on a Staick 
La djLLnll (Jij j CjI^u^II ^ JL-^iVI ( ^-iLjualil Trunk Port JJ jl^l <^1 


. . . £p fva 

(J- ^alixil ^iLall dlbl.ic.j (J-axJ j ^jl g ^glc. (J ^jiLuj - 

dlbl-lC-VI (» jVua ^)J jl^)]l (_g-3 (Jj^alLall fO/24 (jjSua j 

: 

Switch > enable 
Switch # config t 

Switch (config) # interface faste the me tO/24 
Switch (config-if) # switchport mode trunk 

Router on a ^-aAk ^ <u^alkJl cijtal.ic.yi (Ja*j U-aii Ai <jj£j (JSjbJI 

s ^ (j-aUJl Gy -i' jb f j ‘ Staick 

. Vlan -i' 

(J ^kJllI V ji I AAlili ^ I g L* j LLo 9 ^lill diLljlC, VI (j-a ^Lill (jVI 

£jlj C\W LLa J (Jjo43^)1j V I J j£J j ^)J jl^)ll 

L-JJ^a (J^ jud j ^jjj49^)1j V I (JC- CljLa ^Lt^a ^iLil ^-iLill ^aVI *LjLa^J ^ ^Ajuj • 

Router # Show ip interface brief 


Rltshow ip interface brief 
Interface IP-Address 


OK? Method Status 


Protocol 


FastEthernetO/O 

unassigned 

YES 

unset 

up 

1 up 


FastEthernetO/ 0 . 1 

192 . 168 . 1 . 100 

YES 

manual 

up 

up 







FastEthernetO/O . 2 

192 . 168.2. 100 

YES 

manual 

up 

up 







FastEthernetO/ 0 . 3 

192 . 168 . 3 . 100 

YES 

manual 

up | 

up 







FastEthernetO/O . 4 

192 . 168 . 4 . 100 

YES 

manual 

up 

up 


FastEthernetO/1 

Vlanl 

Rl#| 


unassigned YES unset administratively down down 

unassigned YES unset administratively down down 


.lixa]) j I ^jc- ( at'-v ^ [jj\ Oflla (_]£ ililAa £_i jl Ai. jj 4_j| ta-s. V 

^-AaiCi (jjjjSjljyi bal (J*la jA, ^ <_$l jl jic. (JjiiJ V f0/0 

Vlan 4 ,: '^ <_s-bjj ^jl jjc. .lila (_J£ Akb j Aj-aAj islia (jjuSjlijyi ta& Clla-J 

jW ls* Vlan 1 A SlA ui ^3 jl^ Aj JJ l ^ ^ QuSi JJ 

Router on a O^- J^jVI Vlan 2 A^-Luj ^9 J _5^a 

. Staick 

Router on a Staick -5' ^ o 3 ^' o 4 j-^' '- i ^' uj^ 





Switch Port Modes 



jjjlj ji (jjJJjjuj ji L_1 ^ajii LaAjc. s-Iajj (jijj Aalia dlVLa- 

AjA^JJ ^ jil] dl3 ikL (jjjjJ jjoJI Asia , (Jja^JJauSl '^ a LS* La ji 

jaAj£ij ^jSLoi AalaJI AjA^Li] AJLi. ^j-a ^)j£l A^jJ j f AAxa]) aJIa. 


1- Dynamic Desirable 

2- Trunk 


3- Access 

4- Dynamic Auto Access 

5- No Negotiate 

6- DTP = Dynamic Trunking Protocol 


? 3 ^ L»as& Jia ^UiU! J^> jjSI ^c. a^jxj aJUJI 6 aa ; Dynamic Desirable 

lAA (j-a <_£a!' Jjja^a jLj Llai j ; (jaJJjjoJl A^.1 ^_lc- Tmilk Port ■Aii«a (J-asu 

Ailall <JU AiU ^.\c> (_£All \a\\ ^-9 4 Jo A9 IaII 

4 £jj^iS| /juA ^ ^)4C- JLij (JjIaaII 


j L^a ^ : Dynamic Desirable ^ JLl» 

,^a\ 1 ^jlilj ^Iujj Access ls* cJ^^j ls^ 

.Dynamic Desirable -S' <>aa Access -S' ^-SL*. IkL ja.Vl l£Lj^S' ^ 

jjj U Jt. Ja*j j Trunk Port uj^ J^\ asU4! a_!U 0 aa ; Trunk 

.^g.nj ClLa JjLil] CIjI jj jl^l j CIjLuli 


l_i j4a. Jajj ^ (>xj j Access uj^ ^Li4' oaa ; Access 


JI^saja^j fiiu) ^aSI Aai4l <JU. &aa ; Dynamic Auto Access 
L] jf Access -S' ^ J^l4' ^i 4' <4^ Access -S ^i4' ^ L»Aj& 

.Trunk ^-S d>LS4' ^i 4' Trunk 


(jc* m\*\ 1 c-ij9 jj (j-^a 4jUc, ^Iaj jisIIaII j No Negotiate 




n ^ 



AJUl jj 



Dynamic 

Auto 

Dynamic 

Desirable 

Trunk 

Access 

Dynamic 

Auto 

Access 

Trunk 

Trunk 

Access 

Dynamic 

Desirable 

Trunk 

Trunk 

Trunk 

Access 

Trunk 

Trunk 

Trunk 

Trunk 

? 

Access 

Access 

Access 

? 

Access 


Administrative Mode 

Access 

Dynamic Auto 

Trunk 

Dynamic 

Desirable 

access 

Access 

Access 

Do Not Use 1 

Access 

dynamic auto 

Access 

Access 

Trunk 

Trunk 

trunk 

Do Not Use 1 

Trunk 

Trunk 

Trunk 

dynamic desirable 

Access 

Trunk 

Trunk 

Trunk 






STP 

Spanning Tree Protocol 



cdLud^joill dLLnll ^jljjJ Aliila j J jli j^>j SjUc. jA *STP 
-LaJj ^aJ lil dLLnll (jl L * vW J (jV d.lj ^jJjuoJ JJUJ La JaJ^}]| ^aJ lit (J j£j 
dLLnll (jl jj^ 4jUc. cIiWjajj <UL^JI ciliil ^jjl jl Lj3L J^jj cJ^ <j-a j^l 

dLLnll £d j ciliill ^-iSaiiL ^a jill STP-^I J jJ J ^ J 

^j2L^jud]| ^lc* <ilxilj ^a £jl (JJ^ LH 0 (J^d (J-ojU (J J^il l^A J L> * jLuaJJjjudll 

j dLLnll (JLuojI 4 jUx\ d.1 j ciliil jjlkL ^a jlijuo t J ir’Vnlt ^j)Vn 4jUc> $.ld J 
dLLnll (Jjuj jj ^ill liliill La (JiaC. ^ J dSj^a cl^d ' g ^ 111 a2i a jj dldiJI ^L 

jjJ 3kL ^ jill dill ^jllL (J£juU STP -Jt (J ^ jIijuJ &L& 

(JliluoVI j (jLuo^VI A-iLoxj $.Iaii ^ c^Vn\l 

.Data Link Layer Ai±y' ls ^ <-)_£_£ jj^' J«j - 

^ ^£joUjuj dLuoJJ^juo (JLa ^.J^a^k ^1 C- (J^axJ STP - 

'(jj\j& j juniper 

. 802.1D l$V 1x ^ j IEEE ^kiaJ STP -II Jj^jj jjj - 


(Jij ^ ^Lilc, ^LaJCrVI ^aJJjuo i£^\ cr JaUJ^)]| ciliill jLikl A-lLoC- d^)*2i] ^jVl 

^ ^ali 4jlax\l &J\A J dSj^a Jid Ig.qft Jj ^lijuo Cjl£iJl J , Ll^ll J CljLa jLt^ll 

^aJJ <j] Ljajl ^aLu <jl ^ j ^j£J j ? L^.^)jai j Cljl jJo^slI ^)^Lj ^a Luo Cljl jJ^a^ D^C- 

JLuU 1 «Q CljLudllJ^JUdll ^-SL ^ CljLudJJ^JUO AX- J-A^a ^J^a ^ J ^-JUJjjl j ^IoJJ^juo L-jLklul 

dll jL-v SAxj I dj| L-jlidVI A-iLaO ^alul j ? d^C-Lola j) ^JaLii^.1 

(^J^oll (J y ill J Ldji l^jj^3 ^ ^aA^)^Ll ^a j^Luo ^ 


r^r 



: STP -Jt JjSjjjjJ CA - 

. Root Bridge ' 

. Non Bridge 


SwitchA ROOT 
Priority 24576 



SwitchB NON-ROOT SwitchC NON-ROOT 

Priority 32768 Priority 32768 


j Root Bridge j a-iL^ 

^ Luj (J^.1 s^cr cijUiijjjjud]| j^lLuj 4 jL*,\I &jia j ? Non Bridge 

&aa 


BPDU = Bridge y-y^j^ JLujj] ^ jj£25 lJaisVI <Aac, • 

^ jjj u 31^ j(>s jW^ Protocol Data Units 

^lijuo]! j a£jjuo]| aA <Ja j ? ^ j cijljuajj^joill 

^9 4»j^aLiJl CIjLo A i^)x^y ^a 4JLuo^)ll a^A L^jI ^'\xa\ ^ V jl 

llAVlVl AjUc* ^11 \ (J^IX^W £-A j 4^ ^Jc. SJ JJil\ CljL^JJ^JUdil 

; BPDU djUjI^k^ • 

A-AaC- jl a"\C> V 1 ^aJJ ^0 1,4^ 1-1^ A AQ.A ^LjudSl &AC» ^PDL — ll 4 -ILjuo^ \ ) 

. ^LJVI ^j^Luo Root Bridge c^-^' l_jU^j! 

^A jLll^l ^aJJ A-1 a9j <Laj 9 (3^ :Bridge ID 

J1 IA jauaiij j Non Bridge uj%“ ls^' uAj^' j*> t> j Root Bridge 

.. cfc^ c^' Bridge ID 

1- Bridge Prioirty , 2- MAC Address 

<*A jA Bridge ID <A' ^A_A-* 

n £ 




a^>UJ 1 aJ ijVI a^U j A^a <jc. s jUc. ; Bridge Prioirty 

.Default Value = 32768 uj^ , 0 to 65535 c> j 

u 53 *^ 1 jW ^ u'j^' c> * jW^ j* : Mac Address 

. jW C5^ 

: Root Bridge aA^c. uLS - 



^ j bpdu _ll L_U^j^)]l aJLujj Lgja ^oj i"*<l^)-»A. e^c. (_j-a t _ <1 A ~i i\f I A_lLaC. ^jj 
jsUk .^1 j MAC Address j Bridge Prioirty ^ Qp jlaJi tajLuj jjoj La£ 
Prioirty ^49 l-aL^uJ ^Iluo 9 &j\a L_jLkljVI a.jLc. 

^Iluo cijL^jj^jaiil (JJa Prioirty cJ^ j ^^aaL^oi]! ^.ja^ 

ajjLulLg Prioirty -1' ^y 9 te) o^j , Root Bridge yr^ <j*y u 
AJLujj ^ jiLuj Mac Address (JliSiVI j 4 -Ajkll $ 1 a jjL^j ^jui ciAju^jjudit 

<J£J lijLuj Ula j <jl ^ixll l ^L^iLoij BPDU 

jLaJC* V I aJJjoj &^A ^9 L>> ^ JudJJjJudll ^Ac- J^)£kJJ V L <^lLa ^jt jJC- 

Root Bridge cr^ uj^ u^y^^' a£ 11 aj ^ jj! t*La JSI 

jLIaa 4_i1ax]| ^.9 ^jJalLoul c jjfll &Aa ^-Ic- ^JIaVI ^jiaxj j 

: STP -1! JjSjjjjj £-* ^ ^UaJ) aJU - 

AiJa j cijLuijjjjai]| jljiiuol j Root Bridge c^y^^^ l-jL^IjI AjLc* 

JL^jJ dAa J 9 I^jUJijI ^aJ CIAjulLjjuJI <J Ujj^S (J^ixluo ^^1111 

4 JxAlla UjJ^k ^lc* L_LujLia (J^JaU lA jLllkl a jj ^JaL^joJI IbLia] djVl^- 

jIa] j cJaxj (JS j ^ A £jjudll ^9 (Jaxj CIjIjuojj^joiII 

-UUJl &AA 


r^o 




STP Prot Cost Values 


J Cost -S' (JJjSa (jc. j , ? jLolaII jLiLi.1 djIjLaLAll juj <il£j 

Jl (J^r <C»^}juo j A*J j ialiAll 4 X-^)juo 

a,j\ac> (J j 9 \1 ^ ill STP Prot -Jl ^ Cost 

Sj ^aII CIjU; Jjudll 4 qKMI 




Link Speed(Bandwidth) 

Port Cost 

10 mbps 

100 

100 bmps 

19 

lgbps 

4 

10 gbps 

2 


: STP Port ^Ldl ^ 


1- DP = Designated Port 

2- RP = Root Port 

3- BP = Block Port 

Root cs^j' J j£\ iSLidl aJU. o^a : DP = Designated Port 

.djUUJI JU1J j JLaijj Ajla*j ^ jin j n)-> j Bridge 

oIa <j£] j diULull JLoijj j JUaiuil ^glc. (Ja*j Liajl ^aiall 11 a ; RP = Root Port 
yr^' jSI a L*al a j j£j j Non Bridg 31 <^c- j j£j ialiall ^ aJUJI 

. dil jLu^]l JiVl AilSjll jjlj j Root Bridge 

RP uj^ V j DP 4-ilc. j\2Lia]| <LL^ J\ Aia^La 

. JaSa Non Bridg ^&Lj. jjJI jj£i .Laa RP J iali* 

.Cost 4iKi Ikb (jkJI iiLJI 13 a : BP = Block Port 


Root Bridge\5witch 



Best Path to Root Bridge 


O - Port in Forwarding State RP = Root Port 

Q ^ Port in Blocking State DP = Designated Port 


rn 






i P- J in J q\C; ^ J ^ ^ ^ A AaC> J 1 i a^ Q >Q \ J Q \ ^ - 

SXP Jj* JJ j^)J (JaC- A-lij£ JLu J A^il] ^JIaVI ^jia^JLJ ^a jSLuj ^jVI f jIjola]| 
jUiaa a xi j STP J JJ ^-9 ^JaJJjuu] jaj ^ja ^)j£l ^ j9La J 

J j£jJj^]| I^A ^9 J jliil J <9^}XA ^Ac- ^jj£j (jl L_i^Jj 1^1 1*1^ a£A (J Jj J^)J 


c>® f2 <j] -k^!>U J SW 1 , SW 2 (J^JJJ-^ (J* (JJ^* J jVI ^jaIII 

C-ijJU (ji L-J^J ^JL^Jl CLA£jj]| ^.1 L_ilij| 4j] Ljajl Ja^!>U j f <illll 2 

J (JLujjI A iIaxJ .1^1 j till y\ ^ J O^Vl aJ~? f ii STP -It JjSjSjjj 

<JL^JI &Aa ^ Root Bridge ^jajj^juo j cijULnll JUSluol 

^a j5Luj dAxJ J 2*3 jAdll ^ J^ 11 ' A£jjud]| CjULnll ^^JUO AJ Ia .I^jJ V 

; ja i\\ lW* ^Aill ^^jaj 



F0/1 

F0/1 

4 P: 


:— ”W 

2960-24TT 

F0/2 

FO/2 2960-24TT 

SwitEhl 


Switch 2 

Priority : 32768 


Priority: 32768 

MAC Address : 0000.0000.0000.1 

MAC Address : 00®. 0000. 0000. 5 


ja 11a j Root Bridge <^4' j ^ *4' ^ ->^' - 

^jLuolljjjdJl A_l2 4 J^uil ^)iaj| I . il A •' iV I 4 jl.aO did C_fl j£ L_a^*j] (jVI ; SW 1 

^ aJUJI saa es-a SW 1 , SW 2 Jl ^ 4 jM- Prioirty 32768 J' ^ 

(jjjjil iJUl (jl _jjc. t_aLi£luil ^A j A jllll! Ala.j-Jl ^1 (Jlajj^l j Al^^Jl o'^A jjLaj 

MAC AjJ (jjj^l t^lLall j)l ^jc. SW X 1 i^tj^t (jjj^l tiSLalj jiajl dll jjjjj^jail] 

MAC SW 2 J o-jJ ‘JU' u'j^ j Address : 0000.0000.0000.1 
AiV J SW 1 J' ^ ^ Address : 0000.0000.0000.2 

(_£ (_^ Jl (_jjjjjjuJl j 1 ° '1 ■ *' UA.jd U£ (JsVl (_jjjj^I i ill. a] 1 (_j j'^j 

^■js jAll liiA j Root Bridge ^JUdJj|^)]| ^JJ)^JajJ (Jsl 

^ic- Jo l 1 ^ CljLuaJJ^JOlJl ^^VujJ 9 SW X -Jl ^J^^Jjuo 

Root ^ 1 ^JA jjuaajl ^£11) J ^aJJ^juO (JS ^9 CIjIa 

j^UaII <JL^. ^ Ljajl j Bridge 


nv 


dlLa^Lt-all 'i j S^V 1 (JjlU^jjuiII CS^’ ^jVI 

: STP-Sl JA^ 

• 4alU]) ja ) ijVI 4 jU£j ^jiluj (jVl 

Switch > enable 

Switch # show spanning-tree 


SW1 


Interface 

Role Sts Cost 

Prio.Nbr Type 

FaO/2 

Desg FWD 19 


128.2 

P2p 

FaO/1 

Desg FWD 19 


128.1 

P2p 


Ail Ja^.V Lsl-Lall oLa Root Bridge (JjJJjjuJI (J^b oLa e jjj^ail 

j (3^' jS' uAA' Ai) ILa DP = Designated Port -S' 

^UHI ^jjjla_jjui]l ^^Ic. (J ^ jiluj jV! Lai , (JUalml j JLujjl aJU. ^ LaLLaJI 
Lslla]l aJU. ^A La dlLa_jl*-al] (j^al^CLuil AjIaju j 2 



• (JjLuJI AjLi^j S^V 2 (_)tij_jjui]l cs^ - lSq'**’ \' ^ ' ‘ " L)*^ - 

SW 2 

Interface Role Sts Cost Prio.Wbr Type 


FaO/1 

FaO/2 


Root FWD 19 
Altn BLK 19 


128.1 P2p 

128.2 P2p 


F JjVI Loll iiLLoil ^Jail , Non Bridg u^ 3 (J^L Cy* o^ja^W ^Jiii 


<> JjiLaj j Juj jj Ail I La j RP = Root Port -S' 0/1 

m\a\\ 4 -ixjih Lai ? JL^aiil 4Jl l_ sjju <UL^JI Root Bridge C5 juo-LI^)]I 


j^l c^i <jV BP = Block Port -M jg* F 0 / 2 

JU> ^ Lai loop ^LLnll JJ^ ^ cl^^J (jV I^-j j STP 

(J.1J cJ-OJlII ^iLill L^lii]| <^1 4jUc* ^ILudi ^ jVl L^liill ^ 


. JjVl 

A-iLaC- ^Ac- £jujjI J< xl j L *^1 j Ln jia ^jIj JiLm. OVI - 


.STP -II JAAuj 


^jjdLjjuall ^jjfLA ^l J c . si A, Vi I ^llxjj CIjLolLjjuo Lj^L <j^a ^Lill ^ ^ 

<ri A' ^ L£ Non Bridg u A-* 1 ^Liiij^JI j Root Bridge ^rA' jSI 

? dlLI^C-VI ^-Ic- CljLudJJ^Judll (J ^ jiLuo j 5 ^Llll 


ru 



(jiSjjjuJl lb* j Root Bridge j ^ ^j) ^ Ja^.V - 

bl^b 4_ja ^2aJ ^ajil ^Jajj (. _ '' ■v.*i*N I 4_llaC. CIloj t_flj£ c-ij^ jVi , SW 2 
^SW1 / SW2 > SW3-1I^ Prioirty 32768 J| 4_xa2 CLjLulLjjoi 

q\ _jjc. (. alb&hul J AjUjII 4_L^.^a 1I (JbljVI j 4 _L^.^a]| o^A aJ-i ■ ■< 5JL^J1 oA& 

^LcJI (jl jj£. S W J ( -a\l 1 " *' ‘ ‘ 11 ^ O j O'^ blLoll 


SW2-1 o-j^l ^Ul 0 \j± J MAC Address : 0000.0000.0000.2 
MAC SW 3 -1 o-jJl u'j^ j MAC Address : 0000.0000.0000.1 


SW ^ cJ u^' Address : 0000.0000.0000.3 

Root jA j (jj j-M bJba JSi < _ s 2c’ *b] ^ 2 

uj^ Cost , Non Bridg uj^ cb-bb^bl ^b j Bridge 

l g ■» ; CjIjLuiaII A£-^)jui J 4x. jjuJI jjijj (JaxI) bbbl ^ia^. 4_j] <bjLuib 

. ^ J-bil (js* J* jA b£ Cost 19 


Aj-albJl Cllba (_pa^ytJ.ub j S1V 1 ^^g-Sc. (J ~ > n ^jVl 

: STP 3! Jj£jjj jj 

• 4alUH ijVI 4jU£j ■■ <j^M 

Switch > enable 

Switch # show spanning-tree 


n h 



FaO/1 

FaO/2 


Root FWD 19 128.1 P2p 

Desg FWD 19 128.2 P2p 


iflliall ? Non Bridg -S' 

c> j <jj cs-«j j RP = Root Port -S' 4-S^ F 0/1 J IjV' 
^ JL^jI a^.jj 4j) (—a j* j 4JUJI oi^j Root Bridge -S' y^' jSI 
DP = -S' Sii-L j$i F 0/ 2 ^SjII aaiaU <Uuuj U 5 Root Bridge y^' jS' 
.Non Bridg -S' SW3 ^ li* Designated Port 


■ (jjLuJI SW 2 ySt ^j)Vum (jV' - 


Interface Role Sts Cost Prio.Nbr Type 


FaO/1 

FaO/2 


Desg FWD 19 
Desg FWD 19 


128.1 P2p 

128.2 P2p 


iaiiaSi 0 ^A j Root Bridge SW 2 y^' jS' cpj_^S' ^ja &3a ^)kj| 

<j^^3l !3 a a 3 ^iju 11 a DP = Designated Port 3! <3 J^-V 

^.ic- I La! j JUuJ ^ jL,jl *LIl^ ^9 iflllail ^ C5 Joif)lj]! 

39Ll31 aJL^. ^a Ia ^^>3 cIjLa ^Lla 3 ^a!^)*jjuo! a3axj ^ ^13 j SW3 A3L31 


; JjAjuiI! ^)a jVI AjL£ j 


SW3 u^sj^ J ^ uVl - 


Interface 

Role 

Sts 

Cost 

Prio.Nbr 

Type 

FaO/1 

Altn 

BLK 

I 

128.1 

P2p 

FaO/2 

Root 

FWD 

19 

128.2 

P2p 


^i3t ^i31 jk3 5 Non Bridg 3! SW3 &3 a ^)k3 

JiLa ^iiall a3 13a j BP = Block Port 31 5JL^ 3kU F 0/1 JjVt 

^lijud l!iI£j 3I .1^.1 <Jk*j JU> ^LLaJjjudJl La CljULnl! jtjjJ £Ja1 j C!j9ja 

^jL3I A9ja3 <JjoUJ ^ cJaxI! (jkxj ^311 c*Vn\t ^ja (Jaj ^jL3j (J£jaj a\1 &3a (JjijuaJ 

J j«u * q j Jjuo jj 4j! 13a j RP = Root Port 3! 3kb <3 -k^V F 0/2 

£a JL^aii! <3 <— i^>*j <L1L^J1 Root Bridge 3! ^^-jouj!^]! ^31^x31 <ja 

.Root Bridge 


^ jk Luj ^3a1! <UL^. j l. A A- iiAg> -kjuo jIa l 1 a^ a (jj^3 ^3 ^-^3! !^-j 

l \f\ J jj jj3! <1 aI£ AjI^j ^-Ic- ^j^£3 ^3 3^3^ c3h° ^iuJa! ^3 ^aj (Jaxj 

.STP 3! Jj£jj jjj ^IS LiA^i ^ (jj^3 j l)a*j 


rv * 



STP J ^ j J c^ / u^y^ cK ^ 

j CljULnll jUSluol j JLujj] 4jUx\ .1^.1 j (illil JLj.Wn ^13 j L-jLkljVI AjUxj 

jljjj U V 5 JUJI &i& L ^x^ 7 Root Bridge yr^'j c^yj^ 

(J^l£ cJ^jolj j><u]| ^ j5Luo a^uu j ^>u]| ^Ac* j)ah ^ jiluo a£jjol]| djULnll 

; ^ALill j^ull 


/:: 


*-F0/l — — — 

2 i 6 *$r 

F 0/2 FO/4 Priority: 32769 

j | MAC Address : 0005. 5 EAE.6CBB 

I I 
I I 

Cost 38 

i i 

I ® Non Bridge 
! I Priority : 32769 
I 1 MAC Address : OOOA.F3EE.0929 
F 0/2 FO/4 

!f 


Cost 19 


. F0/1 ^^- 

TO/3^' I . .r 


296f-|4TT 
Swjtoi3 
F 0/2 'f 0/4 

I | Non Bridge 

| | Priority : 32769 

| | Mac Address : 0060.47C9.E392 

! | 

Cost 19 

i i 

| | Non Bridge 
j j Priority : 32769 
j | MAC Address : 00 DO. BAC0.2BBA 
F 0/2 [FO/4 

if 


- F 0/1— - 


#£ zll\ r P 7 “zzzzz^^zzzzz“”__: 


2960-24TT 
Switch 2 


2960-24TT 
Switch 4 


ja, (jiSjjjuJI Iaa j Root Bridge cs-^' j ^ ^j) ^ Ja^.V 

Aj 3 laJ ^ t - A aluVI A_iLaC. CIloj (. iuS (jVt ; S1V 1 

SW 1 ,SW 2 > SW 3 ,-!I^ Prioirty 32768 -S' W ^L£L^ 

^A, j AjUjSI 4_L^.^aJ 1 (JLaliVt j 4 _L^.^a]| oAA ,->"n > n aJL^JI oAA ^gk SW 4 

l JAs. Jj \\ ^)lsul 1 " *' ‘ 11 ^ vilLxJI l sLudSjjail 

c^LJI (jljjft j MAC Address : 0005 . 5 EAE. 6 CBB ^ u - >j 4 u' j^ 

J ^jAl ciiui o'j^j MAC Address : 000 A.E 3 EE .0929 SW 2 3 o-P' 
SW 4 MAC Address : 0060 . 47 C 9 .E 392 SW 3 

^ * 1 LJI oaa ^ jVl , MAC Address : 00 D 0 .BAC 0 . 2 BBA 
‘ LJ ‘ 11 _jA (ilLi q\ jjc* (JS 1 ^ SW 1 

Ut / Non Bridg uj^ y^b j Root Bridge yr^' 

lIAjLjuuAI 4 x -^) juo j 4 x-^)jud]| (jjoilj (J AjjLolLo Cost 

4 qK*i\i Mid\ ^iLluj pi * j ^ ^ ^ j 9 j C ost 19 ^ ^ 

^JLjuo^ JL,jI S^V 3 cijl 


m 


u j SW 1 <^l J SW 3 cJ^ ^LjLnll ^ jVujj 4 

^Jl CljULull (JLjuo^Ij ^^SJjuo ^ 2 L& (JIjuo^Lj ^jujJjI^II ^jI^IJ^joiII 

j / CljULnll jajuoj CIjI jLoia]| <il£j ^ ^Iluo aJL^JI SW 4 

l \ & Cost 57 uj^ SW 4 j SW 3 o^-yo^l ay ^ jIjolaII a! 1£j 
j SW 3 ay ^ Jaja a^l J jVI ^LuiaII a ^15 ^aiII ^Jail a qK*^i Mm\ 

Oil jLolaII Aaj 3 ^ ua^k &Oj j j><u]| La£ Cost 19 4 -ajaH SW 1 

j Ia£ Cost 38 uj^ SW 2 j SW 1 ay L* c^' 

Cost 38 -SI ^ SW 4 j SW 2 ^JJJ La .IaJ^)J Lf ^ I AiKlllI Lal^ ^JJjuj 

A-ijl^-ill A J>jV^I Cost 57 Aj7kjVi\l ^jj£lLuo 

Aj^aLiJl CllLa ^L laII ^j^a^JtlLuAj ^ j SW 1 (J ijVI ^JaJJ^jua]| ^Ac- (J (jVI • 

: STP -1' dAAj jj ^ 

■ ^jUSj ^Sn • 

Switch > enable 

Switch # show spanning-tree 

<u) J=l=.V Root Bridge SW 1 ji' c£y_a c> * jj^il jJajl - 
JZjj+A] liA <jl I^a DP = Designated Port -1' tlU. ^LuLI 5 ^ 

Jlij ic- ^ Lai j JLSU Jluijl LI1_^ ^3 oallJI 

tlL^. La dlLa^Ix-all ( _ual^jt"uL 4_iLaxj j S^V 2 <— JIjII 
; (jjjLuJI _^ajVI tjL&j S^V 2 ^ jilai ^jVl 


SW1 


dP Switchl 

Physical | Config j CLI |__ 


S i 


IOS Command Line Interface 


Switch>^ 

Switch#show spanning-tree 

VLANOOO™ 


Spanning tree enabled protocol ieee 


Root ID Priority 32769 

Address 0005 . 5EAE . 6CBB 

This bridge is the root 

Hello Time 2 sec Max Age 20 sec 


Forward Delay 15 sec 


Bridge ID Priority 32769 (priority 32768 sys-id-ext 1) 

Address 0005 . 5EAE . 6CBB 

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec 
Aging Time 20 


Interface 

Role Sts Cost Prio.Nbr Type 

FaO/4 

Desg FWD 19 

128.4 P2p 

FaO/3 

Desg FWD 19 

128.3 P2p 

FaO/2 

Desg FWD 19 

128.2 P2p 

FaO/1 

Desg FWD 19 

128.1 P2p 


Switch# 


rvv 



^ ^Luo ^ 3 Vi'S a aJL^ M\a aIa^Ia liLlA £Jjl -la^V 


df Switch2 


l = m S3 

J 

Physical 1 Config J CLI 



IOS Command Line Interface 




Switch>en 


* 



Switch >HiMlMp t _- : 

Switch#show spanning-tree 
VLANOOOl " 

Spanning tree enabled protocol ieee 
Root ID Priority 32769 

Address 0005 . 5EAE . 6CBB 

Cost 19 

Port 2 (FastEthernetO/2) 

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec 

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1) 

Address 000A. F3EE .0929 

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec 
Aging Time 20 


Interface 

Role Sts Cost Prio.Nbr Type 

Fa0/1 

Desg FWD 19 

128.1 P2p 

FaO/2 

Root FWD 19 

128.2 P2p 

FaO/3 

Desg FWD 19 

128.3 P2p 

FaO/4 

Altn BLK 19 

128.4 P2p 


Switch# 


( Copy J [ Paste 

a I^Ua!! 


j j] j SW 4 £yl c£yj^' 11 a Fa0/1 Desg FWD 

.Non Bridge j Root Bridge yr^' uy ^ 

Root SW 1 J IjVl JzLj^ 1^1 11* FaO/2 Root FWD 

Bridge 


# JLoj j] j SW 4 <jyl <jly>^y i&*l\ 11a FaO/3 Desg FWD 

^ JjVl j ^—^ 3 * cl^y cJ3^xa\1 ^AIaII 11a Fa 0/4 Altn BLR 

Root Bridge SW 1 


jUIaa j a ^ja cJ^y cIiaS ^1 ^a^I 11a 

djULnll (jl JJ^ A K jud ^ (Ja. A C5^ L oj»*n J STP -11 J JJJ Jaxj L C5^ 

(J£jaj AiliLI iAlA 9 <ja JaLil^VI 1^.1 LJajI j 

aKxxia UjjL^j Jfl yjj£j I^J (JiJj J-1C. <ja ^jISIj J^y A \jxjuM J j*-il CI^ja 

^^.Ua J^juy liliil (JlajLJ j CjULnll 




rvr 



| 'LAjSj SW 3 C5"^’ cJj)^* '\' - 

iaUJIj , Non Bridge SW 3 djlliill (_jIullJjjuill Jib ^j-a 4 ‘ jiaji 

^ jSLuj (_j-a j!i£Lj Jajj^a 4_jJ ^Ic. JjU lbs A aVi-v ^ AJLa. Ailj 4_jl Ja^V 


ialloll eb 


C>^ 


SW 3 


j? Switcti3 - .- 

Physical Config CLI 


IOS Command Line Interface 


Switch>enable 

Switch# show spanning-tree 

YLANQQQ] 


Spanning tree enabled protocol ieee 


Root ID 


Priority 

Address 

Cost 

Port 


32769 

0005.5EAE. 6CBB 
19 

1 (FastEthernetO/1) 


Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec 


Bridge ID Priority 
Address 


32769 (priority 32768 sys-id-ext 1) 
0060.47C9.E392 
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec 
Aging Time 20 

Prio.Nbr Type 


Interface 

Role Sts Cost 

Fa0/1 

Root FWD 19 

FaO/2 

Desg FWD 19 

FaO/3 

Altn BLK 19 

FaO/4 

Desg FWD 19 


128.1 

128.2 

128.3 

128.4 


P2p 

P2p 

P2p 

P2p 


Switch# 


1 Copy | [ Paste | 


(jc- 4 qV^ ^ a^Ij aALq asLLo a^jj 

^ Sac-L ^ Luj 

* ^jLjoiII SW 4 C5“^ - 

SW 4 


IOS Command Line Interface 


Switch^ 

Switch#show spanning-tree 

VLAN0001 


Spanning tree enabled protocol ieee 



Root ID 

Priority 

32769 




Address 

0005 . 5EAE . 6CBB 




Cost 

38 




Port 

1 (FastEthernetO/1) 




Hello Time 

2 sec Max Age 20 sec 

Forward Delay 

15 sec 

Bridge ID 

Priority 

32769 (priority 32768 

sys-id-ext 1) 



Address 

00D0.BAC0.2BBA 




Hello Time 

2 sec Max Age 20 sec 

Forward Delay 

15 sec 


Aging Time 

20 




Interface 

Role Sts Cost Prio.Nbr Type 

Fa0/1 

Root FWD 19 

128.1 P2p 

FaO/2 

Altn BLK 19 

128.2 P2p 

FaO/3 

Altn BLK 19 

128.3 P2p 

FaO/4 

Altn BLK 19 

128.4 P2p 


Switch# 


n £ 




iaLlA £Jjl U IaJ J SW 4 ^jIjj^JI (J^l^ (J-o AJtJl Djjj^al! Ji^-V 

^ j^Ijuo <UL^ Ailj ^IIaII ^9Lj j J-<ixj JaSs ^.1 j 

SW 1 c^p' jft £« J^i* <J cs^ ^iJI ' ^ FaO/1 Root FWD 

Root Bridge 

JjVi J^*^ j J^m J^a*mi ciiJI I^a Fa 0/4 Altn BLK 

Non Bridge ^ o%^' ^JL J* j Root Bridge SW 1 

jJjiaJ ^3 <j] ^Lu jl L-±^J ^1 j STP -11 J jli J JJ Jfl (J^jill I^J • 

j J jJ j^}Jl I^A ^9 ^j^liJl AiljJaVI (jiaxJ AiLjaj l.j^ajt j (J jJ j^)Jl I^A 
^9 J^t£ *A£^yu& ^Ac- *Clc- ^^>^1 J ^ jS-juj Cl iV jJ d^A*A 

. STP -II JjSjSjj; 


CjLulLj^I ^jk iStU) Cj|j1j5 4A^J-4 


STP switch port states 



^gk j jljilujl 4 -iL&c. ^A <UjIj 30 C^.Ij ^jjjjj^judll Aili-Jl CjIjI j 9 <A^^a 

g-i pl-lii j ^rj^x^a J£jolj J^xJ 4 -joiAj 4 , ng .1 4 jUc* ^^Ac, Jl C!j 9 j \\ 

L&^)£Aj ^ ^SLoi ClA jJ^a'S S JAxj 4 _i 1 a*AI &A& Ja£j j ^ ^)jJa^VI e-LljJaJ j J^a*AI 


1- Blocking miAll Jim VI jplcA 3Al^ ^ 

2- Listening m^AI ^ jj ^Lluo ^A^j^JI &A& ^ l^ ^LcLuA 3AL^ ^ jmAI 

3- Learning ^ILuiA ^Al^ ^ >m&lt 

4- Forwarding cmAI 4x, jj 2 y*i aA^^AI j JUSml j JLujjI AAL^ ^ m^ll 

5- Disabled jmci aJU ^ iiLll 


rvo 



£A a Jud j 5JUJI ^-^)judJ ^a j3tjuj iiLlAll <JL^ ^Jc- ^jt AxJ 

. jli^ ^UJI 3JU ^ 3JU 201*1 

^ijui a \) x i!i)\ lie. j <3!*^* (jj^jxii a. \ i^x-u& <1^.^* Jjl He. ^iLoll <11^ • Blocking 

.^iii j^ijissjVI 

j Blocking ^01^01 <j] ^^iju I^a ^Jlij^OI ^jjlb c-LijJaA jiiiOl l_OtH Sjjj^all Ia£ 

• <0H| Djjj^all jla. jI JlilOl jIjiLuol 4 j\ax\ A. ijLj 30 ^ J Ikb 



y 

PC-PT 

PCI 


j' Access uj^h J* l^>3 ^ u : Listening 

l^c. L* JjIaaII jiAlOI ^a ^L<lLujVI a-Aac. ^a A-ijlj 15 UL^JI &1 a j Trunk 

<tk J*U <j5lb &AxJ j 


a,j\ac> q * a a-ijIj 15 ^ ^ j Aliila j j 4 x . ^ju m\a\\ *aA &^a ; Learning 

Jj^aiiA ia\I & 1 a j Access ^ ^ cIh 0 uj^j ajj >^*^1 *ij.w*n ^ali (ji j ^jg.^Ml 

<-OlOl jl yc. (Jj^oLiJ ^ ^JUl 0^j)x^a\l 1*^ L-J^jujL^ 

. j^' U^j'-« J ' Jj-^ 



2950-24 

Switchl 



PC-PT 

PCI 


jLiluil J JUj] <J JVI j Djljiluol ^aii tVia\1 UL^JI £>1a ^ [Forwarding 
^iiA JUal (Jl* aJc, lW*-^ ^ j ^IaII <UL^ & 1 a [Disabled 

JAjI (J^axJ *1^1 <ilx^a jJ ^ali j \ j JaI£ (J;i*-A 




m 




Optimizing Spanning Tree Protocol 
STP -It J Arjj* jki 



(J X^A j J^LLall t-T J STP — ^ 

A<^\ *bl j-ijaiAJ ^ ^ ClA julLjjoiII ^ <j^aLk]| a^IIaII <JIa jl jiLuol ajI jll dja j\\ <J1a 

J^Aj ^ jiiLuo 5 STP -11 (J jJ j^)J ^joUjI^JI ^jiL^judil L_jIa1ijI 4 jUc* (J1 a ^alc, (j£JuJ 

(J j£ jJ j^)JI I^A ^ dl\x«o*s ^Sll Cj\jj>wl\t 

1- Port Fast 

2- Uplink Fast 

3- Backbone Fast 

4- RLQ BPDU = Root Link Query 


A-i^aLiJI &AA A jj-Sa j 6A3 Lia]| 4-JaC- jjjuiAli] tA^y^JaJ ^lill A-L^aL^Jt &AA jPort Fast 

Listening, ^ j aalJI jl jSU 3JIa a^Ij 30 sec jU^VI a !^ JaUJ 

jLg^. Jajj jl cilii] Jjjiiij ^ jij I Lode. ^)jujLia (J£judj (Ja*j Ajj^al a!1 &aa j Learning 
&AA j jUalljl jjA j-a ^)JuilfA Jixb JaJ^JI ^Iluo (Jj 4-fjtj 30 sec jV (Jjb^juiil aALoJ 

JAa IAa a 4 jv^il d \\ 

_JI AsLia ^-Ic- I g ^illaJ ^aJJ Ja2B A^Jaa II &AA 4j! a1* J jl i ^ 1AJ * Aa ^ Aa a^ a 4jaA^La 

jl V j , V l_j s j^i l*ja ^bll aaIlJI ^^aj Access 

(j>ax Jl Ig.x-^axj £A djLuoJJ^jaill JaJ ji ^lill A^dall ^Ic. ^j^LaII &AA (JajU 

Saa*j ^ jii 4j] 4 jx^LaJI &aa a iJa j j Ljajl 1 . 1 a. 4 jx^LaII &aa • Uplink Fast 

a! l x jj djlAlJI AaI JJajtJ aJ <JIa IjJajI AjSj j cAliJI ^ A^ ^yA\ SAtjjj ^ j£j CL_ajUa j 
# <J^*j d\n\j (JJaau (_£a! I d\n\l (JjAjj ^Uxjj jUaijI (jjA j IAa S jJuLia <c»^)jaiJ (Jj^aIiII 

^Ic- A Jj^al aJI AA (Jjx 9J ^aJ lit Ail <ijJLA ^-Ic- (jj£j ^j) c - 1AJ * Aa 1a IAa a^ a A I^xN A 

^.xjJjMj]! ^jljj^jud]| L-jLaIijI A-JaC> ^jljj^jud]| dAA (J^ 1 ^ L?^l J^l 

l-jLaIjI j djLdLjjuo sact Uja] I LoAic. Ajii Ajx^al a\I daa j Backbone Fast 

jL,jb djl, xxl ^ l ^jolll ^IAjJjuO (JaaJI (3^ ^-xjjJJ^JI ^jAjJ^jalll L | 1,A.V^C» ^ 

^ V ^1 A^jjudll ^juojjj aajj (Ja c a_i1ajl] RLQ BPDU -Jl aJLxjjj 

^jujjj^) ^jAjjjjuj L-jLajjI oA^Ijla a jj x jj Aa j LaI (JLa ^..B L>qI AjI^jLxxiaII (JjAxj a JJ x JJ Aaj jl 

.AjAa 


rvv 




Per Vlan Spanning Tree 
PVST 


jc. o jLc. y> :PVST 

j <PVST J j cIh 0 ^-c* j 

<£djud]| ^ jILola ^Ac, STP (J CljlknJaJ CIjLlujLujI ^Ac, C-^aju <j] (J j£ jj I 

A^Jjuj (J1a l_ A,^Ujj\1 aJjuiBj ^Ac- I^A j Vlftll A-1 aA^]| ^jJal^liB^I 

(J>a-^Jl £jJ)jj A-i1aC> 1 jJajt i"* 11^ Lg_iB 4_L^a lAj l L^j| jLoia j L^jB ^aLiJI Lg-^lAA ^aJ 

.Load Balancing -M Jj^j u' £jkn . n j' ^'-^' <j*> ^ 


PVST+ 


Root for VLAN 20 


F0/1 


Forwarding Port for VLAN 20 
Blocking Port for VLAN 10 


802. IQ 
Trunk 


Root for VLAN 10 




Root Root 

VLAN A VLAN B 



PVST / PVST+/ RPVST+ 



VLAN A Topology VLAN B Topology 

{Primary Root) {Primary Root) 


TY A 




Rapid Spanning Tree Protocol 
RSTP 



al] STP Jl Jj^jj jjj cAjujLJ o jjjJaj ^ Jj£jj jjJl Iaa ; RSTP 

j jloj a Iaa j <802.1w j a-L* 

20 See da j <_ r ic- Aaitj <jl£ STP -it J jj ajIc. Aaiu <jl£ <_£a]I da jll jL^alkl 
4iJij L> i3 y> jiJj t^Jljii 6 Sec -i RSTP -St JjSjjjjj ^ ^ jLdidl j AdUi 

.Root Bridge LT^J dddb STP -it JjSjJjjj 

. RSTP -II aJc Aalu <LJI ^dajl J Aijl oVt - 

3JUJ1 ^A La °~' j 1 a j»V'l Iaa. ^JaJjudJ f.bAul (jl Aj jl «.lAij (ji <_Jj3 

. STP -it o* 0 jL^alkl 

6 ^aJ j aJL^. STP J j£jJj^>J l g . j\c > JulixJ &2lA 

^a jSLui Cll^Jj^al j RSTP (J 

STP switch port states IV* 4 C>^ 3 4^ ^ 

1- Blocking , 2- Listening , 3- Learning , 4- Forwarding , 5- Disabled 


• RSTP switch port states 

Listening j Blocking -I' ^ u-^LaJI iaUJI aJU> RSTP -i' (JAAjjj ^ 
Lh*-* clSj aja! Listening Jl <ji U£ j Discarding -i' ^ j oa^Ij aJLsj 

. Adl^ 15 Sec c> <j_V 



rYH 


1- Discarding AjI J*a JA uiL J^*L4 aaIaII aJIa 

2- Learning ch%j^' ls * u * ' glrv * 1 " 1 j ^ 


3- Forwarding J^jV'j ^iuaj]' 


• RSTP bridge port roles JArsjj ls & AJU 

1- Root ls ^ J 1 ^"' A Luajl j JaVI Ail£j]| A&IaII 4JL^ oi& 

2- Designated j J^j! 4^^ cr^' Aii^l aJIa oi& 

3- Alternate Root -5' AiiaJ Jjaj 

4- Backup w ki ji-v > (iijjj Aaifr J^ia ^j£j ^ 111 Aildl aJIa o 

5- Disabled <Jk*-^t aaUI AJU 


AJUU Sj>^l ^ U£ 



RSTP -H JjSjjjjj iajji) Jjjia £ljji 


jSL ^jflLu jlVl S. J$aVI j clfca '-a £'jj' c#^ ■ 


1- Point to Point chA** - j* dn s ^> 

2- Shared 4 *U Jl$*j Jl» J^ia <> 'aa 

3- Edge j' ji J'-S-^ (S^a <jj% iajj]| ijfA £jj]| lift 


rr. 



Edge 

Port 



Port 



Link Type 




Link Type 
(p2p)“' 


Root 


Switch 


Link Type 
(shared) 


Link Type 

(p2p) - - 


Link Type ' 

(shared) 


Huh 


rn 






L 5 ^ ^ ^ ^22 : Port Channel - 

# I*A^. 4_ll_C- ^LC'^joiJ Alla ^l£ ^ flA 


aIL^J! &aa ^k djl£li] Sac. Iij La J^j^j (jLulL^juj Lja] <j j A-iillll &aa ^Ic* <Jl La 

A^l j dill] (JjjljuIij ^a j STP -]l (J C-W*^ Aj] <*— (jl Ia^. ^gJ^nJalt ^a 
aIL^JI &aa ^k 9 ciLulLjjoi]! ^k Loop cjljj^l AjUc. ^lal lLISjjII ^b l_s15jI j 

<J-axJ Lla9 j] LLa < j£J j Cll9j^a (j£Jb l gift jJ ^aJ < ^Il]l Cllljjjbl j Cll^llll <j^a Aj9ub 

(J^axM ^jia*-l]| LfrjJaxJ ^9 A9Lla]| j o'ia ^jii] Port Channel 

Aj^aLlJI AIic.^)juij Alia 0^aA ^alnjuJ Ajj ^lxl\ j ^A^l J Alla j SA^Ij dill] AjI^ j 
.A^LUl S^)jj^a]| ^9 La£ A jlx jjL\1 Ac.^)jui]| C *\ * dal dill] I j Alibi Ac^}jud ttlJjl^i] 






Ac.^}juiJ J^axJ Alla J A 9 tia £Jjl ^9 ^jjlx^aLa Clll£li] A^jJ *b) L-v*Sf 

iia ^l£ j asU^ ^Lbaj Port Channel ajc, j 100 Mb 

. <J ' 0 J J^' C5^ J* ^ 400 Mb Ac Jjui]| ^c^aA Ldajl Lajj j A^.1^ 


• l^ijju ji uiAJ AjSiH dA& JjjJii] Jj^Alt Jjfl La dLa ijJjl* 


.Trunk -Jl Cy* caI£ 1 i]| tg-ft a L^alo]! A9LLa]| ^i^ uj^ 


# OSI 4 jlAjui 1 I CllLlila]| <j^a dJLJl J AbLi]| A A\hW ^k (J-a*J 4 jVql\l <j) ^Lu ^jl C. < ^>Jj 


rrv 






) / 1000 mb JJ* jaL 3aUJI lit <j£Jj mb 

# AjjLolLo JJC. iiLLall ^ (iLaljIllI 4jUc> J^L^ll (j-^axj Jx^a^lLuo 


tiLaljllI £jjjli Jl* UaAj^aj ^Illl J£Lula]| jjj£ JaJj j jljI jill A-nillt &3 a 

J ^Jj£j ^}j£l 4x-^)jud]| J 5 djl juaJJjjudlt ^j-D La Jl J^aj^l c4 LoM j 

djULnll Jl .liLuol j JLujjj aJlojU ^ ^2J A^.1 j JlALa 


Jl^b bj*l] Jb Cj iI^)JjI Jl 1 Ja*j 

Logical Port -^1 3JL^ Jl ialiJI J l^lnlaj .He. ^Luiill &3 a J J l_l^j 

S^Cr ^A ^9 Lai STP Jl J J JaJ C5^ *l^lj isLLall ^u/a*) J 

Logical Port Jl *JL^ Jl iaUJI Jjj^l jn.^ JL^juiil Jib J <j] j*j 13 a 9 3sLLa 

. e ^ Physical Port ^ ^Sl jll ^ j 


Physical View 

Multiple ports are defined 
as being part of an 
EtherChannel group 




Logical View 

The different subsystems 
running on the switch see only 
one logical link 



Switch 2 




Port Channel Protocols ^M\ *'■& jj ^211 CiVjSjjjjJI 
1- Port Aggregation Protocol (PagP) - Cisco 

uiAlu 0 ^}g Ail ^3 Jaifl ^jA j jS 1 11 _J,] J ^***' (_j-a (J I^A 

rrr 


2 - Limk Aggregation Control Protocol (LACP) - IEEE 82.1 AD 

A aV'-v ^11 VI (_Jaxj I H'/EE -51 4-umiJ^a ^ya (_5^j^jjj^)j5l IL& 

jiiLLaJI La (jL-aliVl AjLaC- ^^3 CllV *L& (jJJ La (Jj^)ill ^ ‘ cJ J H 1L& j 


protocol 

Link A mode 

Link B mode 

Negotiation result 

PAGP 

Auto 

Auto 

No negotiation 

Auto 

Desirable 

Negotiation successful 

Auto 

On 

No negotiation 

Desirable 

Desirable 

Negotiation successful 

LACP 

Passive 

Passive 

No negotiation 

Passive 

Active 

Negotiation successful 

Passive 

On 

No negotiation 

Active 

Active 

Negotiation successful 


; ^Li5l j^ull fjlc. Jjjflaj cJasu ^ jilul jSM 


Root Bridge Non Bridge 

2960-24TT ^>960-24TT 

S witch 1 Switch 2 

4x»^)juiJ Cjl£lJ 4 jUjI ^ ilj La -LaJ^)J J (jl.AjjljjjuJ (J5 jIL^J (jl • 

^jliL jiLu STP -51 Jj^jj jjj Jji-LL <ul jl c_i^jj 9 LliJ J £5 100 mb 

. Root Bridge ^julLIj ^JjoJJjjuo L_jLklij| j 
^ djl£iill j iaLLoll ^ j Port Channel -Jl ^ jiiuj • 

* 1 ^. 1 J Apia j jiljuajl (J>aju j 400 mb \W ^ j 

6*1^1 j <C-^}judJ 

Port Channel Configuration cjUla&VI 
Switch > enable 
Switch # config t 

Switch (config) # interface range fastethemet 0/1 - 4 
Switch (config-if-range) # channel-group 1 mode desirable 
Switch (config-if-range) # channel-protocol pagp 

YT £ 


J ^a jVujj (J^aC. j SW 1 cJjVI (Jjj-Ol ^aj|Vlj.jj 

: 

Switch > enable 
Switch # config t 

Switch (config) # interface range fastethemet 0/1 - 4 
Switch (config-if-range) # channel-group 1 mode desirable 
Switch (config-if-range) # channel-protocol pagp 
Switch (config-if-range) # end 
Switch # copy running-config startup-config 

Jc. (J jilul (J (JJOJJjJuiJl ^^Jc. j ialiall £C-a.iJ U-a 3 ^3 (jj£j dll-il-lC-V I 

,SW 2 ^l d&yJi 

j - * jVI ^ jalui dital.lc.yt (J-ac- j SW 2 JjVl (jjjjjjjoiJl ^^Jc. (J ^ jalui (j^\ 

: 

Switch > enable 
Switch # config t 

Switch (config) # interface range fastethemet 0/1 - 4 
Switch (config-if-range) # channel-group 1 mode desirable 
Switch (config-if-range) # channel-protocol pagp 
Switch (config-if-range) # end 
Switch # copy running-config startup-config 
. SW 2 

AsLl<AI ^2 lIjLulLjjoJI a*j (jVl 

J ds3 (jjaiiJ 4 J] ^Ac. (Jjj IA& J ^jjAll 

.400 rub Ax^^uij j j j ciA^iAl j AitixAl 

Root Bridge p or t Channel Non Bridge 

400 rrib 1 — — — — — — ^ ■■ ^ 

296Q-24TT 
S w i tch 2 

rro 


.= ====== 

2960-24TT 

S witch 1 




j dlbl^C-VI ( _ 5 ic- j)Vn\ SW 1 J jVl ^JjjjJ_JJol]l ^^Jc. ^ j^loj (jSfl 

, tJUll j<ai jVI j» jSiuo Port Channel -S' ajj2j jjjfLj 4 jUo 


jbl-lC. VI (_5^ c ' {£ S' '■ c£^S' cJj* LL '"'" t—iLa Jt] Jti\ ^aV' 4 _jIj£j ~j°' ■ ■< 


Switch > enable 

Switch # show running-config 


SW1 

^ Switchl a tP S3 

Physical | Config I CLI | ~ 



L Copy J [, Pasted 

P ^ixa ^a SJ jJaji 1 (_5jV' (_l^b ^3 (jV' -Sa^V 


channel- -S' 0/1 , F 0/2 , FO/3, FO/4 

J SJiaJj tiiiJ J Jiajj iala ^ f*j) ^ protocol pagp 

oA^.1 j 

: STP -S' cjbtac.) ^ jA ^Ull jJj\ jVl - 

Switch # show spanning-tree 


Spanning 

tree enabled 

protocol ieee 




Root ID 

Priority 

32769 





Address 

0000.0C4B.15C5 





Cost 

7 





Port 

27 (Port-channel 1) 





Hello Time 

2 sec Max Age 20 sec 

Forward 

Delay 

15 sec 

Bridge ID 

Priority 

32769 (priority 32768 

sys-id-ext 1) 



Address 

0005.5E29.EA8A 





Hello Time 

2 sec Max Age 20 sec 

Forward 

Delay 

15 sec 


Aging Time 

20 





Interface 

Pol 


Role Sts Cost 
Root FWD 7 


Prio.Nbr Type 
128.27 Shr 

rn 


SW 1 JjVi STP cj|j|.i&l (j-^)^ (jVl 

(Jasu 4-3) ^^Jc. JjJ lift ^a.1 j JlilAJ Jaxj 4_j] Liajl L$J^ J , ROOt Bridge < _ s -uUjt^)ll 

iiiA I ja^a l j £a4juJ)}\ ^sUaII j Port Channel -it Ajjiij 

_ ' j c!liil 4jl £ j (_Ja*j j 400 mb 4 x.^uij (Jaxj a^.1 j 

4_lLi. J Cllbl^c.yt t5 Jc- jia-ill SW 2 ^t (Ja3j_Jja]I ^^Jc. ^j^La ^jVt 
. 4-JUit jaIjVI 4aL&j Port Channel -it aA*c. ^ 

• diljl^c-V I ^c. Jjj.uu]l L_ala ^JUll jaVI 4_jU£j ^ j£La • 

Switch > enable 

Switch # show running-config 

SW 2 

dP Switch2 <=> (U £3 

Physical | ConfigH CLI | 


IOS Command Line Interface 



F M\a (JA dJ ^ aII SW 2 C5“^"^ (J^b (j£^ L>^ (jV' 

channel- -J' 0/1 , F 0/2 , FO/3, FO/4 

jjoij j s^lj ciliil j ^.Ij iii* ^-h' ^ protocol pagp 

J 

: STP -S' cjbl^j ^ jil j*Vl 2u5l£j jVt - 

SW 2 cr^^' STP ibl^C*] £jV' Ja^V 

Jl A-uiiL C 5 ^ ^a.1 j jiiiAj cJaxj <jj IjJajl l$j±u* j 5 Non Bridge 

j I j^u^ l j ^ 4 jujVI ^3 j Port Channel 

j (iliil j (J^ju cislSijll j 400 nib 

rrv 



t_a!Aikl Port Channel -it ^L&it :Ether Channel 

.LgJtSjiaj ^g& La j (_]£ j L.' La (Jj^it ^ J ‘ j"' ' ^ __J^Lui - 'j.' La Ja. 


IjoU 


.lALjj^uJI jjj La Ja*j ±u&\ oiA :Port Channel 

lA ja j ± ui ^.jj Lina, ja jaju, i j (j^jjuo (jjj L» Ja*j Ajjajll ; Ether Channel 
cJS. LaLLall ^ Lua Lalia S-ic. ^^Ic. <_£ jliaj AS±ui Li j£ (j^a jj£I 4_alc. i-J^j-a 

Port -il 4 j32j (Jb (J >»».it t f>g (_g* f>g •> « a L ^jlj j (JjIijjjj ^ ^gJajj j 

. Channel 

sLa ^.jj Ether Channel -it iajjit (jjjjia ^-Lsjj ajILII s jjju^ail jJaA - 

^3 -g L^J j LalLa S^xj A^Jjoi Ljj£ jii£l 4_alc. t_l£^a j o j 

La£ ^lj ^ilaj I jLa*jl Ether C hanne l -it ALail <Libl.3c.yi <Jac j > >n > >1 (jS ! ijjjj 


Cisco WS-C3750G Switch Stack 


Dell PowerEdge R910 VSWOl.LAB.LOCAL 



vmnic 2 

■■nm 

vmnic3 


Port-channel 0 


ESXiOl.LAB.LOCAL 


l< i 


WW W 




yta 








Dynamic Host Configuration Protocol = DHCP 



HOST 4 V ' ^ J^l (JSjuij TP J j4 ij^ll ^^JjujJ 

diVU. c jKVi tsll dj cTCP / IP ^ Workstations lW* dlk^ jl 
u l>^ ^ djddi ^illj (jp address conflict) m 


<Jx^a3 L<^ ((jg jd i. n*N jj dc.) 4\ua\t ^ jtg^ L>* IP 

# LajjoiA 4 ^A^ILola]! c ol ^UaJ (J jJ j^dll 4 £jd]| ^j£, j 


(Jjg Jjidill dljjiiui (JLud^V J ; (j4J DHCP 

UJiJ - ^ LS^ 0 CS^ ^ J # 4-iljJa^]| L_Luol ^Ic* 4*\u!u\l ^jJjUc* £Jjjlil 4-iiSj j 

ul V] DHCP J^u jl l_^j V 441 x ^1 4 (Client-Server) 

. System Administrator J j>^ d* c> j l£4? ' 

<^k sj ^aII cijLo c* vkj ci DHCP ^yiii <jjjLi*Jl .AiuU I LaAic- 

4iJ ^ (MAC) ^J4SI o\j^\ DHCP ‘BOOT ^ ^ DNS ^ 

a!^ Jaw j BOOTP C 5 ^ '-^^' DHCP Jj^jj jji cs-^ IP oJj'-ic- 


(^jjUfcll jjjjjJ cjIuSj cj^ DHCP ^*4 : CiLuSj - 

1-Static Configuration ^j-^' £iblJc-V! 


2- Dynamic Configuartion 

3- Altemate Configuartion *4^ tiibb&V! 


# j^Vt Jjj&J IjLa j j£ uijaHl J^u/aViUj dljvfflt oiA ^j-uu ^ ijStuj 




□djjuJ 


SjIc-U ^ajuoj CLlA 1 i]| dLuilll j\\ jA idll ^Jjjlll 


lil (jl 343JI 11 a (j^ l)^ £y* ^ 2 xj 

CllSy^ (J£joiJ 4 -SjjoJIj ^LLuoV ^ald (J^dj ^ £^Ujoll 


^1\ V (J 4 ^l 4 -C- TP (JL^aj j! 

taLdc.! (illi j <LLudll dsLuSill jj£I J S ^.1 J ^Vud 4 4 ^ u ? L JP ^jl 

# 4-SjjuJI (J^yjuLA 4 -xjj 1 ]ui ^ lc> 


rn 


yn? y* i Static Configuration ctetey 

cJHa j 9 ^jjUxll L_u£jIlJ jA 4£jjui]| jJj (J£jolJ 


, UJ^ U’ V J c5 J*l} (^J^joiJ ^JJjUxll JLkU ^A lLjI^J^joJI ^A 

J-lilli V j AHjLj ^jj£j J C-_L2kJ j ^A <j^aLk]| ^JJjUxll Jjilli ^jl V djIjSjAjalll <jj 

4.A lull Djjj^all La£ IAjI 



AjliiUjjVI 5ijjia]| ; Dynamic Configuartion i^Ub^VI 

_ll ^)J jlj jLg-^ ^Jc, jl ^S^Luo ^Jc, (J-OAJ ^ ^ Ua\l (jjj>Vlg„d ^jiL 

J Jj^jJjjJI liA (JJjia lKA? L^J^' £JJJ^ DHCP 

, J 3 IJ^JI jl c> J L CJ^ (J^ L>* UJ^J DHCP 

DHCP _J| ^S^ijud] L—illJa (JLujjLj l ^ j\ 1 AjJjuo (jl J-&* L - Ala A-lL&C. 

Aj3 CIjI jJ"a*N S^Cr (J^ A-iIaxSI *h£ 4-ilc* l_u£jI1j ^ jill 

CIjI jJ^a'vll £-^}ju) j ^ j3tjud 


Q U>a^\ 



rt • 



uj^ yr^' ^ : Alternate Configuartion ^L-M' bibl^yi 

I jijic. ^ JU ^k ditatac.yi eU Dynamic j Static -1' 

aJj.iJI dibl.lc.yi &U jjJ ^Li 5 (_^l jl _jjc. Ajac-b ^ jb] A_ilc. ^jb ^ajjjoi V j 

5 jl^aJI ajj J**J Adjdll <_>«.%* Jja ^ ^ ^1 <jl jjc. ajs (_£ <jjfb Alternate 
APIPAbl A_k. _>a ^ j Ajyl jll aU J^ il Aiijsd ^diui Ldjl Alternate bl JU. 

. AbUJI <^k l$ic. dia. jj! jl (Jxuj ^ j 



Alternate Configuartion -J' ^bbc-j Sj>U' 



eOc. da. jJ DHCP bl Jj£ jJ jjj <j-a ^ (jVI (j! _>b £-« IgjujjJ ^Ii dlLadaJl 

\ Ia^£aj ^ jsLui L^ji_iJjj ^jj dil <a.U 

1- IP Address 

2- Subnet Mask 

3- IP Default Gateway 

4- DNS Server 

5- WINS 

6- Time 

<> (DHCP Lease Stages) j*>» IP J'jje- uLUall JaI - 

. Jjjbxil Jjjjjj pjL fJliJl 


n \ 




^ j3 Luj j 4-illlll Sjjj^all cj £JjL TP (jl ^4C- ^Ac. (J jj^aaJl A-iIaO 

• dil jla'sll a^A 


1 . Client sfrrHjg 3 PHCPDlSCQYEft 

2 Serve* sends 3 DH PROFFER unic3^ 

3- Orient sends e F1HCPRE QUEST bro^iicas-l 
4. Server $end$ a DhCPACk ynicesl 


CIjI II a^A ^^juiJ ^ j3Luo J L-lilall 4 JQJ^ S^jj^all ^3 4jj 

j£juoJ djl jJa^Jl &AA ^-3 ^-jJalLoill <JlLaVI 

1- Client Sends a DHCP Discover Broadcast 

2- Server Sends a DHCP Offer Unicast 

3- Clinet Sends a DHCP Request Broadcast 

4- Server Sends a DHCP ACK Unicast 


JL* j] fiix* 3JLa> jll &^a : Client Sends a DHCP Discover Broadcast 

^1\ 5JLuoj]| fiAA jLuJjb ^ TP ^jl^4^ j L-J^juA'N \l £.I*A44 I 
5 JLujj]| 6 jiA ^ 4 -iliaj ^iL^ll d_ull Broadcast ^-l^ &pa ^ jiiaJi j 9 <43 
-II 4-ilc- lit ^)4jl^)ll jl ^a^LiJl 4-ilc- , TP -1' £4jj4 Aj*a1 

j4^ J j j] ^ ^ ^ ,JP £j jj^ ^1 Ul aJ JjIj DHCP 

L^^jolJ ^a j3 iLoj Offer -11 ^^A J ^Ull 4 -liLa]| jjJ <^jU Ua j L-lilall JLuojU ^ali ^ill 

.£jU ^1 

c^' ^ J-^j) cr^' :Server Sends a DHCP Offer Unicast 

<j| <^- 1 *-^ Unicast JLujjII &pa ^ jiiaJ j 6 TP <jl 34 c. ^ Akj *13 ^ill l <nx>a^\l 

A-llc. J^)ll ^a4 ^jVI J 4 TP (jt 34 c. ^4^)4 c 5 ^l <*— S-lx-^Ul 43^}X^ *l3l ^}3^)4jud]| 

(JISijVI ^44joj j DHCP ^a4.l34J ^J4 juo ^^>*-^4 L ^4jJa^]| ^ jiil <JLuo^)il 

.^U 2U1U1I ^ J^ll 

^ u' ^ ^ jj^ ^ : Clinet Sends a DHCP Request Broadcast 

a (JLuojLj ^_ajjJa^]| ^ <iLuo^)ll fi^A ^3 (jVl ^ DHCP ^^^1 cs^ c — ^ ®^*4ll 
jl^Al TP -11 (jl 34 c. J DHCP -^1 ^^Jl f j3 Jajj TP (jl 34 c. A-i3 ^)3j4jaill 

jLg-^Jl ^3 ^aLiJl ^44 Aij^)Ja j 4 ^jjUjlII I^A ^4^)4 (^>^1 

^ ^3 l qu>i ^\1 <jLaJI a*l£4 ^jLg-aJl 6 (JLujjLj ^a jQj x jj j ^ TP -^1 (jl ^4x11 lAA c^^l 

.IP -11 ^jl 34 c. ^a^AlujI Jj^Ull <JLujj ^^A j ^a.1 j <JLujj (^Lli j TP (jl 34C. 

ul ^^1 j ^ :Server Sends a DHCP ACK Unicast 

(jl jixll ^a^liLujI ^1^ •^^ 4 ! DHCP ^■■^■^■11 ^ ^ 3^4 aJLjuj^) 1 I &aa ^ ? TP -11 


r£Y 



DHCP DORA edA fj . uloj j 'Ulafr ^t-uajj £ | AA 



DHCP Discover 


Src: 0.0.0.0 

Dst: 255.255.255.255 

UDP: bootpc (68) 

UDP: bootps (67) 


[=1 


DHCP Server 
IP: 10.0.0.100 


DHCP Offer 


Dst: 255.255.255.255 

Src: 10.0.0.100 

" UDP: bootpc (68) 

UDP: bootps (67) “ 


DHCP Request 


Src: 0.0.0.0 

Dst: 255.255.255.255 

UDP: bootpc (68) 

UDP: bootps (67) 


DHCP ACK 



Dst: 255.255.255.255 

Src: 10.0.0.100 



UDP: bootpc (68) 

UDP: bootps (67) 



f . jjj lWjj UDP -1' jjj J«*j DHCP -il Jj^jj jjj 
. UDP Port 67 -5' Server DHCP 

. UDP Port 68 -S' JAhjj* DHCP Client 


(renew) ujO^' J t> 50% :DHCPJ^' 

All^jll <L 1 ijl ^ aJ jjjjll ^aILuoJ JP yj Ijifi * j>i ^i-Vl DHCP -S' ^ t> J^V' 

DHCP (jjjjil JjL^j l>* 87.5% Jt^l j 

DHCP DISCOVER u^jit lI** jW^V' ^-^t u] 

Ul c*\\aj ^.9 TP (j! l) LJUa 

^ yr^' DHCP -S' *** :DHCP Relay Agents 

j t Clil^)9j ; ljud]| 4^ ua j ^jja^Vu^aII a£l! A ^j-iJ La JaJ jj L_L^alLeJl ^ jli jl j .1^1 jjj I IaJUC, 

^9 ^ J (JJa^'VujjaII A^Jjuj DHCP -it ^^Ijuo y}A 
AS^ DHCP -it ^^Luo y)A yjl I y \\h y)A ^ Vujja ^1 ^jWunj ^JL^Jl 

-II ^)JUjLia]| CLull £JAJ ^jl^l 4-}] L_ i^)JLJ Ia£ J ^)Jjlj L Qy^iV^ll ^ Jj 

DHCP <^^il ja ^ JL-^jVI I j^jWu^j jVI a!*A\ oIa 6 Broadcast 
cp* * jW^ j DHCP Relay Agents -it cidj^ 6 ^ ^IaII <j^ ^ 

^ 1 a^V*Ujja\I ^-iLloul y)Ja*Jl Ig.A^ixj ^9 ClA^JjaJl JaJ^)J ^£^11 ^)Jjl^)il ^ Ac- Ig.ljx^n ^ 

<£j^}Aa]| d^gj DHCP -it <^^it jk^±ui ^9 (Jlx^alVI j Clj|^)9^) : ijud]| aSaj! 

£ jA> ^1 ^ DHCP Relay Agents -it t3U U^i ^9 jjij 

j y)jdjj^]| ^Jc-Vt jILolaII Aj^ j (J^juU <A^iJl 

UJ^ ^ (JJJJ J< jud j A-lic- L ^^)xHjuj ^ a] I jJjola 

nr 



ajiA ^Vu.ri : Client Reservation DHCP -SI ^ uL^iaII Jaa 

<> IP ^jl jjc. ^Lluil 1*J li] tdl3 jll (J£ JP (jl jic. ( Jji 3 ikL L_LuiLaJI (jl ^£Ull A3J^)la]l 

MAC u' ujoSS u' c> '-^' DHCP -S' ^ ^ 

:uj^jS' j>=d L_ijU^a ^USI jli Address 

IP jljjft _X MAC <A>J' u' 


DHCP-N 

DHCP Configuration 

Router > enable 
Router # config t 

Router (config) # ip dhcp excuded-address 10.0.0.1 10.0.0.50 

j «na^ (jjjlic. j^a. jjjj 1 Uijc. ^jij li& Excuded-address 

O*'’ *^' (jJjllstSl £JjjJ 

Router (config) # ip dhcp pool HR ^ ll x jJ ^uoisl! ^juj! 

Ala jjJ 


Router (dhcp-config) # network 10.0.0.0 255.0.0.0 
Router (dhcp-config) # default-router 10.0.0.100 
Router (dhcp-config) # dns-server 10.0.0.99 
Router (dhcp-config) # end 
Router # show ip dhcp binding 


Lgjtjjjj (jjjLiaJl li& 

jjj' j jA A- DHCP Server -S' j ^ j^iui jVl - 

uAs Ala ^In x jj k ^)Aajj j l_j jjujL^ ja j ^Ac- J^nJalij ^ ^Aajuj 

^ jiLuo ^ jiiuo jVl DHCP Server -Al j 

t ^ ^ a j > \ 


Jj-iflalill AjUxj £.|AAJ ^JJ (Jj5 A£jjuAI dlbl^C*] ^^Ac. ^ jIajuj <£jjuAl dlbl^Cr] 

. jjj'jS' jW> A- DHCP Server -S' .) 

_]| (JjUaj £ya ^j^jLixll Iaixuo ^ It aJ A AjtaS' (_ja ^jjlidl (JjUaj -Y 

. 10 . 0 . 0 . 0/8 


ra 



, 10 . 0 . 0 . 99/8 IP j DNS 44 uj^ 

. GY : 10 . 0 . 0 . 100/8 - 1 ' <> q. 44 - g 4 ' >jl jll j 44 IP -S' u'jh^ - * 

<> IP £jl jJC* ^ (Ja jjtA I L_J ^jojUJI 3 ^^“ (J ^*0 45 ^ cJ ^ jVujj -& 

. V j' DHCP Server-" jajg- 


Jjjlajj fjSiu* <£ jil 



: Ajltfil cjbb&yi c4*j ^ jiii >44' <»>LLu c//' • 


■ <uius' j^ijV) ajU^j ^ ,jiiu4 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 

Router (config-if) # ip address 10 . 0 . 0.100 255 . 0 . 0.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # ip dhcp pool HR 

Router (dhcp-config) # network 10 . 0 . 0.1 255 . 0 . 0.0 


no 





Router (dhcp-config) # default-router 10.0.0.100 
Router (dhcp-config) # dns-server 10.0.0.99 
Router (dhcp-config) # end 
Router # copy running -config startup-config 

: jjj! jh S. 

j DHCP Server d! jjij VI - 

IgJtj jjj ^ jJj'-udl o ^ j 3 ^ u' Alp OVI 

JU1I ^aV I ~j°’' j. ■' 

Router # show ip dhcp binding 



^ Routerl a d? % I 

Physical | Config ~| CLI | 

IOS Command Line Interface 

Router>enable 
Router#config t 

Enter conf igu rat ion commands, one p er line . End with CNTL/Z. 

Router (config) #interface fastethernet 0/0 
Router (config-if) #ip address 10.0.0.100 255.0.0.0 
Router (config-if) #no shutdown 


Router (config-if) # 

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up 

Router (config-if) #exit 

Router (config) #ip dhcp pool HR 

Router (dhcp-config) #network 10.0.0.1 255.0.0.0 

Router (dhcp-config) #default-router 10.0.0. 100 

Router (dhcp-config) #dns-server 10.0.0.99 

Router (dhcp-config) #end 

Router # 

%SYS-5-CONFIG_I : Configured from console by console 


Router#copy running-conf ig startup-config 
Destination filename [startup-config]? 

BnilHinrr rnnfimira1~inn 

[ Copy | ( Paste 


adkl jl jjxll j 10.0.0.1 \x.W ^ Ja£3 .1^1^ IP - 

jit* i 11a (_£jLuoj j ^3 £y* 

^1*11 Cl u3 A V l jJajt j L-J ^3 
^ jl 4-ilc- J j A£jjud]| ^3 L_J ^juoL^JI ^.1 (J ^a jVujj (jVI 


. DHCP Server ^ j3 ^ ip 


m 



<> IP jlC* L* PS AdJ ^ j3j J S ^Scr (J ^kAj ^jV' ^a jliuo 

: JUili DHCP Server j* j^ 

^aII jLu^VI 11 a 3 PC 2 L-j ^ jujL^JI jLg ^ I (J ^i.A]| axj 

fS jLv jU^VI *u, .DHCP -S' jl^l J' C#J^' j^VI static 
<j| j A^Ajudll ^Ui (JIa clLga^JI j. 10.0.0.2 u' IP u' j ^ c . ^ iAjj 
j'^' jLg-a. ^-ic- Ll^s ^lill cLjIjI^c-V' DNS -^' j 


^ jAil A£jjoJI ^Ac* SJ ^aII ^Ac- (JJdiij ^ jVujj j 

A jij J &^a ^)Jjl^)ll ^Ac* (J ^ jVujj (jV' . ^JJjlixll j^jglJ 

; ^AllAl ^a jVujj DHCP 4-^AiAl ^)3^)-lJud L>^ tg-l^uuJ ^lill ^JjLixAl 



rtv 






Router # show ip dhcp binding 


Router# show ip dhcp binding 


IP address 


Client-ID/ 
Hardware address 

Lease expiration 

Type 

10.0.0.1 


0001.C774.16D6 

— 

Automatic 

10.0.0.2 


0060 . 5C99 . E922 

— 

Automatic 

10.0.0.3 


0060.70E0.A2DE 

— 

Automatic 

10.0.0.4 


0005 . 5EA9 . 42C6 

— 

Automatic 

10.0.0.5 


0001. C940. AO 8 6 

— 

Automatic 

10.0.0.6 

Router# 


0002.1747.1246 

— 

Automat ic| 


i ^Jc- TP (jl ^ I'S ajj ^aJ <j] 

jVi j DHCP ^ lMI 

^JJOJ^I £jUiJ ^JJjuill C5^ DHCP dlbl^C*] AijjJa L_bjJtlj ^a jliuo 

. jui 

C5^ J DHCP j3 JAU) J-a <^C. (JjJaJJ ^ j£iuj ij^l o^A ^ - 

; ^Ull ^ j J^ult ^3 La£ t (jtj£jjjj 
jajAuil dibl-ic.) (Ja*j ^ jlj] ^ j j^ull ^k ejbl^&l ^^Jc. L_a^*i L ^ jklui ^jVt 

: ^JbS dibt^VI DHCP -5' cj o^bLSI 
<* jia <Ufr ^ ^ j dhcp J! ^SjJjuo s-Lij ^Iluo 

. uii^t Ail^ o /^u^ t 5 jjj^ 

.IP 192.168.1.0/24 ul uj^ J jV I ^ill -V 


. IP 192.168.2.0/24 u' uj^ 

A-I IaxJ ^a jiil DNS J jlj Ud 

La£ ^^Luill TP -il (jl L . ^ JUAJ ^a^jL l (Jx^J ^a 


Server-PT 
DNS Serve rl 


«*? 

isbi 

Route rl 


GY 192. 168.1.100/24 


Network: 192.168.1.0/24 


29fid\24 

Switch 



Server-PT 
DHCP Server 


PC-PT 

PCI 


PC-PT 

PC2 



Server-PT 
DNS Server2 


Laptop-PT 
Lap topi 


Laptop-PT 

Laptop2 


rt a 





(J ^dAj ^ jVujj j ^IajlU J ^dAj ^a jVujj ^"A ^aIII ^J-dx-o*) ^Ac- ld^}XJ ^ji A*J (jVI 
Adilill o^j) x^a\l ^9 Ia£ ^^}dl A^Jjuo dj£ *Lsl x^oVj DHCP — ^ ^9^Jjuo 


DHCP Server 




vi ^ 


o« ■ 


_9 cJ^ 3 \^C > A J ^^kLuj l 

; jdj IaIa ^Ac* 

AiljJa] ^alil ^jJjud]! plklalj ^a jAJ (jl L_L^J dU jdl I <ja AiLd] AjI AiljJaU ^a j£J ^jl <Jj 9 
j 9 j£juJI (Jaxjuoj j did I ^UlLo ^1 ^)dj ^£a!I ^)daVI judlt jjA liA j ? dU j£dl 
j ^ (Jjxjudlilt aj9 ^s^loAI <jj ^ i»j 11 a ^LidA ^ji (^$^y 3JUJI &aa ^9 

# ^)daVI ^ judll 4 -ill Jjd ^£a!I ^-UsaII ^Ac- Aa 39 A^l J S^)dj ^^LuAl dldl A-AajU ^a jdjua 
^a jdl IAAj^)J ^1\ dU jdll Jjlklj ^a jld ^ijdjaAl (JdjuaJ did I 4 -JaxJ Ua 9 (jl A*J ^jVI 

Physical Config | Services | Desktop | Software/Services 


MODULES 

~WMP 300 N~ 


Physical Device View 


Zoom In 


Original Size 


Zoom Out 




The PT-HOST-NM-1CFE Module provides one Fast-Ethernet interface for use with copper media. Ideal for a wide range of LAN applications, the Fast Ethernet network modules support many 
nternetworking features and standards. Single port network modules offer autosensing 10/100BaseTX or 100BaseFX Ethernet. The TX (copper) version supports virtual LAN (VLAN) deployment. 


^a jdjoa ^ ^itj ASajji dj£ L <hdl (jl AJ^}J J , ^} 9 jJjuAI ^Ac, A "A dlj 

^j)Vujj ^ jLaiill A g.^k (^}a 4^11 ^jjujj (_£All ^jujVI d^^ll ) 

, ^ jV^ £ jj c> d j$l\ Iaa j Host-NM- 10/100 d ijSII £ >3 jddb 

£J^)a Add (Jdl ^A ^)Jij| ^ ^ill &AA ^9 4j^atdAl dLa ^L laII AjAdlj dlA^ j 

^jajVI cdLdl ^ja j A £jjudlt d^)£ ^9 dLa ^I xaI! &AA ^)daVt AA^a 

^jAjudll ^Jc. AllsljJalj ^a jkd dj£J! jA lAA dujjjjl Ad j jjJadl ^juo A^jJ 








^ juo 1 A— lit ^JjuoJ ^£a!I ^jLall jl£*JI (jg$ Aj 9\ dal Alkali lAA C-J^juj Jo^B ^lljuo 

A-ilLill Sjjj^all La£ ^jJjuill (J^ijuLlJ ^ jlkuj djjkll AiLdaL Ld9 ^jl Axj j 
^-juoI A jil ^JjujJ ^ All ^9^Jjui 1| ^ic- AkjjuJ C1 j^)£ 4 o\ i >»1 o^j) x«^\l ^2 Jk^^L t - 

^ j£J ^jl L_L^J (JaLa J^kd!]! £-llka Aj] ^ic- ^-LuaJ lAA ^kg.xja\t Lai ? ^}ix^aVI 

. cd' _Ad' *'d Ub*^J 


Physical | Config | Services | Desktop | Software/ Services 


MODULES 

WMP300N 

■HOST-NM-1 

HOST-NM-K 

HOST-NM-K 

yOST-NM-l| 

HOST-NM-ll 

HHOST-NM-1 

HOST-NM-l\ 

IOST-NM-3(^ 



Physical Device View 


Original Size 


The PT-HOST-NM-1CFE Module provides one Fast-Ethernet interface for use with copper media. Ideal for a wide range of LAN applications, the Fast Ethernet network modules support many 
internetworking features and standards. Single port network modules offer autosensing 10/100BaseTX or 100BaseFX Ethernet. The TX (copper) version supports virtual AN (VAN) deployment. 



^ jQUii J dj C5^ L 7 IjSjJ J AjIaIAC-VI ^ic- J i^kAj ^ jiluj ^jVI 

^ j \\ ^jlixll AjIaj j 1 g Lailj ^ jiil DHCP -11 A^aAk CALIac*] (J ^kAj 

; AJUll Sjjj^all £jtj AkjjoJl ^9 (jj9jda^\l ^Ac. LgJUjjJ 
L_u£^) 1A ^ j Aika]| CAIaIac.] Z* (J ^kAj ^ jVujj A9jLoi 1I Djjj^all ^9 ^da y& ^ Lo£ 

US , Fast Ethernet 0/0 UjS ip J! 

....441 a4Ls1I s jj^I 



To. 






Physical Config Services 


Desktop Software/Services 



IPv6 Configuration 

I 0 DHCP 0 Auto Config Cf) Static 

IPv6 Address / 

j Link Local Address FESO: :20C:CFFF:FE36:A60C 
l IPv6 Gateway 
IPv6 DNS Server 


, Fast Ethernet 0/1 ciij£ ^ ip Jl jVl - 



^9 jVI ^ (jJjlixll i - Lia9 

2u]Ull s j ^ DHCP -S' 


ro) 






SERVICES 


HTTP 

< 

DHCP 

DHCPvS 

TFTP 

DNS 

SYSLOG 


AAA 

NTP 

EMAIL 

FTP 




© Off 


File Ptafcager 


File Name 

Edit 

Delete 

1 copyrights.html 

[edit] 

[delete] 

2 c&eoptlogol77K... 


[delete] 

3 helloworld.html 

[edit] 

[delete] 

4 image.html 

[edit] 

[delete] 

5 index.html 

[edit] 

[delete] 


New File 


Import 


Ji J Jib QA j Services Jj^ ^jii^ - 

• Jaxj ^ ^Ijuj ^^a^lill Jib ^9 La£ DHCP 

^j1\ j Pool Name <jU£j ^ jiLuo ^ 

_ll ^s^ijuo &*ixj j jii jl^>]| (jl J-&* Gy -J Iaa*j j 9 TP Jl (jjjtixll 


I b in I a I 


Physical | Config 


SERVICES 


Services Desktop 1 Software/Services 


HTTP 


DHCP 


DHCPv6 


TFTP 


DNS 


SYSLOG 


AAA 


NTP 


EMAIL 


FTP 


DHCP 


Interface 



r \ — , 

FastEthernetO ▼ Service 

l * °n ) <T 1 


v y — 1 


Pool Name 
Default Gateway 
DNS Server 
Start IP Address : 

Subnet Mask: 

Maximum number of Users : 
TFTP Server: 


^O 

1=0 

o> 


192.168.1.100 


V 


© Off 


l=> 


192 168 1 1 


255 255 255 0 


i 

Add 

1C 

Save 

|l 


Remove 

H 

Pool Name 

Default Gateway 

DNS Server 

Start IP Address 

Subnet Mask 


Max User 

TFTP Server 

IT 

192.168.1.100 

192.168.1.99 

192.168.1.1 

255.255255.0 

255 


0.0 .0.0 

serverPool 

0.0.0.0 

0.0.0.0 

192.168.1.0 

255255255.0 

255 


0.0.0.0 


rov 


Start -S' ^ jjj ^ ^iSI a_Aj£ <*1^ j DNS 

ajLc Ul«j1 (jjij Iji^j SubnetMask -S' ^S-ia j IP Address 
Add ^i'-k-aV' ajIac. j ^.Ij o jS--^ j diljl^c-V! 


(jl L_ >7>.j J 1 g,\^jta DHCP -S' A^a^a* UJ^S UJ^ AJlaJI oA& J ^ a^-a A lk\N a • 

.ON Ji Off lg,\jx Am ^ 

<j£J j ^itAl C1 jj£JI Jo Igj ^ jiijuo dital^c-VI &^A (jjoib ^Jc. ^jj£j (jl s>j j • 

aAUAI (jl l qV^A^ 

1^ jVi J jaj^l J* DHCP -II A^a A^. (JjxAIJ liftS CIjI^I^C-VI Lci£ 

.2Ljl2l j ^ jVI a£jjuA 1 ^jjjjJa^l <J£J ^jUAj <jjjU*JI a-o^ ^j£j ^sj^juAI 



Cjbl^Cr] ^ jSI j AaVn HjI jj jl^l djbl^xj ^ jSj l_l^j ; il* ^«4 Aia^La • 

&AA li^a AiV ^ 9 Clibl^VI ^5-ic. AaJXJ ji L_L^J j^j'jS' jU^s 

A-AaC- A_iii£ i"* aL^j^AI &AA ^3 (jl L < ^ j j djl^a S^C- I ajjai^o CIjIjI^C-VI 

. t^Lij JsLu^VI j djtah&yi 


^jjjlic. L-lauuJ Ja ^£tlA Jjj£fA]| C_ijjJa^Al kl^.1 ^^Ac* (J ^ jiluj (jVI 

PC ^3-AjolxAI ^jVl A£jjoJI jA J JjVl jl g>l l ^^Ac, ^jiLuo V jl JP -Al 

.1 

a£jjuAI (Ji.b ^ill PCI -Jl jtg-^ lJ^I^ cj- 0 Sjj^II ^jia ^jVl 

192.168.1.0/24 


ror 



ip pci 


Physical Gonfig Desktop Softwa re/Services 



IP Configuration 


IP Configuration 
o DHCP 
IIP Address 
Subnet Mask 
Default Gateway 
DNS Server 

IPv6 Configuration 
DHCP © Auto Gonfig ® Static 
IPv6 Address 
Link Local Address 
IPv6 Gateway 
IPv6 DNS Server 


DHCP TP (jt ^ ajj ^LlaJjuol 

_ jiju duj as cLbi^yi a 

AjjUIl Laptop 1 jl^a. ^ b- (_)^^Aj j V i I 

. V jt IP £jt jlc- L-I^UUJ aJ (Ja j 


La plop 1 


0 £3 


Physical Gonfig Desktop Software/Services 


IP Configuration 


E 


IP Configuration 
@ DHCP 


© Static 


IP Address 

l 

192.168.2.1 

Subnet Mask 

I 

255.255.255.0 

Default Gateway 

0.0. 0.0 

DNS Server 


192.168.1.99 


IPv6 Configuration 
© DHCP © Auto Gonfig @ Static 
IPv6 Address 

Link Local Address PESO: :2E0:F7FF:FE60:7981 
IPv6 Gateway 
IPv6 DNS Server 




rot 




Network Address Translation 
(NAT) 


Network Address Translation 



J jjtA I jli jtgp aJJ J jli o jLc, jA ; NAT 

j Private IP ^ ox ^ ^Aac. Jj£j 3 j j 

A^judlt ^ J j£ jii j^>JI IAa (Jjijuaj ^iLj 4 Public IP a^jL^JI 
jl^JI) JjjjUII J Defult Gateways -U j cs-^W 


j ^j-ij La A-iL&c. ^9 a_Ac- j (J jii j^AI ^a j 5 

j ^A^£ij ^ j^Luj (J La (Jj* ^1 Lj31j 2p jj j A_pjLiJI a£jjuAI (Jl jL^aJ^t 

^ jQun J A-ilc- J ^ iiJ La jjaMI J ^}LLaa J< juIj L ^ ic. ^-^judll 

Alixij A-AaC, ^alii e_Li£ j (J j£ jJj^AI La ClitaljlcA 1 jJajI A_i 1 aC, a£jjuo J^nlalL 

. Cliljjjtj <^]c. 


: NAT -SI J 


1- Static - NAT One To One 

2- Dynamic - NAT Group To Group 

3- PAT - NAT One To Group 


cjblJC’V! 
A ' ^jbldfrVI 
fi* ii ^uiJfrVi 


(—bud. 


^aLjoluI O^ 0 1a (_j^judj ^^)JudJ ^^^Luo ^LALAI - 

^ ^-Ic- ~9 &Aa Cy* ^>W*ujd i ^Iia c_h^pj ^ 

^IaC' ^1 I oAa ^ ^^IajlII JjJfLilj ^ jlLuo ^pJ J A^ u ? 3l ^jAx^al 

: NAT JAAjjj j 


J AjLa^JI A-plj ^a ^jLaI A 

# tillfljjujt (JAii -Y 

A jl j 4 £jjJg]| (J iW*i 4 Lr. (JjJaSl ^ (J^uudl -V 


roo 


L-jjxul ^ I (J 1« <_£ jjij aL»*j b& ; Static — NAT 

jl^ ^ <*jjaj Private IP -M u' _**=■ j' > >»^ U ^jaiu> dujjjVI ^k Jj^jj ji 
JJji jll cr^ (Jja.Aj ^»j£j j Public IP oL^ - j' b-^)l ^jSluo j JJjl jJl 

^.Ij ,j\ jic. 4 < , n : M l ^k jIja. JSL1 jj^jijui <j) cs j*aj t Static — NAT -il cjbl^c.1 Jac j 

^ a_l* £ Public IP '-^' ,>-VI j Private IP 

ojjj^aJl ^gk La£ ClljjljVt 


.15 



Private 

Network 

10.0.0.0/24 



NAT 


e5 i 


e6 

■1 ^ 


► .i 

— 

■ 

Router - NAT 

i 

/ J 


Ucast 


Mcast 


SrclP 10.0.0,15 

DstIP 200.0.0.10 

SrcL4 1234 

DstL4 80 | 


SrclP 10.0.0.15 

DstIP 239,0.0.1 

SrcL4 1234 

DstL4 60 | 



123.0.0.0/24 


200.0.0.0/24 


[SrclP 20.0.0.15 

DstIP 200.0.0.10 

SncL4 1234 

DstL4 SO | 

Translated Non-translated fields 

SrclP 20.0.0.15 

DstIP 239.0.0.1 

SrcL4 1234 

DstL4 80 


interface Ethernets 

ip nat source static 10.0,0.15 20.0.0.15 

j Private Network 4^ "4 ' * ^ -^V - 

4S^ j^j'j jW c ^ j Public Network j' 

^jj jVl ? j 4-ilkW! La 

Best y^' u'4*^ L_jUill ejlUa Src 10.0.0.15 u'>^ jt^ 

^ 200.0.0.10 -S' ^S' V 4^' *JLJ! *3a ^ 200.0.0.10 

^a 13a cIajjUjV' a£jjoJ 6 (JLuojLj ^ jiil jl^ll (jjlixil (JLuojI 

yjt j ^ jQj X Jj ^)J jl^}U (J Jj^a j AdC- ^Jt-llla]| 

jj j 44 ^ 4 j ‘ 123.0.0.0/24 > jljj jSjVI 4 4^S' 4^' 

<£jjud]| <4jLiJI <£jjui]| ^jjjlic. ^ jqj x jj ^311 ^a j NAX -S' lS jja 

j 9 JL,jV' ^ 3JLJI *3a 4 ^ AjI ^ j 41 2LkW! 

TO.0.0.15 “S' u' ll 5JLuoj]| jL-jj tjxjj J jll ^ 5JLuoj]| (Jj) .ViC> 

J^a jjJa ^jl ^ l^kj (J^S j ^,J^k, x^i ( a J^juoJ 

^ /jjl W \ dlJ^liV' A^Jjud] <JLujj (JLujjU ^13 C5^S' j' ^ 

Ljajl liaS j c ^pj'^>S' J)^ ^ c^S^ ' $ SajjJa j <>aLc. ^jt liaS 

4-1a (jjtiaJ! ^-Ic- ^jl 3^' L_l^.lj^a jL^Jl 

^9 ^jJa CIaj^IijV' a£jjuo 


^ ix j Static — NAX -S' ^ cJ^jolj j 4 S^j^j 

^jju 13a Public IP cs^ j 6 Private IP (jl jic. 3^1 j <£jjui]| L.J 

1.1^. 1.1^. A qK^a A j\^x\l dAA j A. i9 ^ Public TP (j' (J^ <jj 

ron 




j fjj Pool j> u f NAT Jl o* ; Dynamic — NAT 

<> o j^UU ^ ^211 Public IP -S' 3-1*11 uj^I' 

LaAlC- A-lli.l^]| A£jjoi]| (J^.L ^9 ^jll S-l D ^-^.1 Jj 9 ^a^aL VLal 

^jjxjJVLaJ j <Lalc* ^j| jJC- <j^a jj£I ^jl^j 4 J] ^ 11 a S^)£i j CIajjIjVI aSaA ^1 
j ^jjjLixJI < 41 * 1*1 ^2 (JL^> C^J 6 <*K 
(Z J u' 'i-Ac. jJjUc. ^.Jj V IgjV J £j J*J1 ( V'^nJ jV <T J J*J1 


Jalui l 3 <£ 


■> J UJ 


,U* 1 ! 


L>* 


J La Cj9 jLin 4_ilc, J UjlLVI A^Jjuj 


4 j\ll\l Sjjx^'l ^9 Lo£ CllJjIljVI A£jjuo ^ic, ^ j^iJl j 4-Xil.l^ 


Ijoj ) 



Understanding How Dynamic NAT Works 


Private Network 


Public Network 


192 . 168 . 0.1 


192 . 168 . 0.2 


192 . 168 . 0.3 


Dynamic NAT 
enabled router 


11 . 218.210 


3 1 . 218.211 


203 . 3 1 . 218.212 


203 . 3 1 . 218.210 

203 . 31 . 218.211 

203 . 31 . 218.212 

203 . 31 . 218.213 

Pool of available public IP Addresses 

Dynamic NAT allows the dynamic mapping of public IP Addresses to each internal 
host. The mapping is random and will remain for as long as the session lasts. 


L? j Pool J> Cj3^° LS^ 0 J^’J ijl jJl S jjA-alt ^9 ^jJa ^a Lo£ Ja^V 

a £jjuj ^jl j£jjuj jj aa\ Ljajl j ^ Public TP ^LaLc. ^jl jjc* ^Ac- 4-li.L ^9 

J 

^jl jic. LkL Pool <^Ac» 6 jj j*j ^Liluo j NAT 41 l) j j4 4 ->LbLj ^ cLujUiVI 

^9 ^jJa ^a Lo£ CIajjIijV! aSaj! ^Ac, 4_i 9 j j <Lalc. 

4 jJ 4 _i^jLiAl 4 £jjAl J 4 jt-v I aSI 4 £jjJd]| La S^)jA-all < 41 IA ^Ac- C^-Li 

Lj4 JL^. jj 4jj Ai^V dujlLVI aSjj! ^ j^)iAI AJJJ 4_iikl4l 4^un\l ^jJi 

jW C> ^ C5^ u J 

NAT -Jl l) L_ illa]| (JLuojL ^ jii ^ 5 ^ jj jl ^)ll 

JL^.1 J ^jl ^JC- ^L J JJjLk^ Lj^L Lkl 4J] J Pool J 

dujJjVt A£jjuo ^ j ^jl cAj ^llaluaJ 4JU1I ^9 

rov 


aSajII ^ j^iJl 4^jjaJl ^a l_j jjujI-^. Labile, j 4-i^.jLi. A^u'L 



Aylc- AajxaII jA j aJaxII SUa. It ^9 ^alc- jua j ^idlLuiAll jA ^ jilt tiA ]PAT — NAT 

li^ JJj£ iiC- j9jJ J^- 3 6djl£jdil j) dLaiJuojAlt A^)xh jl (JjIaII ASxAjji (JIa L lA£f£]| 

j .i^l j <Lalc. ^jl jic. ^ jij aj| ^ jilt tiA s j£i j c Public TP A^ljtll ja 

(Jvli <ja CIajjIjVI A\ua jL^aJ^ty ^ jSj jl Ayiktill A^ualt ^^lill S j£^.Vl ^Ja^ (J*jaJ 

^9 La£ 4a£jja]| (Ji.li ^9 Si j^> jaII Sj^-^Vl iic- jc- jJiill o^*-} ^-t jit jt j^*-it liA 

jilt liA ^jJa jJ Ayltjll S jjj^alt 


Inside 

(local network- private) 


Outside 

(the Internet- public) 


Inside Global 



PAT 


’x. J , L . 



Outside Global Outside Local 

E 


FAT/NAT Translation Table 
1 0.1 0.1 0.1:00 = 63.63.63.1:0000 
1 0.1 0.1 0.2:00 = 63.63.63.1:0001 
1 0.1 0.1 0.3:00 = 63.63.63.1:0002 



jty^ iy Ia Jaj jj j Ayii.1 i A £jja j Ay^ jtd A £jja j' j£jja iy jj AjJ S j j^^' ^9 

jj£ 1 iy jj Djjj^alt &iA j£J j c NAT — PAT -it J jjj Aylc, c)*-^ j j^ jl jit 

iic- jlvJt o^l j ^ NAT -it l) ji^ (J^li ^9 ^iisLjat ^3 AaLc. ^jt jic. ^ja 
jjAiVudAlt <ja jjj£ iic- ^a^j ^jl ^ilaJjay Aj| jA NAT — PAT -it Sj^9 (JjLjjlII 

i^l j AaLc. jl jjc. (J^td ja dlijliVI A £jjuj ^9 jjL^aJJ j A £jjudlt (Jili ^9 


<Jj*ij ^aJJ j NAT -it (J j£ jJ j jy <Ja*j A_i1jja 1I A^jjullt ; A-iIjIaII Adyllt ^Ic, (JLja 
^ jll A-iIaxII ^jjja jJJ ^a j9Lud (J jJaII ^9 tjjil i jy> jaII ^ai jaII ^lc- NAT -it (J JJJ 

J^ajj^a A^Jjualt A_i9 Jaxj 


SjU& jA (Jj jj jl j jt^_^ A-jaul jA (JjjaII ^9 d jj (J^it ^JjaII j) ^Llj j 
(JajU Ajj ^alxlt ^la ciL.ll CllJ Jjj^t (Jy^ 3 4 jjla Jj J SjLujVI (JjJ^JJ ^»J^L ^aJ ja 

dut (jilt AA^dlt J JJ^ ^9 Si j^. jaII jJjtjlt ^9 (JL^aliVt RLP -It (J1 a (Jj^ jJ JJ fJ 
du^. NAT — PAT -it l) jJj jj (Jj*- 9J ^aJJ l Jajt Ajj (JaxJ jt L_L^Jj i AjtA ciljJjudA 
A,^ uS\t ^9 ^t S J^-^VI (JJjtjC. ^.Ja^n (Ja^joUJ ^aj9J ^ai J^t (J^ti ^9 (J ji^ (J^^y 

(J ji^lt tiA ^9 jJjt-JJLlt (Jy^uaUJ ^aj9J L_J jajoL^. jl^. J^t jJ (JjJaII ^9 (J1a 


toa 


^aJJ WqQ J Lc- ^a J j3^ (J^ ^ ^31 C5^ ^ ^31 

&3&-^-> ^3aJjudJ J ^aJ ^ a]| ^ic- <jj£jj 


<3J^)ia]| ^jJa^J J 4-i9 ^Jij A-illll]| Sjjj^all ^9 La£ ^Jt-llla (J£juLj CliJ^^VI 



192.168.1.10:40410 | 44.45.52.54 65005 
192.168.1.11:40410 | 44.45.52.54 65012 
192.168.1.12:40410 |44.45.52.54 65105 
192.168.1.13:40410 | 44.45.52.54 65025 


^9 (jVI CIajjIjVI uaj (Jj^alLo ^ j 4 J & 3 &-^ 

<£jjuj ^9 <^3^ Sj**VI (JJjlic- 3j> ^3 (J J^ 1 ^ 

j& j ^al*Jl .1 ^.jJ 4-1 3lg^ <^3-9 (j! 3^ (3^° J 

^alxJl ^jjlixll J}J^)la 3^ 4-a. 3l. UjJ 

NAT Names 

NAT 3) JjSjjjjj cjjjUxil 

1- Global Address = Public Address 

2- Local Address = Private Address 


ro^i 



Inside Local 
IPv4 Address 

Inside Global 
IPv4 Address 

10.0.0.1 

10.0.0.2 

171.69.58.80 

171.69.58.81 


A £jjudlt A^^. j Inside ^ojuoJ ^ l*lll A £jjulll A la^Vij La£ 

A-ilkl^l <£ajuJI ^ 6 JLujj) aIluj 5JLujj]I <j) c Outside a^jL^JI 

CIjIjI^C. VI AjUc. 6Jj>W*n ^ jij (J) L_L^J ^JJjUxJl J ^JjAxJI j ^juoVI I^J ^juiaJ 


NAT -M ^UlJc-j 



Static NAT Configuration 

Router > enable 
Router # config t 

Router (config) # ip nat inside source static 192.168.1.9 52.53.54.55 

.Public IP IP -J' u'j^ j* <jj. jVI (jjL IP 21 u'j^ 


Dynamic NAT Configuration 

Router > enable 
Router # config t 

r \ . 



Router (config) # access-list 1 permit 192.168.1.0 0.0.0.255 

Router (config) # ip nat pool IT 52.53.54.1 52.53.54.40 netmask 
255.255.255.0 


^ ill A-xiLst-Sl ^ j Pool (jj^all s-LuIjIj ^ liA 

j jl jixll filkU netmask ^ ^1 ^ j ISP y* 

. Pool -II 


Router (config) # ip nat inside source list 1 pool IT 


PAT NAT Configuration 

Router > enable 
Router # config t 

Router (config) # access-list 1 permit 192.168.1.0 0.0.0.255 

Router (config) # ip nat pool IT 65.65.65.1 65.65.65.10 netmask 
255.255.255.0 

Router (config) # ip nat inside source list 1 pool IT overload 


-II (J jJjjJ ^a jQim j ClA£jjuo <j^a S JJ» ASajI ^a (jVI 

# a£.ijui]| cijbl^j ^ J ^ ^Iaij ji (Jja j A£^jud]| ^ NAT — PAT 


^ cUiL, ^1 U±\d\ A<^1 1 ^192.168.1.0/24 

. 21511511 ^u5]| ^ J j^l 

cijt£djud]| (jjj La Jajjluj ^^lill a^u5\I 192.168.50.0/24 4^511 a^u5\I 

dj|^jj|^]| La RXPv2 -Jl (J ^ jVujj j <jinxd]| 

^1 j jij^l ^ ^211 *£*511 ^ 192.168.2.0/24 u' 

NAT (J <j-a (Jj^alLuo 

L_i^J j 1^. 1^. 1*1^. ^kg.^all dlJ^^k^La]! q! axJ L_i^J J^ojlII c-l^llJ ^jl 

^IaJI (J^axll ^9 J^LLall djLa ^Lt>a]| ^9 ^Ll^a jua j *9^)jua ^Ac- 

^■Li^Jjuo ^iLa *9^}x^Al j <lal£j| Aj^j^ ^ jlj ^j| L_L^J A^Jjaj ^Uj *j| jl ^ J^La *j| 

^jVI L)^ ^Ac- J^-Li J*vj^ (J^ax l\ IjJ ^a jVujj <l^.^)>a *j| ^9 j djU^C-V I &A& 

IA& JjxAAj ^a jlj <jl (Jj9 LLa < j£J j <LxiSj ^a NAT (J J ^ 

jL^aliVI ^iajlaul CliljJ jl^l (J-1J La jL^alil ^.1 jJJ 1^. ^.xj^ll <j^a i J jj j^ll 

A-l^. jJ (J jJ j^)J (JjxiiL ^a jij ^jl L_L^J <JL^JI gJ j ^i-VI L— il£jjud]| 











Jx^aJJ CIjI jj jl j]| 



j «JVu> j£^ A_ilc- J^xJl 


JJJ La -LaJjll J Jlx^VlVl A-lLoxJ ^ajiL V NAT -31 J jJjJJ • 1 ^ ^-4 4 3 lV^La 

J jJjjj J^ojlj] CIjI jJjl^)]| La (Jl j^ajt .1^.1 jJJ (jl J l^j AjJ dA £jjud3t j dj|^)Jjl^)3l 

Jj£jiij^)j j NAT -31 Jj^jiij jj (j^ La i V (ji i j t ^ r , j^ x ^ i J^juIj NAT -31 

RIP -31 JLa a_i^ jiill 


^JajaLlS dL-ll j^a jtgj^ - 1 ^. jJJ Aj! ^jtjJall jx> A .lLajt ]| dLi^JI ^Ic- JULa * S-liLa <La jix-a 

NAT -31 Jj^jj jjj j a_i^ jj J j£ jj jjj aJc. a^.jj ^ j ^31 1 L& 4 cLajjUjVI JL-^jVI 

_ll JjJjJa jC- jJjlixll jjj La Jjj^MI ^JaJjudJ J <La*liJl jj>a A^JjuoJ Jl x-Vl V I ^Jajaul 


NAT 


Aalc- ^JjuiaL JUJ) £ j jAII 

• Ajiuji dibi^c.yi ^ j R2 <JjVi jjj Ji Jc. <J j» jiiui (jVi 

_ll (JjJtSJ j iaLLall Jc. Lfc 3 _A*JI L - l£jJ j ifllj-o (JaxSaj ^ jfil j. a • 

. RIPv2 

jx<ull ^ilI inside , outside J^A iiAl ^ _$j -ij-iaJ i_lsj ; Aiaa.!!* • 

(_J£juU (Ja*J! j La 

• 4alUll j^ljVI AjU£j ^ ijjl « 


Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 


riY 



Router (config-it) # ip address 192.168.50.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/1 

Router (config-it) # ip address 192.168.1.1 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-it) # exit 

Router (config) # router rip 

Router (config-router) # version 2 

Router (config-router) # network 192.168.50.0 

Router (config-router) # network 192.168.1.0 

Router (config) # ip route 0.0.0.0 0.0.0.0 192.168.50.2 

Router (config) # interface fastethemet 0/1 

Router (config-it) # p nat inside 

Router (config-if) # exit 

Router (config) # interface fastethemet 0/0 

Router (config-if) # p nat outside 

Router (config) # access-list 1 permit 192.168.2.0 0.0.0.255 

Router (config) # ip nat pool IT 65.65.65.1 65.65.65.10 netmask 
255.255.255.0 


Router (config) # ip nat inside source list 1 pool IT overload 
Router (config) # end 

Router # copy running-config startup-config 

Jaju ^ j£iui jVl j NAT-PAT j RIPv2 -5' ^ cjtaheyi - 

NAT-PAT -11 Ja j (jJoxjJI Ig.jJ-ajtj A (Ja 

<Ja j R I P v2 -II j l u-s l ^a jVu ti t y jl 


rnr 


-II (J J)\ 11^1 ^ &A*J j V jl ill 

. NAT-PAT 


Router>enable 
Router#ping 192.168.50.2 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds: 

mmm 

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms 


jVi A dllj|^C.VI 4jj l-^A R2 Cy* 4j] • 


Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 

Gateway of last resort is 192.168.50.2 to network 0.0. 0.0 

C 192.168.1.0/24 is directly connected, FastEthernetO/1 

R 192.168.2.0/24 [120/1] via 192.168.50.2, 00:00:05, FastEthernet0/0 

C 192.168.50.0/24 is directly connected, FastEthernet0/0 
S* 0.0. 0.0/0 [1/0] via 192.168.50.2 
Router#| 


J ‘ RIPv2 -5' -1 jt-aja.1 lift R 


Alw ^ ‘ 0 . 0 . 0.0 



Router# 



Router#show ip route 





n t 



! Physical | Config | CLI | 



IOS Command Line Interface 


Router#debug ip nat 

IP NAT debugging is on « 


NAT* : 

s=192 . 168 . 1 . l->65 .65.60.1, 

d=224 . 0.0.9 

[1982] 

NAT*: 

|s=192 . 168 . 1 . l->65 .65.60.1, 

d=224 .0.0.9 

[ 1 9 8 4 ] | 

NAT* : 

s=192 .168.1. l->65 .65.60.1, 

d=224 .0.0.9 

[1986] 

NAT* : 

s=192 . 168 . 1 . l->65 .65.60.1, 

d=224 .0.0.9 

[ 1 9 8 8 ]| 

NAT* : 

s=192 . 168 . 1 . l->65 .65.60.1, 

d=224 .0.0.9 

[1990] 

NAT* : 

s=192 . 168 . 1 . l->65 .65.60.1, 

d=224 .0.0.9 

[1992] 

NAT* : 

s=192 . 168 . 1 . l->65 .65.60.1, 

d=224 .0.0.9 

[1994] 


NAT* 

NAT* 

NAT* 

NAT* 


s=192. 168.1. 1- 
s=192. 168.1. 1- 
s=192 .168.1.1- 
s=l 92 .168 .1.1- 


>65.65.60.1, 
>65.65.60.1, 
>65.65.60.1, 
>65.65.60.1 . 


d=2 24.0.0.9 
d=224 .0.0.9 
d=224 .0.0.9 
d=224 .0.0.9 


[1996] 
[1998] 
[ 2000 ] 
r20021 1 


L c °py I □ 


Router# 

Router#show ip route 

Codes: ^^^^^^^Sted, S - static, I - IGRP, R - RIP, M - mobile, B - BGP 
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
i - IS-IS, LI - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default, U - per-user static route, o - ODR 
P - periodic downloaded static route 


Gateway of last resort is 192.168.50.1 to network 0.0. 0.0 

R 192.168.1.0/24 [120/1] via 192.168.50.1, 00:00:24, FastEthernet0/0 

C 192.168.2.0/24 is directly connected, FastEthernetO/1 

C 192.168.50.0/24 is directly connected, FastEthernet0/0 
S* 0.0. 0.0/0 [1/0] via 192 . 168|. 50 . 1 
Router# 


4.1^. jJ (J -11 4-1^. jJ (J jaII a£jjoJI j) La£ 

jVt ^ (Jlj^ajVI ja jj£j (J^juJI l^£J t R2 JJjl J^l 

. V jl Ja NAT - PAT Jl Jj^jj jjj jtlklj J»j jl liilc. 
tj-a Packet j] dP q^\ 

j « 192.168.2.0/24 ^ J J' 192.168.1.0/24 ^ 

^ (Jjj^lill A jUc* ^JJjuo L jil R1 JJ jl jll ^-Ic. I*la> jaI dJjJt.Vij ^ jiijuj 

jVt 6 ^ jUJI jjUxil j yi^l^l ^ NAT — PAT -II 

ja j ^ jJ)t\ La Router # debug ip nat . 

.jjjljll (J^L ja aAjl\\ j jjj^all La£ ( jJjLlxJI j-lJ La (Jjj^ill 4-iLaC- cill jg laJ (jill 
^^ikl^l jl jJ*Jl Jjjj^J 4jI ixaj 4 jJjtixJl ^J jj jljll (J^.L Cy* 

^1 jl jjxJI 12* 65.65.60.1 > J ^ jl Jl 192.168.1.1 ^ 

‘‘LoLlII CIijjIijVI aSlIj! ^Jl ^ jj^Jl ^jJalLudJ <9Jjla jC- 

• A \ /a \ W * \ ^jj^q | A ^ ^ (J^ * J L i — 


no 


La, VlC. (JlLa i Jjl^)ll^Vl (JA A£jjudll AjLxl^ ^9 IjJajl A x-o1*va ^alc- NAT -l! A-UflJ 

^ \^kl All ^S^JjOill ^1 ^jl \l ^ UajJ A-L1XA A^JjUd ^Jl A^l-JUd^ JLaj] .Aj^J 1 

cjljic- Aij*-* (j-A jla^ ^ aJI^JI Packet -11 ^ a£^ 11 j^j^l 
cs-^ udj^' f NAT -II Jjfijj jjj ^ ijilj 6 jtg^ll jl ^1^11 IP -11 

A^Jjuo la^Il (Jdl^J JaC- jl la^Jl ^aJ (JL^ ^9 j 4 ^ j^kll AJO 4 \1 nml ^jj 

j a£jjoi 1I (J^.lj ^9 J ^aII ^LiJl <^9 (j^aLkll ^A^.IaSI ^jI ^ 4x11 y* (Jaj ^IjlII ^jl ^4x11 

^9 ^lill Aj^aLiJl ^jjjLixJl Ai^)*A ^a^C- J ^jl 3^xll AjLa^> ^ja A \^a\ Sk Aij^)lall 

jj£ 1 Jjl j^Vl AjL^ ^ Ual£ Ua^ jl ^ V IjA O^lj ‘ ^k'^1' A^ill 

jy aVl ^ja j-Ll£j 

First Hop Redundancy Protocols = FHRP 


FHRP 


^j£jj A^Jjudll ^9 ^y^.y& ^jJal^lsl jl ^aA j ^)Jjlj ^1-^1 Aj^£ 9 J^^jlij^lll l^A ]FHRP 
j A£jjoi1I ^9 J y& OJ^l (_£^ll Lz 11 ^)Jjl^)ll (JlLa j (JaxII *1}9 c^jI^)a JJC- 

JU> <Ja*J| ijC. A^Uxill L_a9 jJ Axilla j j6 JJ jl^>ll IP (jl y^ ^Ic* 

*1}9 ^a&^II jj^I^) 1I l^A C5 l±u, ASjjuoII ^Ic- SJ^^^aII jj^ 1^)11 *1^.1 ^-1 (Jj^a9 ^1 ^Llakjl C* iW 
A^UjjII ^9 y jl^)ll ^3^^' ^-1 ^ J4 jl (JIulj .1^.1 Aj] ^j) (jj^ (Ja*J1 



Hacker 





> 


Server- PT 
www.google.com 

192.168.2.0/24 / 




Z960-Z-?hL 
Switch Z 

Server-FT 

www.mail-google.com 




Server-FT 

www.app-google.com 


ni 





^all J^)3I (j-a fA S^C. ^^Jc. (Jj£jJ j^)j]l I3 a <_£ jii-J J <• 

^A _jjVI s^A aj^Lj ^ jSLui 
C^3 ^ailt ^^3 ^jJal j _jA La£ ^^J^a jJC. _j^ 3 ( _ 5 -<aA _ j]I jlijl^)]| ej^S ^jJajJ ^llll ^ij-oill 

A^JjulSI <_)^L ^^3 (J-axJ oA^Ij £tj^)]l O^ (j-a TP (jljJC- AkLj (j£Jj 

Virtual 

192.0.2,3 




Client 

IP: 192.0.2.5 

Default Gateway: 192, e, 2, 3 


! FHRP -II Jj^jjjjj i3~^ *— ^ J«j (_5^l ciiVj^jj jj 31 ^l_jjl 

FHRPS 
HSRP I VRRP 
GBP 

1- Hot Standby Router Protocol (HSRP) 

2- Virtual Router Redundancy Protocol (VRRP) 

3- Gateway Load Balancing Protocol (GLBP) 


£ jdu ^ajiLuJ FHRP 31 Jj£jJ JJ j <—L2aJ £ jJUJ dj^ J^JJ J j3l £-) jjS ^ fljlA • 

La j d'aJtJ i- i£ (_J^ a^ill ^)^VI (JjC’ ^^)iLa (J^juLj djV oAA ^a 

. ^>^VI <Jj^JJj^)3l (jC- AjI jj-a-a 


riv 



lAA JJ j Jallj A^jjaJl AaUs ^ 4 j£juoJjuj A^jjuJ j^aLi> (J jJ jjJ JX- SjIjx jA * HS RP 
A^jjuJl ^9 A_iaA j AjI jJ ^LuojI (J j£ jj j jjII lAA A Qj)a j j Jjjjuo Laa JjJa9l jjf^ (J j£ jj j jjII 


<£aj!l1\ saj^jaII jjj! jll sj$a t oIaIax) ^jj ^^-aa j Gateway 

j-*a^li AI^jola AjI j) j^.^ 1 JX jt^lt A^l cJj^a9 ^2 jl (JaxII jX JJ jlj L_aS jJ JU> 
jV (JJaa.A jJjl jll A^.1 jl£ jl j Ia^> ^Jt-nJa (J^julj <Jaxj A,^ ua\t ^JLjjuo t Cl )l jj jl jll 

IP jl jJXJ JJjl jll D J£J^.l ^^Jx 1 g \j» ^aJ A- 1 aA j AjI jJ A^.jJ ^-3V cJajlII JX A^Jjudll L_S9 jJJ 
^jll jjjl jll jt jjxll lAA i"* lalj J t A £jjudlt ^9 SA ja* jaII L> * A £jjudlt ^-lAa. Aijxj A^l j 

Jaj djIjLoLAll jjj Ia a£jjoJI (Aial jllll ^jjjj ^ jjCa jaII Iaa ajsj Ljajl Laa a^ ul\l 


lAA C1 )IaIAx] JjuoJ ^a jiSLud <A1 j 9| jllll JA JJj£ Jaa.jJa A_ilx j A^lj jLuia jj^J U' L y* 
jlliAA cJ^CaJ ^aJJ L QJ^ (Ja*J| A-ixJjJa ^g,9 1\ ^ \aX (J^CuJ ^A jaJ ^-Ix cl j2 jjjll 


g-i ^-jolLjIjII JJ jljll J ^JaLll^VI JJ jljll J^AJ ^jSJ 


: HSRP - 


# a£jjoJI JJaxJ ja (Jaj (JaxJLj ^jLjII jj jljll s-IAjjjuo jj jljll A^.1 ^aJ (Jl^ 

jIa^I lK j jl ja^I a^ jj HSRP -i' caI jIa^I :HSRP version - 

# ^^jujI jiajLJ c. aIi^j AiLjaj j CLjIj-Iaa ^C-Aj 


HSRP version 1 • 

224.0.0.2 all c ^ c 5 j IPv4 ^ jil jIa^jVI jjjU^ ^ 
UDP Port 1985 -II Jj^jjjjj ^ Ja^j j caIjjjI jll caI jL^a ^aj routers 
iij^j* A-Aiill daa 4 (00:00:0c:07:ac:XX) ^ j l^j^' ^ u'^ ls^ c^j 1 ^ j 

AjVqMl &AA AiljCaJ ^aJ jlAx^a^U DjJjJaJ ^aJ jl AxJ J^l J (J jVI jlAj^aVI 

(JjJaSl (J^jAlJ 

HSRP version 2 • 

£j| jll jtAj^aVl jJjIjc. .-U C-W*^ ^Jj^al A-ilc- jJjud^llll j jjjlaj]| Aju ^jIjII jlAj^aVI IaA 

A-j^aJ^A Jals jJ jlAc» Ax. ja^a (^ 5 -^ LS 1 Ljajl j IPv 6 J^ALaJl jIa^sVI J IPv4 
£* C-i' lUu j IPv6 ff02::66 * IPv4 224.0.0.102 (HSRP) -1' Jj^j^ 
£>\ jll j (jj iilL> (jjjl ^jc. Jc. ^ jiaj j 4 UDP Port 1985 Jj^jj jji 

(00:05:73:a0:0X:XX) ‘IPv4 00:00:0c:9f:fX:XX)o-^' j 

.IPv 6 

: HSRP -J' JjSjjjjj ^ Jjljjjljil ^jauu - 

4 -^^' J J IjVi jjjI jll ja j a£a^ I J J jj j' jit L^^t ja : Actice 

jjjl jll JJa*j JU. J (^ill 4 £±»iJi j JaLiia.Vt jjjI jit jjliiui ^ilt j& : Standby 

.^gjuu it jit jjjt jit jj^j ^iit _jA jjjt jit 1 a& ^gjuu it jit 


riA 


^jjjuo Actice j. i jl^>ll <». il Vnl 4 jUc* ^22 l • 

:tice jli jjjt jll 4i*j ^ >j' jll priority ^ JSI jjjjL 

: HSRP -M - 

JLuo jb CIjI j 2 jl^>ll »1 \uajj t CIjI j2 HSRP -11 J j2 j^)j JjxVn ^ jl j I LoJiic, • 

(jl ^2xJl «^k 4 j2 10 lK 4*^11 <L^1a]| CIjI j2 l_ii^ j2 3JLuoj 

V ji Hj+ja 4j] djljjjljll J&. a£Uj 224.0.0.2 all routers 

HSRP J) JjSjSjj* 4UI.*) 

HSRP Configuration 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/1 
Router (config-if) # standby 1 priority 90 
Router (config-if) # standby 1 ip 10.0.0.0 
Router (config-if) # standby 1 preempt 

i _ 5 iaC- (jjjjJaJ ^ajaLaj Ajbl^C-j j HSRP (J U’ 
djl Jjjl j]| ^^Jc. HSRP -II J ‘ jJJJj' J L> 

l JjjJaiil Ajifr 5A\ Cjbl.iC’) • 

. J ijSil a£^1I ^ 192.168.1.0/24 u'j^ ^ J. ijVl • 

. 4jJ& 1! a£jj^] 1 192.168.2.0/24 u' ^ • 

• liu& (jlC- CjtjJ ijlji) j£l_La >Ud52 • 

riH 


Virtual IP 
Group 



j 192.168.1.3/24 u'^^f 0/0 ^1R1 JjVl jSjIJI 

. 192.168.2.2/24 u'j^ 
f 0/1 iiUI j 192.168.1.2/24 ^ f 0/0 R2 J\ -1 

. 192.168.2.3/24 u'j^ 

^ j 192.168.1.1/24 uj&- JjM ^ Virtual IP -V 

,192.168.2.1/24 

^ ijVl Gy Jl AjI jJI <jl jit* (jj$, lui 5 jg >1 Ala^La • 

2L3151! Gy -S' aj! jJi u' uj^ j 192.168.1.1 j* 

192.168.2.1 

AalP J^aJ) J A-j I p JjjjIlL ^ jiluj jJt jA ^JUI) £ J \ jaj \\ 

^ ji J j (J jSM RljJ j'^' (J jlijuo A\ua\t djtal^C.] J £jV' 

djljj jl^il isti* j HSRP -J' J jj j dibl^c-Vl l1a*j 

• AjIUII ljUI^VI AjI^Sj ^ .jilui 

Router > enable 
Router # config t 

Router (config) # interface fastEthemet 0/0 




fc/a I 4 f o/i 

/ 2811 

1 1/74 Routerl 107 ic 


.960-24TT 
Switch 2 


2811 
Route r2 


Router (config-if) # ip address 192.168.1.3 255.255.255.0 


rv. 







Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastEthemet 0/1 

Router (config-if) # ip address 192.168.2.2 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastEthemet 0/0 

Router (config-if) # standby 1 ip 192.168.1.1 « Virtual IP 

Router (config-if) # standby priority 90 

Router (config-if) # standby 1 preempt Group 

Router (config-if) # exit 

Router (config) # interface fastEthemet 0/1 

Router (config-if) # standby 1 ip 192.168.2.1 Virtual IP 

Router (config-if) # standby priority 90 

Router (config-if) # standby 1 preempt Group 

Router (config-if) # end 

Router # copy running-config startup-config 


. diblJfrVI AjU&j ^ j£iu< 

Router > enable 
Router # config t 

Router (config) # interface fastEthemet 0/0 

Router (config-if) # ip address 192.168.1.2 255.255.255.0 

Router (config-if) # no shutdown 

no 



Router (config-if) # exit 

Router (config) # interface fastEthemet 0/1 

Router (config-if) # ip address 192.168.2.3 255.255.255.0 

Router (config-if) # no shutdown 

Router (config-if) # exit 

Router (config) # interface fastEthemet 0/0 

Router (config-if) # standby 1 ip 192.168.1.1 

Router (config-if) # standby priority 90 

Router (config-if) # standby 1 preempt 

Router (config-if) # exit 

Router (config) # interface fastEthemet 0/1 

Router (config-if) # standby 1 ip 192.168.2.1 

Router (config-if) # standby priority 90 

Router (config-if) # standby 1 preempt 

Router (config-if) # end 

Router # copy running -config startup-config 


HSRP 3! jj j j clitjj ialia bbta as 
gjA j. c1i1aIac.)M (Ja a£LhI j' jlkl j ^ jILujj R2 j R1 

lAA cAjLs La i ajjLj] jJii j ^A ^ajll 4 

. Actice 3' 

LLg 3 ^ 4 (3^ 4,^ ua\t L_a3 jj ^ Lia 3 (3^ ^3 jVI • 

4 .^ 3 ^ 11 ^3 ^ic- Gy 

CAS j\ j) 3 ’ 3 ^ J 

djljji jl^}U J 3I J-} Lia 3 3^^ ^3 4 3 ^ J ^ alik ^ 4 £jjul 11 

3^ cJlaxJ JU> ^3 .1^.1 j 3 I C^l JaJjJ ^£^11 j 

4 J] *1^1 jjljuoj 3' UJ^ 3 y* J ^g^nJa ^.kjjjuo 3^ 4 ,^ ua\t L_a 3 jJJ 

.2^1^ jSjljll 


rvv 



4j*-uJa La A-LJal jl A-uA j\\ ^jJjlixll ^ AjL£j ^ jVua ^jVI • 

. lip] a£^I 

; ^Lill ^aVI AjL&J ^ j£J j (J IjVt JJ j\jfi\ (J ^ j£iuJ 


Router # show standby brief 


Routerlshow standby brief 

P indicates configured to preempt. 


Interface 

FaO/O 

FaO/1 

Router# 


J- 


Pri 

P 

State 

Active 

Standby 

Virtual IP 

100 

P 

Active 

local 

192.168.1.2 

192.168.1.1 

100 

P 

Active 

local 

192.168.2.3 

192.168.2.1 


<±a& j LhijUc. Virtual IP R1 JjVl jj jIjJI qa &La 

< _ s Sj!Luo JJ jt jll (JIa. ^ j] t <ajL,ill I y Aj LLaS La ILa j AjjJal jlial jl 

R2 JJjljll jLuLaII (JjJ^Jj aJJ j. ■' 4_j| ^ (_]£. uU A£jjul]l (_t*J 


jSjljll J* HSRP _]) (J jJjjj (jc- 4_Lal£ CllLa jl*-a jiaj*J jllui jVl 

; ^Ult J-aVl tjL&J R1 JjVl 


Router # show standby 


fiP Routerl 


Jj £ jj ijjjJI diLajIxj Qa$, 6 iA 4 jIUI| Sjj^ail ia^U La£ 


9 a 


Physical | Confiq ~| CLI 


IOS Command Line Interface 


Router# show standby 


FastEthernetO/O - Group 1 (version 2) 

State is Active 

4 state changes, last state chan ge 00:18:11 


Virtual IP address is 192.168.1.1 


Active virtual MAC address is 0000 . 0C9F. F001 

Local virtual MAC address is 0000 . 0C9F. F001 (v2 default) 
Hello time 3 sec, hold time 10 sec 
Next hello sent in 2.829 secs 
Preemption enabled 

Active router is local 

[Standby router is 192.168.1.2 1 
Priority 100 (default 100) 

Group name is hsrp-FaO/Q-1 (default) 


FastEthernetO/1 - Group 1 (version 2) 

State is Active 

5 state changes, last state change 02:05:55 
Virtual IP address is 192.168.2.1 
Active virtual MAC address is 0000 . 0C9F. F001 

Local virtual MAC address is 0000 . 0C9F. F001 (v2 default) 
Hello time 3 sec, hold time 10 sec 
Next hello sent in 0.115 secs 
Preemption enabled 

t.fir '.5 'OCrT 


[ Copy j | Paste | 


rvr 



<£djudii ^9 ji ^jSm 


0 Cisco Packet Tracer Student 


I p & SS 


QdBSP^<i| 


Logical 



H 



PC-PT 

PC2 


IP Configuration 


IP Configuration 
© DHCP 
IP Address 
Subnet Mask 
Default Gateway 
DNS Server 


Time: 02:47:55 Power Cycle Devices Fast Forward Time 



o Static 


192.168.1.4 

255.255.255.0 

192.168.1.1 


'<=> 


IPv6 Configuration 
© DHCP © Auto Config ® Static 
IPv6 Address 
Link Local Address 
IPv6 Gateway 
IPv6 DNS Server 


FE80: :2D0:FFFF:FED2:4876 


(ji (^y 1 (jl J ^2 AiLaJl ^9 La£ 

J J ijVl JJjl jll ^ (J^\ ^-aA jl I j 192.168.1.1 -JI jA j 

^i±Luj A£jjudlt L_a9 jjj V ^.1 aJ j 4 4^1311 

^-aA j (J£juU LS^ 0 (jl 4jj 1*^ C5 JL ^A a L^-4 


L qfc'sj j HSRP -JI 'bjh^ 4j^)^9 J jAa^aII jULa (J jJ ; VRRP 

(J- a (J j£ jJ <jl L_ h^)*J <jl 4 1>Jj cIa ^ jSLoj A-laJjaull CLjIjAaII (J-^axJ 

nW j j£joUjuj (J1a CllljJ S^-^.1 ^.JA'N £A Ja*J Cj^J J 4£^}ju) 

CjjL^llaj^aA jl ^IajujI ^9 L all^.1 HSRP _ll dj|^)-lAA 

; ^JjJa jliJ ^ j5Luo Clll^)J 


j Active cs^ HSRP -W ^ cjIjjjIjII 

. Standby cr^ 

jjj'j^' j Master ^ >j' VRRP -S' ^ L»l 

. Backup 


Active = Master, Standby = Backup 


rvt 





OSPF and EIGRP using IP Protocol jSjjjjj - 

4j3 (j^Li Luajl ( _ r A& j 4jjjj Jl dL» (j - 

Virtual Mac Address = 00-00-5E-00-01-XX 
224.0.0.18 Hello Packet - 


VRRP Jl JAAjj* 
VRRP Configuration 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/1 
Router (config- if) # vrrp 1 priority 90 
Router (config- if) # vrrp dby ip 11.1.1.1 
Router (config-it) # vrrp 1 preempt 

rvo 



CIjV Jj j^>Jl 1 ^. l (J jj j^ll ; GLBP 

^ Ljajl j cOSI ^JLla A-ijlill a 4 i3^a l) ^ j^ll 1^-9 l)^ Cy 

^Luuol j ij $ joujuo jj^l 4 _iK* ja j Load Balancing 41^11 ^ <yjj4 

^ jSLuo <LLud]| Clj^ j£ jJ j^dll (jC. LaLoJ L q\lVl Cljl JJ jljll 


. ( ^«aj|jil jjjljil lift Active Virtual Gateway (AVG) 
.^LU^V! jjjtjil t^A Active Vritual Forword (AVF) 
Multicast ip 224.0.0.102 Of^l y J^-j! y <J**j 

. UDP Port 3222 -II JAr 9 jj 
.M ac Address 0007.B400.XXYY 


AVG 

AVF 

Ciscozine 1 


Virtual IP 
172.16.1 1 

Virtual MAC 
0007.b400.0l0l 


\ 

f /1 

✓ 

HI 


FasOM 



AVF 

Ciscozina 2 


\l/ 
/ 


FasO/1 


Virtual IP 
172.16.1.1 

Virtual MAC 
0DD7.b4D0.D1D2 



PC_Client 1 

Defaull Galeway; 172 16 1 .1 
Gateway MAC. 0007.b400.0l0l 


PC_Cllent 2 

Default Gateway: 172.16.1 1 
GHleway MAC: 0D07.b4D0.D1D2 


GLBP 41 JjSjjjjj ujUl-Jcl 
GLBP Configuration 

Router > enable 
Router # config t 

Router (config) # interface fastethemet 0/0 
Router (config-if) # glbp 1 priority 100 
Router (config-if) # glbp ip 12.1.1.1 
Router (config-if) # glbp 1 preempt 


rvi 




Network Time Protocol (NTP) 

AixuJj (jk dkjl\ iaj^a JjSjjjjj 



Jj- dsa jil J iajjJaJ (J j£ jJ j^>J jA J NTP 

# dl 9 jit J-a u^i\ a J’ ^l^Sl Jla ^9 ^9 ^L_J ^juoL^JI 4 x-Luo *QaI^a 


.123 ^ lU*^ j UDP -II jjj NTP -SI Jj^jj jjj • 


NTP -11 JAksj* 'itJlJc! 

NTP Configuration 

Router > enable 
Router # config t 

Router (config) # ntp server 192 . 168 . 1.100 

Router (config) # ntp authentication-key 1 md 5 cisco 

Router (config) # ntp update -calendar 


A^AjoJI ^ Jl (jc. dia la-ljJaJ q \ fjajl ! AJflaiLa 

6 La£ dijil Ja^Ja <^3 L^aUi- jl$A. (JJjJa (jfr jl jJjl j]| (JJjJa (jC- J> 



rvv 







Level ( 4 ) j 

WAN 4*u.l jll CilSfill 

WAN (jjj j^s 

379 Wide Area Networks WAN 

386 Point to Point Protocol PPP Ala&l] aLHI' JjSjjjjj 

388 Authentication Methods PPP 

394 Frame Relay Protocol J-Arsjj 

405 Multi Protocol Label Switching MPLS 

408 Virtual Private Network VPN 


rvA 



SJ JJC- j AjljuoI j <J>kLud>0 A^jjajJl ; WAN AjLuu)^i) LjL^uJl 

j! AjuuujJ^ Lj^l (J I LaAiC. blLa 4 >\\ 1 g ^9 j A-il^> ^ CjIS^I JaJ^)j (Jjj^a jll 

J ^Jt-llla]| &>A£J cJL^^ajVI *1^3 J ^34*Jt (Jj^ <3 ^ j3 S^C* J A^^JJ 

I Labile. AJLa> 1 jJajl AiLui* j (JjJ S^C* j S^)Jj£ C1A£l1j1 ^ 1 ij La 

^Illl 4 ^juol^ll A ^ Uxi\l C* £. x>a^,jxjo (jL^aliVI (jj-9 (jL^aJ^I ^3 


aJ jJ <j£J J A^ u!o (jL^aliVI *1^3 (jLa* <3 J» ^)^VI ^ j 3^ L^Jx^a jlL ^ j£Luj 

Aj J V C5“^ A£j JUdlt AJV AjLjujI ^S l A£j JU dlt L_S^)ju)I i"* l^J £jl lui Ljaj| oAixj 

A-i3l^)i-^JI A^Lud^ll ^3 

cijI 3 331 Ji* & 3 -^ 3 * ^>31 ; WAN 3) Ai^i IjLa 3 * 

a£^)jolj Aj^aLi. A_i£Xa (JJ^5 j d)l.lx^i]| (j£ ^j£J j 4 djl^^jjaiil j CljliudJ^joJl 

. CjVL— 3VI 

a >»» jj ^JLlII J^j3 3^ a* 3 jll ciujliVI a£jjuj JLa WAN 31 a£jjuj <J1ajj 

aJjJ <3 (JLa S^llxJ A^JjuiJ (Jj^alii ^jl ^ilalLuaJ dlJjliVI A£jjuo (J^Lk 3° <3^J 4 31 

3^*3^ 1 u^ix n (Jl. x-Vl V 1 ^jWnn 1 LijI A£jjuo]| &3 (JLLa 3^lj ^j-iLjuais j l^J^al 
£jJakL 3 ^ j CIajjIjVI A.^u^j < j3j^aLa UjI JHa ^)j£l IjA <A 

<j£J J < j3ajaiia aJ jJ SJ j-a JJC. tiJ Jj A.^u^j (JLa 4 WAN 31 A£jLu CllaL 

(Jx-al Jjll ^llaluiJj ciJ A^Jjuj (JjL^ali ^jl lil 4. Qj^ ^j£J j t£j^al Ajj^ SJ JA 

ciJ (Jdu3l A £jjudl l iLj^a 34 ^ (j^\ AjljujI j\\ A £jjj3t 3 ^^)^ LF' j 4 u ^ 9 31 1 U>» j ^a 


rv^ 


<jA' ^4 c> Packets 41 ^4£y4JI i> ^ jy^ j 

4 Q 4 ^ Ua\\ Jj^aj 

jOSI Layer j JjVl ^ lU^ WAN -S' ^ - 

# 4^1*11 

&k ^ ^3 -Luq A\ l ^ ^ j J i^Nfl ^jj L^J WAN -S' ^ £jjuq 

(J£joij ^ilalLaul (J^ 



4 q jJ^\l 


j*AjSL ^jSiui WAN Connection Types 4*«ijJI Jt*ajl £ljSi 


Leased Line, 2- Circuit Switching, 3- Packet Switching 


cjVL^n a£ j4 J!>U. JL^jVI <>> ^ j4l I^a j^. >JI .LaJI ; Leased Line - ^ 
Leased Line -4^ j Um . i L <»_£ <-ya> < ISP L±i j^VI J^ c> j> 


Aji ^ '•» .1^,1 Ay3 <4 jiJLd JJC- _j Jais jyj La JaJ jyl A^j41Lj ^ A 

^jiaji_i]l ' C ‘ '"** .' £-® A-qhji j-aJl ji A£ Aj^aLiJI Clll£jjuJI (Jjjua^il 

WAN Encapsulation Protocols 


Leased Line 



HDLC, PPP. SLIP 


ZL 



: Leased Line 41 - 

1*1^. kite. 4X-^> JUO <jj£j j C<£^)jud]| ^)4C, .ik 4_l3 ciJ^)2judJ V 4jV <*^11^ J '*1^ £4^>Jud • 

CIjLo jkJl J CljljLnll <jV ^4 1 (JjJaSl AjLxl^JIj 4^^. (j-a J 

l$J jL^aliV' ^jWnaj ^.1 V J S^l J (jL^ajI SUS (JJ^4 

4^^jJa]| j 4-x^ Vu^j .1^.1 V cilli] j 1*1^ 1*1^ l <iK^ 4 4»g_^ • 

CliVlj^ajV' 4^ u ? L j <iJ ^nll 4^ u*u <Jk 4 <Liltc, SJ j 4 juoLoi^ CljULnj (J^ixj 4\ua\t j 

1 C^llM CIjULu]! (3^4 4 li^I ni\ CIjLjoIjuoJ^J I d 2A 4 ^ ll CjI^uJIj 

.cjU jkJI j cjULnll W & j ^ j Leased Line -S' ^ 


cjl L_i^j blla jj^' s^c. L_Akii Leased Line -S' cj^j^ -S^jSIj JL^jVI cj4jL 

(Jl. x<^a*i V I AaIxj Ljajl^ i CljLuoIy^jai]|^ C1jI^)J^I^)]| (JlLa JaJ^)ll 

.Leased Line -4 J^S' ^j4 1 1 g . \jx^ (J^xj 


rA* 



i Leased Line -5' £* <^S' • 

. HDLC , PPP 

a£j^1 JjSjjj jjII liA : High Level Data Link Control (HDLC) 4- 

ciA^jjuill w*un j cIjV j )^ jolluj 

V) Jaxj V U’ c — U’ c . 1>JJ Ag \)J La 1 LfrjJaxJJ 

£A J (JaxII ^9 lAli] I'N j J Jjj^l i^LlA £A (JaXJj Ja£9 

.^Slifc (J£julJ Jaxj <j| flxl\ 

JajJlJajJaij JL,jVI llU Jj9 La C^UUH i *< nU . 1 < jJajlj ^ jL HDLC -S' JjSjSjjj 4- 

. IP Header -S' c3jj^> o^- ajU*J 1 ^ j ; 

ojj^jJalj j£joiJjaj diali ^jl A*j HDLC -S' J £y* lll'-J^^ 3 ] -t|- 

Jj^aJ' La£ Jji^. 6 (jlc. <_£jia_J Jj£jjjjj]l (_>« JjV' jlAi-tfaV' I^a HDLC - ^ 

.C^M 


Standard HDLC 

Flag 

Address 

Control 

Data 

FCS 

Flag 


• Supports only single-protocol environments. 

L_ajjtjj ^jUi]l *■— ' (j' A*j (Jj‘ ; (Jjo-v II ^j-a (J£ ^jjou ^ jj& lui 

. f>g \)J S-» (JJ^S' 

^ JjSa. 7 lSj^ u^Sj Jj^jjjj^' l>® tP^S' j'-ik-aV' I^a HDLCv2 
^ jiijujj Proprietary ( _ 5 -aj^-aSI -Sa£a a^.Ij Ja^. AiLjaj <ul ^ t^Ull J j-isJl 

e^A 


Cisco HDLC 

Flag 

Address 

Control 

Protocol 

Data 

FCS 

Flag 


Uses a protocol data field to support multiprotocol environments. 


Up cPS' (, 5 ^ j Frame j^V' 0^ J j>^S' j>a J*sJ' 11a : Flag 

jjUaVI IgA^^iluol ^Vnxjj 1 g.XA'N ^aJJ dlLa ^L laII ^jl C* CIjLa ^LlaII 

.8 bits ^ 7 ^,^ j ccijLa ^IxaII (jjoiij 


r a > 




j lU (J- aLkJl IP -II c> J J>^l ja I^a : Address 

.8 bit cJ^^l l^A j cJl^.1 j (Jto. j ^aly ^J^LaaII 


AAjujjII ^a^llLudl^ (JLjuj^I (J^j^juoa]| (Jjj^'vll ^aA I qa JSaJI lift : Control 
a-Aac. Ia a£!)Ix $.liij ^ j3j ciii^ ^Flow Control -^t <AaI£ aaIaxj ^jiL 

.8 bit (J^^l !^a (JUiLuoVI j (JIjuojVI 

j| ^jIaaII ^ ^^IuiaII Jj^jjjjJI jj^j ^iil JSaJI I^a : Protocol 
LLC Header -SI c^j PPP, HDLC -SI JAwj* 

aJL^JI (jiaxj ^ j tdjli jVl lK ^ C 5 ^S cijULnll ( jc. J jjjaaII JSaJI jia j Data 

^ jllLa (Ji^Jl 11 a ^‘N's j S^ixIia Alklj ^9 <jj£j C5^S <*— 1 lULnll AJ^ jdijA (Ja^Jl l^A ^ joj 

I A.lX L—Ll^ 6AJLud^)l <Ji9 jLlaVI (^* (JjS^IlJl A aIaC. ^jC- (J ^j^juia]| (Jq^ II I^A J FCS 

aJLui jl (Ji9 jUaVI ^ PCS -^1 (J^ (J jj^a _^l J ^jJ^iill A j\aC> ^9 l*llJ 

(Ja^Jjuo g.1 )okl AjI IaI lil V jl jUaVI ^-3 Ia s-Uak (Ja ^kVI 

A,j\ax\I 

Jj^jj ^ j ijjj^l a_iLx j^I g-i jL^VI 6^ Jj>uia]| JLJI 11a ; Flag 

(J j^j^AjIaaII ^ja ^ali ^^Illl ^LlaJI ^Ac- ^)3vAl SA jLxa ^Ajjuo L&^Sl Ia^A jS»AaVI 

SA jIxa ^aJJjuo lAAxJj 1 g.jlc* ^Ikill ^Vuajj jUaVI jl CLAjLuII (JLuojI (Ji9 j (Ji^Jl Ia^A jUaVI 

*jjlkdl A^ ll aILaj] 

Circuit- ^Ia^U c^l^uill ^ U jjIj^I Jj^ Circuit Switching 
jii* Uj£j jl J^LaaII j cU j^I cjjjI^JI jli cijULnll J5il Switching 

^jjj ^^kl ^Jl A lakj ^ja ^)j|j.l]| ^ja Cl^jA ^jIjj pLajI ^aJJ ^aJ 1 Iij djULnll 
(Jl x^ajVI ^JJj ^jjLsa ^al^kjjujl j Ijla ^)j|j^ll fi^A ^J-IJ -LaJ^)ll ^JJj (JJjLg^aJl 

# A1 jIj JjjlgjaJI ^j-iJ (Jiill Ax -^) juj j 6j|^C-2)U Sjji ^ ^ dH 0 *W“V' jj^ 


HDLC. PPP. SLIP 


Circuit-Switched 


@0' 


Telephone 

__. Company 


fi 


: Circuit Switching -11 - 

^ja jiLuaii aa11£aJI aaj5 Jja Reverse Charging axjo£jl1I a^KMI - ^ 

4qKM1 C— Lol^J A-iic- Axil l^lli jIjaII L_b^)Ja]| ^ja J^k (J jl (Jl x^ajl ^j 3 ^aJJ I IaAx t^j-i3^)ia]| 

^ ilrL 

Call Aa]\^a\I Jj j)^\i Aj) JaJ^ll J (jL^aJ^I ^ 3 ^! I^A CIjI^-Iaa (ja -Y 

.Redirect 


rAY 


(Jl x^ajVt I Ladle, C_fljLgJl (J La (Jl x^ajVl di^>J I LadJC, ja£a (Jl x^aliVI 

£JiaJjudJ UjI ^ (Jdl 11 a &jl dj jj^ 3 d^jJ Ail £^OjaiJ j CL-ijtgJ! AC^Lojuo £9^}J ^ jij 

jLolaII (Jtisl ^aJ AjV (Jlx^VlVt ^-LaJaij (j] AC-Lojuo Jjlij I LadJC- (j£J J (Jlx-'VlVl 

: Circuit Switching -J' A& - 

(J^jj (j^aLiJI Ac-jjaill (Jdx^a (j-^1 j1 aJJ, x jj A £jjuL 11 (J^L jjj^all A^ja> SjL}3 die- - ^ 

. ^uiui! 

(J jijauiL-J jjuoL^JI 11a (jl£ jUlj jjuoL^ ^ (jL^aJ^I d}JJ Jl djULiJ (jLuojj (jLi> C5^ 

^Aj (jL^aliVI Lbduj Aj3 (Ja*j c 5^I JaaJl (j* ^,g,Vn\ l_j jjuoL^JI jUaHL ^ jliuj 

j^.l(jL^ajlj J jidda (j^aaddll £ jjfLj L_fljLgJl jl (Jl jaJl (j-a d^L (Jx^Yl I Ladle* ^ILa 
(_£^dl A £j-d £^a J jidda JaaJl (jV AjL>a ^KMl ^jJaJuiJ (j] Aj (Jl x^aJ^l J ^a j£J (jaJj 
tAdxJj JaaJl A.^. jjLa (jj£ LS^ J A^llLall (j*a ^^jljj 1 aJJJ jl Jail J V ' 1 jjIc. aJL^JI adb 

Ajt^a ^KMI j Aj (jL^aJ^I ^J^Vi 


UjuU 


(jl£ 1 Ja£3 (jJjl g.'vll (JJJ La d^.lj jLula ^LuojL ^aj£J Ja^3 AjI ^aUajll Id^J JJ^VI ^ U3t.ll -V 

^dlj (jl^ jl j Aj^Ld (j* (Ja*JI j d^.1 j Jad ^LuujL ^ jjjjuj JaS3 4 djULnll adA 

Aj 3 (Jj^aiLoll Jadll Sj£a.Vl d3 (JsSj (jl dxJ V) ^jWuaj V Sj^a-Vl d^L (jL^aliVl dijj 

Aj (Jl j^aJ^I ^Jaluul 

(J j£ Jj j^)3l (jj^.^VujJ (j) (jJjLg-aJl L_L^J ^aUa-ill I^A ^9 (jL^aJ^I A j\^C> ^9 -£ 

jL^aliVI ^lll f&\)} La 

(^^Vl ja j UU ^1 cjLuSjII ^ (> ^jill 11 a a*j : Packet Switching -f 

A,jUc> ^aUaill 11 a j C^Uaill I^J (JaxJ I^A dj3 jll djl£jjai 

(JjujjJ V ^aUajll I^A cAAjLudll A AJ^llSl (JLujjVI A iL&C. (jC- 4 oV^ ^\ (jj^j (JLujjVI 

LgJLuJjj ^aJJj S Jjij^a C5^) ^ $ ^Qjjud^j ^JJ (Jj Sd^l j C-1^^ (J^ JudJ aJLuj j]| 

AjL^aVI All Xjjll Lgijj^J dJLc-Lj cJjiloiJl jLg-a. ^j^J Cilia. q.^*Ah^ 11 jL^aJI 

djLo j1*-a]| ^sIjj (JjiiuLA]! cU J^l u' Cy* cJ^ AiLdaLj ^j5jj 

AjjUa^l 



D J^-^I (JJJ La JaJjj] Serial lM cJj x -^ A-lLoC- ^aLajll I^A daiu 

Data Communication Equipment(DCE) cjJJI j 


aLujjL jSJj i jJXj^a ^3^ (5^) J ^JaLa (J£juoJ djLLu]| ^3^ 

j^VI fJpJ! 3^ La (Jj^aJ ^3^ J ^i-l jLola dlLuaJ ^3^ (J^° (J^** 31 1 g jJax J (jC- (Jx^aJA (J^juIj 


VAT 



dJ jLx^a a jj L_J j tin 31 (J ^j^a j Ale- ^j£J J JjJ^Ja lilLuaJ (J^j 

# 3^£ cJ^julJ L_J jUa3l jl^,^,\\ 1 ^,j\a3 j S*l3 j A-^3^ ^3 ^jj£llll 3^ 

: Packet Switching - 


3-^*3 ^jJjL^Jl ^-iSalLuaJ C* n^\ 4 x.^)joi]| (jt 33* UjJ ^' J (Jjuo^aII ^Ac- Ja^lLuaJ V -) 

AIAjuJI AjV<i3l (J1 a CliV j£ J j j^Jl (Jjoiij IjIaxj (jl JajiuoJ V J 4 Aill^a Ax-^juiJ 


i ^ ajV ^ 3 -u£ cl i3 j Jj^ajjuoj V cIjI jLolaII ^3 ^3^^ JLujjj ciAi J ^3 -Y 

( 4Jj 3a 3 3 *_juLg ^3jj jLui3l 3^ Call 1 a^ j ^j^juo 3^-Ihj IgJLujjl ^jj ^ 


.r 


jl ^>31 ^ j3 j 3U ^3 ^1 JVi\l IA& ^3 ^ jaJl (jlaxj ^ j3 j 3^3auAl A»g_^ 

3 V ^xj^juo^ ^Jt_i3a 3<3,1 IgJLuojI ^ Uajj cUl£ 31 ^ L^-lj) 

jdxj^a <UjaJl ^*v^k 


lU 3I U3 ^jt 3^3 LgJ Ai^x^a ^Ac. (jl L . CljLa ^1x31 3«*axJ 

3< juIj 3^31 ^3-A cijLa dAa ^Ac* l a^xlA 


j jjXA^a ^3-k ^A] ^aJJ ^lill aAjuo^aII AlLud^l ^Jajj 31 ^^Ac. JjlijVI l. 1>J -) 

# djULn]| ^3^ tg-La 33^ <UjJ ^' J 33uojVI ^Iujj ^j\\ CIAjLulaII ^^Ac. JjlijVI i J>J -Y 

# s.lJai.VI A^Alx^a J CIjIjLiJI (Jj3*Ci A_i1axj a£^j]| CliLa ^Ix^a Ai^x^a 1 ^ i^j -V 


3 -tfaxJ C—i^xIiJ 31 1 - l^J AjljujI ^11 A £jjudlt ^ JjCa ^0 ^3 3^1 3^x13 3 I 3 ^ 

31.^1 VI j A-AaC- ^3 1^1^ 1^1^. A ^\l CIjV 3 ^ jl 

Packet- ^ culjUJI (3a^j jL«^]l J\ Jj£jjjjJI ja : X.25 

Data Communication Equipment u*? ^ ^'j^' J^j jAj Switching 
Data Terminal Equipment (DTE) o^j ‘4^ jA? ^ j' <3^ j (DCE) 

^jc. SjLjc. j X.25 <J A^9l jiaJl (Jl^j 

. Gy 4A j' Router 

diijj *— ‘'-A 3 ® ,ic ' cy° (j_Aj X.25 J s ^j. 

: ^ 1 k. ^ e jSiuu OSI Layers ciiJa 

jjitj Ai±yi o^a Physical Layer A4jA' 1 / j ^ lA -'' 

^ /‘ill (JjI jill ^a (_4*j 4_jV ^ 9'U»\1 

ls* j Data-Link Layer ^4^' Aj ^A=> ^ j <4^' £* cA 

_4_l2 djULull A JJ (J j£ JJ Ai^)*-a (JiLa l £ i ^ajl ■ dlULuil Jajj ^^Ic. 


rAt 



La j A £jjudlt Aj ^A j A £jjudll A jjJa ^A j A313I A Lila] I £a LjaJl Jaxj -V 

. Packets 31 ^ <Ja*j <^31 AiLlail j cjKu^I < jjj 


: Jj£ jjjj 3| tJA ^ $JA ^hVu^il ^JJ t3L3 (J^\ 4- 


^■^3-31 (jL^aJ^I J-lS^ 3 ^AoUaII jLax^aVI ^a^S- 3 A 

cijLLnll ^ ^Vn 3 3 jI£JI ^a ^JuLa l1^3L a 5331 3*3 j ^ Full Duplex 31 

A£jj3l ^}JC- L-J j\J^a\1 L Og,\t ^Jj (Jilij J 


<ja ^l3L ^a j5j J tA-Luo jaII ClAjLnll L_J jILaII ^ja^ J >J^ j3 f“ J^ 3 ^33l Aiflall 

^1 (J ^ali 35 Lj 3I <5331 cijULnll UJ^ 3 3 u^ 3 jIjLL] 

DCE 31 (j£ 3a <^3^ jljUaVI (3^L ^V^L Ljajl ^a j£i J 4 A-ljlu]| Al3a]| CljljUal 
31 X.25 31 aJjLc- ^ja a 4 j 3^a \ I &^a DTE , 

.HDLC 


4 A L-o1a\I S3^-^VI La Aj^)ALI3I Jj| j3l (JaxJ ^a ^3^ ^A J A313I Ai3a]| 

A-i^. jJj ^jl ^ixj Ai^)XA ^.Ic. ^jj£j J ‘ sjj*.^ ^3^ C5^) ^jLLnll ^jxaVn Ljajl ^a j5j j 

*U3 clil ^1 f-1 L-vS/1 a^JLla a. 3axj ^a j^J j 4 A£jja] 1 ^ <J-1J La CljULnll 

JLuj^VI aJac- 




^j3o nj ^ 3 ^ ^31 jLp*-*^ 3 33^3L9^)3 ^a X.25 31 33 ^ 3 ^^ ^) foj AjI^-J 

5i3a ^ cijlifL d3>L ^1 ^xuiLj Packet- Switching 31 ci>l£a3 ^3U3I ^.3 

. OSI Layers ^ 


Physical Layer, Data-Link Layer, Network Layer 


Network Layer 


X.25 PLP 


Data 

Link 

Layer 

LLC 

Sublayer 


LAPB 

Frame Relay 

HDLC 

ddd 

SDLC 

MAC 

Sublayer 


c/> 

Physical 

Layer 

Q 

2 

(O 

X.21 bis 

EIA/TIA-232 
EIA/TIA-449 
V.24 V.35 
HSSI G.703 
EIA-530 


OSI Reference Model WAN Protocols 


rAo 



Point to Point Protocol (PPP) 


Serial 1/0 



192.168.100.1 /24 192.168.1.1/30 


^ WAN 4j»jui 1 ^jJl dlldi Al (_)j ‘ ijjj AjuaLaJI <dV j^ill ^A : PPP 
'A j 4 OSI Layers -S' AA i> Data Link 4 jSSj]I 4aAll ^ Jj£jjjjj]| IA Jaju 
crA: lA' HDLC j JjSjS jjj <_A*-S' ls ^ c . JUdJjUd 4^^JU0J A j£l<Q A JOLll (J 
AjJ J j£ J j j^ill Ia& C-U^ PPP -II J Jj ^ JjjilL V AjI ^AxJl j ^SjuoJjuo a£j^J 

.HDLC -S' J cs^- jAj cijAti dll jj-a-al' 

^ jA Sj-»S Header -S' c_A j Header <> PPP -S' JjSjjjjj ujA 4- 

. t^SS-SS' c5j“A' is* J A S-a£ HDLC -S' J ^ LS* '- a f uUi 



1 

1 

1-2 

2 

Variable 

4 

1 

HDLC 

Flag 

Address 

Control 

Type 

(Proprietary) 

Data 

FCS 

Flag 


+ 


+ 


u 


Flag 

7E 

Address 

FF 

Control 

03 

Protocol 

(Standardized) 

Data and 
Padding 

FCS 

Flag 

7E 

1 

1 

1 

1-2 

Variable 

2 Or 4 

1 


HDLC -S' J Header -S' <j' ^du V I A ji <j£Sj 

Q^>x jll 1 j f.LajuiV' 4 PPP -S' lS_j^A is* * Header -S' 4 qj L> j (_A1 j 
V L_ajUaj]l (_pa*Jj HDLC -S' A (A' AjUajJl (_p«J <j£]j 

J lA j 4 JUI' JjdJl is* (JJ^S' 'A ^gA ( Aj » n »» i PPP -S' Jj^ JJJJJ is* 
ej _j-all dl j HDLC -S' Header is* sj _ j^]l dl j^x-all ^^Ic. <— Saij 
£ jA$ 4 a. jA L^ Header -S' A*I>aj f A u' PPP -S' Header is* 

; JU1I JjdJI ^^3 _jA La ^-.gVl (jl ^llalLd] 4 4 iLLdl ^3 (JjAJI 


VA1 



Feature 

HDLC 

PPP 

Error detection 

Yes 

Yes 

Error recovery 

No 

Yes 

Standard Protocol Type field 

No 

Yes 

Default on IOS Serial links 

Yes 

No 

Supports synchronous and as 
asynchronous links 

No 

Yes 


.HDLC J PPP -S' yr* y^S' C-jUj^a!! <^A o^A 


. J f* f Jj PPP J) Jj£jjjjj ^Sj ^jj - 


, Network Control Protocol ^ ^UJI ja j JjVl ^11 
ybS' jjj U Encapsulation -S' 4 _i1a*j ^ j* Jj^jSjj^' j (NCP) 

All iall <Ja*j dV j£ jJ j^S' S jb) 4j\ajm Ldj) ^a j£j j PPP -S' J j£ jJ 

^ j IP , IPx , Apple Talk -S' ^ j£yj Jb Network Layers ^bSbll 

. j^Vt ^ y* 


Link Control Protocol (LCP) J jS L ^UJI ja j ^jUiSI -Y 

y ] y jyi (J^Iaxj ^jj1£jjui ^jii La (jL^ajV' (J-IaLj 4-iLoC- (J jjjuiaII (J jJ J^S' 

d^L^l j ^aA^)£b ^a dl jL>-v S^C- A-Aa*JI &1a ^aJJ i"* 11^ PPP -S' 

PPP -S' L>* C-W*^ ^5^S' dl£dd]| <J-U ^ (JL^sjV'j ^£^IlS' A-AaC, ^aJJ C. oj^ 


4 J j^jolaII ^a a j\ax\1 &1a j c Negotiation (j/^ dSI y±i La jLiill a-Aaxj ^a^iL - ^ 

A *vj*v dbl^C- V' ^.jA^k (Ja j 'i jil 4 *yj*va-o JaJ^)ll <jl ^ja j£Lj]| 

c^LLnll y, i<fcl\ yLxS\ &1a aA±^j Authentication y*i 4_i1a*j ^jL -Y 

(JLujjV' A-i1axJ ^a 3^lS i V C jjj£ul]l y)-lJ Ia ^.l^u^a ^A yjA CIjIa ^LlaII j AjLa^JI j 

La y & jLiilb cj\\u^\ 1 ^a jli <LLaJI &^a y Compression dULnll Wx,^ 4j\a*,j ^ Jli -V 
dl£du]| La LgJLuJjj ^aJJjuo dULnll ^ic. JjLibM C (jdxbl jJaxj yi 


y^S\\ ^ La Lki JUk ^ Error Detections *Lk^Vl y^ y^l\ -i 
JaI^ Header -S' ^ ^bi a j\a^,\I &1a a jj t (JLu a jSac> 

L^-is ^.1 jlL ^^111 djULnll L-illa Sj jL*-a ^aiLiuo y*^ \.U\ j JU. j <JLuo jl 4 j\ac> 

A£jjudil D^)A <JLuo jjj y>A ^.Lnll 4 j\aC> ^allll S^)A LlxiJl 

^aj <SL^. ^ aA*xS\ dLa 4-iila j ^Multilink 4-^fLJ' y dji^IaII cijV jj^a j] I 4 ,j\ac> 

dj' jLuoaS' t^Lal jllll xjjjJ d Llli^. ^j-ii£ajud]| ^jjj La d( jLuoa S^C. ^ j 


rAv 



PPP Authentication Methods 

J! Jll\ (J±i U <>» Jiaai) Jjla 

PPP 

PPP Authentication Protocols 


PAP 2 -way handshake 



CHAP 3-way handshake 




Remote Office router 


PPP -II (J (JC. ClA£ajua]| La (Jl jL^aJ^I J 4-iLoxJ ^a j£J I Labile. 
(Jx-a£ jl tdjl^j jl^)ll ^j4J La ClLa ^la^all (J^Lj ^LLluj AjI 1*1^ ^ * j^Ltl 
(J^l^ikVI Cljl£djuJI ^j^al ^-Lika tilliA (jjfL (jl <». i>J j (jinxJI L^jJoxjj 

JjjLLjj <JL^> AjI ^aixJ (jl j ( ClLa ^Lt^all (J^jj 4-iLoC- ^9 a£jjoi]| ^al g^a 

U cijUjk^ Jjlii jl JL^jI ^l Jx ^^j ^ Authentication 

^gjcnJa judj (J^ojlIIj ClLa ^Lt^o]| (JjLj ^aJJjuo JjjLlajll ^ali L] V) Cl il^)Jjl^}]l 


: ^Lill cjVj^jjjjJI cp Authentication -i' c 3 ^' ^ - 


Password Authentication Protocol (PAP) 

(jl L_L^J 4 CliUCC, VI &CA <J^o*J gpJ ^a j£J (jl L_L^J diLl^cJ (J^Lk A 4 jLcl 

ul j 6 User Name and Passowrd J^^a 4 ^ v^Ui^ pLudiL ^a 

cs^ * Authentication aJ^c. ^ ^Lt^VI u' ^ 

LogJJJ-LaJJJj (^^kl AkjjuJ JJ jljj AkjjaJ ^ JJ jlj gjljJ jlj L_Jj£jJJ ^a jlj La^JC* cilL 

LoA^I ^a J^JxjJ g^a CliLa ^LlaII (JcLjJ gjljJ jl^JI Cj^}J J PPP (J J^}J 

-II A_iLa*J 4-ilc- ^ 1 j t4j ^ *\\ j p jl^JI L>^ djLa ^L laII i ^ iUaJ 

j j> ^U I j A-Jtill c^LLnll Jkjl a] Jj 5 j (jjSa^lt aJ^ ^ j Authentication 
dIa cujI£ LI (jSa^ll Ua*jj 6 User Name and Passowrd jjj^ 
^q-sMl ^aJ 4-iV (jlj4 L^y ^ A_fLk 1 aSI CljLa ^Lt-xill JjLj ^kiLuo CliLa ^L laII 

^jLII jj jl^)ll CliLa c.^ i\Joj ^ali c 5 ^l (J ijVl J 4 jl^)ll AjjA 

4 J ^Xhi^ll ^ajuol (JVLk g)^a ^j£Ll]| A-lLoC. r i AjI aJbU ^jl C - I^J ] 12k A a A L-vM a 

. j4c- j Clear Text j^Ui lgiLi£ jl ^ jjj^II 


rAA 




Challenge Handshake Authentication Protocol (CHAP) - r 

1 4 'i Q j Ui j ^j]| ILa j (JLoijVI A-lLaC- (_Jj 2 La dlLa _jLoaJI 4_lLaC- (_j-a ^ jj]l I Lis 

Jj \ jU (. . i\L (JLujjL Iajj <_£a1I jA dlLa _jLt-a]l (J-iLii S- 1 Ajjj ^ LaJUC. 


User Name and Passowrd jjj^' ^JUdl JlLi dLo jlx-cil AijJLxJ 

(JjuoJJ (J jVI ^ jill (Jl ^ai*J <j| ^>Jj i <Judij djJjLiltj JJ j3Vnj V <jl 

L_liL pljji J^ijaLllI 4 jUxj ^ Jill jid JJC. j L^J dULnll 

dii^ 6 User Name and Passowrd ^ dUjkJI 

MD5-SI 


PPP Authentication Protocols 


Central-site router 

PAP 

2-Way Handshake 

Remote Router 


Username: R1 
Password: cisco123 

► 

Accept/Reject 

-* 

9 


Central-site Router 

CHAP 

3-Way Handshake 

Remote Router 

Qr 

Challenge 

Username: R1 

Password: cisco123 

► 

Accept/Reject 

■< 



(J Jl l\J^a jL,jb A-i1a*J ^ajjL JjVI ^ jdll ^9 La£ 

Uluj w dLa jLl^II ^ Ac. cs“^ L * j A-iL &* \ <JLuj jll (^a dLa jLuAj 

A-AaxJ ^jiLj 4 jL&x 1 aJLuj^)]| (JjG dll ALa d^lj JLujjIj ^ j5j ^jtAll ^ jilt 

dLa j L_iiia]i ^Ac. 


: Leased Line Configuration -J' J& oVl Lij*iiu« 


vah 



Leased Line Configuration 

JaisJ) (JjhiJ&j 

Router > enable 

Router # config t 

Router (config) # hostname R1 

Router (config) # interface Serial 1/0 

Router (config-if) # ip address 223.255.255.254 255.255.255.0 
Router (config-if) # encapsulation ppp 
Router (config-if) # ppp authentication chap or pap 
Router (config-if) # exit 

Router (config) # username R2 Password ciscol23 



^ja 4_j j£o A J< dj JjjjJaliJLj ^ jklui dll-il-lC-VI (_ s lc. lbaj*J <jl -|_ 


jjxiL Serial Cable <JA? ‘ ojjjj'j 

Cjjj£ ^ j£j L-La-3 dlljj jl^)U dll.il.iC. I 4 jU» J (ji (Jj3 PPP 

dlbbc.)M A jU» i ^ jiiui lAAxjj (jiaajJl . ><■» ' ' dll ^^Jc. (JLjjjuJI 

; ^gk Lo£ (JUjAuJI dij^)£ (. - jUj ~j9u.i VjK 


if Routed <=» (51 % 

Physical [ Config | CLI | 


NM-2W 

r 

NM-4A/S 

| 

NM-4E 

NM-8A/S 

NM-8AM 

NM-Cover 

|M-ESW-16 

1 

HWIC-2T 

flWIC-4ESV| 

HWIC-8A 

\n ic-ap-ag- 

WIC- 1AM 

Iwic-iene) 

WIC-1T 

WIC-2AM 

WIC-2T < 

WIC-Cover] 



Physical Device View 


Original Size 



Customize 
Icon in 

Physical View J Q 

The dual-serial port WAN interface cards (WICs) feature Cisco's new, compact, high-density Smart Serial connector to support a wide variety of electrical interfaces when used vff^H^PflTObriate^ 
transition cable. Two cables are required to support the two ports on the WIC. Each port on a WIC is a different physical interface and can support different protocols such as Poir|-to-Point protocol 
(PPP) or Frame Relay and Data Terminal Equipment/Data Communications Equipment (DTE/DCE). 



r<\ * 



C_flULAj ^ ^ ^lc- (J ^^..Ab ^a ^iAjuj AJLLjud]| Sj ^9 la^.^b La^ 

(J^lAuJ cilib LlA9 <j| AxJ (jVli (Jbj-LuAl Cl <iLCaj £-lhlLalA JJ jl^}]| jLgJ^ (J;l*-bj 

^^JaJjUO^ J Aj ^JjuJJ (J ^\ J Jb^bl C1 j^)£ xA ^U^b ^J)VujJ 

AxjCa ^ ^ Clj L— l^joiJ ^ jkiuj 4 judll A lie. J-Lujj ^aII Jb CJ^U^aII p^lll 

JbjJjuJ! Cl)j£ 4_9bCab Ua9 A3 cM! 1a^ j t ^^_joill A_i]l ^LjuIa La ^jL^a 

^a j3J (jl ^-LaUJ Vj 6 £■ j^)iJl (Jj 3 JJ jl^}ll cJ-IJLjCqJ ^a j3J <j| ^gjaUJ V ^j£J j 

. yr^' J^j'jSI ts^- 

^LAl ^A j>ull La£ Jbj^l JjI j£ (J^ CIjI jj j\^\ (j-iJ La AaJ^}J ^ jlijuo ^jVI 

^AaC- (j£Jb A-Ac. J^nAvAb ^a jlijuJ C^All jA 


. Se 0/3/0 


X 


Se 0/3/0 


223.255.255.253 


PPP 


223.255.255.254 


.— t < r _ 

-* 



2 

Ro 


|1 

U|er2 


f0/0 

I 

192.168.2.1/24 



H. 

PC-PT 

PC2 


^j-D La JaJ^lLuo AIaCAI ^j) ^aLu (jl ^ ^,j j A-^uJal j A^JjoAI j ^A ^aAI lAA 

ppp -S' Jj^jjj jj 223 . 255 . 255.0 u'>^ yA' ^ o j'^S I 

CjLo ( jJjJ j'^)S' 


R1 (JjV' Jj Ijljil i _ 5 Jc- ^ jijjuJ j t45lxjj\l t5 ic- (juJViWj OV' ^ 

; 4 _iSIj]I Clilj|j\c.V' 4 _jLj£j 

Router > enable 

Router # config t 

Router (config) # hostname R1 

Router (config) # interface Serial 0/3/0 





Router (config-if) # ip address 223.255.255.253 255.255.255.0 
Router (config-if) # encapsulation ppp 
Router (config-if) # ppp authentication chap 
Router (config-if) # exit 

Router (config) # username R2 Password ciscol23 

RX (J ijVl (Jit (j -0 o^)j .^a\l ^ La£ 


df Routerl I, n 1? % I 

| Physical | Config [ CLI | 

IOS Command Line Interface 

press return ro ger started! : 


Router>enable 
Router#config t 

Enter configuration commands, one per line. End with CNTL/Z. 
Router (config) #hostname R1 
R1 (config) #interface s0/3/0 

R1 (config-if) #ip address 223.255.255.253 255.255.255.0 
R1 (config-if ) #no shutdow 

% LINK- 5 -CHANGED : Interface Serial0/3/0, changed state to down 


R1 (config-if) # 


Rl (config-if ) #encapsulation ppp 
Rl (config-if ) #ppp authentication chap 


Rl (confia-if ) #exit 


Rl (config) #username R2 Password ciscol23 


R1 (config) # 

%LINK-5-CHANGED: Interface Serial0/3/0, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/3/0, changed state to up 
R1 (config) # 


; ^ yb j 1*1^. Vi Vj 

Rl# 

Rl# 

Destination filename [startup-conf ig] ? 
Building configuration. . . 

[OK] 

Rl#| 

^ jVujj j Rl JLsl! 

I (J-uu ^ J R2 j3 


copy ninning-coiifig startup-config 

copy running- config startup-config 


r ^ y 



; Clltal.iC.Vt J R2 JJjl^)ll t5 ic. (Jj^-llta jVI 

Router > enable 
Router # config t 
Router (config) # hostname R2 
Router (config) # interface Serial 0/3/0 
Router (config-if) # ip address 223.255.255.254 255.255.255.0 
Router (config-if) # encapsulation ppp 
Router (config-if) # ppp authentication chap 
Router (config-if) # exit 

Router (config) # username R1 Password cisco!23 


|P Router2 1 ° I ll E3 | 

Physical | Config | CLI | 

IOS Command Line Interface 

OUllL-LllLll W-LL11 UU 11.L -L'J U.1U L ±U11 UJ.UJ.ULj: [ y l J J 11UJ . TTO 


Press RETURN to get started! 


Router>enable 
Router# comfig t 

Enter configuration commands, one per line. End with CNTL/Z. 
Router (config) #hostname R2 
R2 (config) linterface s0/3/0 

R2 (config-if ) #ip address 223.255.255.254 255.255.255.0 
R2 (config-if) #no shutdown 

R2 (config-if) # 

%LINK-5-CHANGED: Interface Serial0/3/0, changed state to up 


R2 (config-if ) (encapsulation ppp 
R2 (config-if) #ppp authentication chap 

R2 - [confi£^ifyfexi^^^^^^^_^^^^^^_ 

R2 (config) flusername R1 password cisco!23 
R2 (config) # 

%LINEPR0T0-5-UPDQWN: Line protocol on Interface Serial0/3/0, changed state to up 

| Copy ] [ Paste ] 


; A-illll! ^9 L j 1*1^. Vi Vj 

R2 # copy running-config startup-config 

r<\r 


Frame Relay Protocol 

jlal J 



Router 3 

C5A j ^Packet Switching -S' Jb <»>d' Jabs cjUaj AJa2 ^ : Frame Relay 

(J£juU A-AaC. A-iiSiil a JA c^aju j AiLaJI jjll l g ic. aKiAI j LiaS 

&JA A^dJUdl! ^3 L^JLjuJjJ ^lAl Cj lljLlAl (jV 

(Jl. a«Vi V I 4 j\^c> A-ilLxJI 4x.jjud]| j <j j^aILj 4,jY^M1 &ja ^jjaVi j 4 FrftmG jLIa] 

La A J vfi\t &JA ^ (JlAl <C.^>JU0 ^ jljJJ J AjIIc- Jj j Clllj j ClA£ojoi]| ^J-1J Ia 

\jhj Ua> s A-ilUill ciAj cijUjii]! ^ A-ijSiill &ja a*j j ? 45 kbps j 56 kbps 

c^ULAI jll Li^> ^JaAjaij <AI djli Lgjl ^1\ 5iLjajj cijULnll jjajlL ^lc* Lgjjjil 

^\<^1\ 

: Frame Relay -S' ^2 t$ja <>*2 uLslIajJI ^>\ 

JUI^VI J (JLujjVI 4_AaC- ^9 1*1^ <ALxJl <C-^)jud]| dllj (Jl x^ajVt 

Ll^> Ai Jj ja ClA£jjuAl ^J-1 J Ia (jL^aliVI 4 -AaC* (JJ^ -Y 

.X.25 -S' (jJjSa (jc. j» JpJI Ji-ii ^2 j -V 

CCITT/ITU j ANSI cjUja ^ A-iiilll saa diljL«-a ^^2 ^jc. JjjjuiaII _£ 
( * r A^j cjUjI (jsHa jc. i jbc. ja j Frame Relay Forum (J&* J) Ail^Vb 

. Frame Relay j ox 

i“'1 *V '. nil La Jojjj 1.1a. A_illc. A£.^)joj jj3j 2 A_lLaC. A J oA^J A_luiLuiV' A ®..'S*» j" _0 

.WAN <*->' jSl a£jLJ| 2jU J l 

s La ^jjj t Connection- Oriented -S' a^JI UJajj AJiill ^ Ja*j -1 
Permanent Virtual (PVC) Sl^'-S^ SjSb ^b'jc.) ^Ic. AiJijll 
. (JjaiuiJI s J" 1 jdl o j^A.1 L)jj La Jajjj ^jiiS Circuit 

(Jij^a]l Lh® A-La dlliLlJI (JLujjI i *IL ■ u c5^S' jLaixi' ^jC- PVC ^aJJ -V 

.Frame Relay -S' Alf^ lh® J .^^ ^ S I jl^ 

r<\t 





: Frame Relay ^^2 caI jjaa 

j CAIjLuiaII j*-^ CAULnll CA lULnll (JLuojI -) 

y a A qAVbti CAUUjIIj ^aUk ^lc* AkAi!! &AA y jkj -Y 

a^JL*^]! j cAbLnll ?.\ bo y^ y*^*\W ^Uk ^bik V -Y* 

Ja j JSDN A^ J AkAi jjj£j ^jj 3 CAljlk Ul ja jj A &aa _£ 

D J^11Lu1a]| 

CAljLulVI ^IjjI <* q\*W a ^.Ic- cl^- 1 ^ A- jIaxJ ^a jAJ 

Igi^h SA j^> ja II CAtaUkll ^Ullll ^Jjjliltj ^a jSj -1 

: Frame Relay *blsj Ailua) cAljki 

A £jjudlt SjIaLj ^ajAJ <ja jA j A^Akll J jja c3d^)^ CAl£kdll AiljJaj ^aJJ -) 

£ jjI aII ^a j j^> jaII yi jl jll ^3j ja j DLCI £ jjjtk <m . u ^ jib a jja -Y 

. Frame Relay -M ^Ia^U ^ JU. < <^\ jiaVI a^ jll 
j Frame Relay -il a\uj\ ALjki ^Iujj caUUj JLuojU s j^VI a^I ^jb I LaAk -V 
4bjjjaLAl! ^^A j PVC b uja 1 g,k 1 \a\^\ ) ^Cill Aj jAI h\\ £jj!a1I AO'n i ijajj A<+A\ 3k I A 

. Ajj^I a£+&\ j\ CAUlnll Jij 

jLg-^j cU jji jLg-^ jl jk A^bCaj kA x jj ^Ija A A^Jjoia]| dj£^.VI jJjtk AiLjaj ^aJJjuo -£ 

.aJLujjI aIluj Frame j^ 3 ) cK ^ (J^a^aII 

jlkj (JlV jl ^a j5uj 4 Switch jl JjjVlll A jg^J CAljUaVI cJx-^Vl I LaAk 

jl^,^\l ^A j (JjjjjuA^ll jL^Jl ^A Alla^)x>i ^aJJjuo j DLCI-1' u* 

Ajj)!}^^!! A£jjuoil a JLo^jl rk uajj Iaa*j^ aILj ^ l ^’_5 (.Jjuo^aII 


Cl \xx\\ Aj) ^ i»j Laa ^jliilll (jjoiij cikloiJt j ^jjj ^LolaII cjIjILV' -1 

^JlUlljj (JLujjVI (Jj5 CjUj ^xujJ^ jLaLAlli (JjAiiII JaliL A-Lalk A-i^. jJ CIjI jl (A3 Ua 

(3±juo Lac. 0jjj < j£J j aLaLolaII CAULnll ^jIjj aKAa ^1 (AIUa C Uxi 


t i iri 


^1 tilliA a£jjoJI < ta5 -ic' caI jLolaII a^I ^aL^.Ajj <JL^. ^a AjI ^a j a &a^J ^jJal j 
^aAkLuaJ A K/1 ia\1 dAA (J^j 6 A^l^A^a jk CAIjLola CAULnll A-I^. Jj SaIc-V Akjla 

UAk A^kJI ^ jii ca^ In-Band Congestion Signaling cr^ 5 M 

^Uj CAljLudJb L^-aLlj Aiuoj^ll ^ j CAl^yAki A-i^. jlA ^aL^.Ajl y a ^-^bci I 

^a jAi IgAti ^UjujVI aI^.ja ^1 A^U^\1 CA\j^ j IaI LgjAlili ^alA ^£J ^aL^.Ajl ^ja 
CA ljjUaVI (J J Ak j ^AjjJ^^.a LgAl L ^llll jl 1 g,\Vi Wu>n V CAl jLlaVI 

SA jHaII CAljUaVI ^jiaxj (Alik jl CAljLbyi ^jUj ^ja l qAxil^sjxjj (J^1 ajja\1 jj jJJa£JI 

CAljUaVI (Jbuj j] AjjU j| (JjuojaII jlg^Jl ja L—lllallj (JjaLoia]| jl^Jl ^ajb lAAk 
Al jjjujaII ^A S J^-^VI (jl (3^° Jk^^lj .Alkll AjAjudll ^aL^AjVI ^bj) l g 1 a j^alkllSl ^ali 
U^IaI A £jjudlt jc- ^.L-JjlII c. qqA j 4 £jjAJl jaJ j lakV I A^JLxa yz- 


r^o 



:Frame Relay -Si <j& ji^V' <> o 3 ^! aJl& 

jLlaVI I^A pLiJ] ^aJJjuo J^Loui j! jUaVI ^-3 g-1 J j ^aJ ^9 jUaVI ^aJJ -) 

^4 \1 y<a*i i A aJLujjI ^aJJ ^ ^ J judll 

«C3* J« *vlt (J-o jUaVI J jUaVI L>* (J^V^t l.J^ajj ^aJJ -Y 

J Jjila ^>^1 Aluoj^l CljULnll J L-flLjTl^t ^aJ <LL^ ^ jUaVI etil] ^ly -V 

^aL^.Jjl j 4<+ti\ ^9 n^l g.VuxjJ a,4A 

:£#aJs 41* ±*jj Frame Relay -M 4£^£ 

A^Jjaill fi AA^ ^ ^ ^ ^al-C* Jluij A£jjoJ| fiAA IA_^ J) ^-*-juo! j 4 _^Jjuo ^Jud^ll — ^ 

Ajjj I LaAixi CliJjliVI <La*lk (_£A ^_hl^}jui] UJ^ 

C- y i^i | AA ^ \\ *- n 1 4-^J judll ^_9 ^a^filll (JJ* ^ J C^ll^JjuoVi 4-LIXjS 4_Sjjuo 

j tilliA 4 _i1a*J! &aa ^lillj A£^)juj j! A^a^JI ^a j3^ l>^ 

Customer -S^lS' ^ *4 ji^l 1 $j <J*j jf ^ A^sJL u' *4*Wi 

ja.liuL« ^aj pvOlM 1^jA> Teraiiiiation Equipment (CTE) 

. Frame Relay Service Point 

^^jaiJudj^Q ^1 A^^)jail A (^JlLo A Ia^ AjLjuoI^ A^Jjuo ^jlllll ^ajoi^ll -Y 


‘ Frame Relay -S' j ^ jA4l jjj U -kajll ajL*j ^ jii jW^S' ja :CTE 

.JaU jjoi^ ji jjj'j ji $ •> " '.aa j 

AjijjI LgJ A^^ij UjA] (jl (jAa^liiS tl ^ ^aljLaJjjgjl 4_i>iAi j ^ J oAA ^JjJa jJ j ^3 U'i , „ 'll 
A jjj 3 l 3 ^IAaJLuiI (j_jA ^g i, ujj^I i-*-a oAA -iaJ^)S tftAc.1 ±La ^j^i--ai ^3 

Lai l*-« ^jjall (j jj JajjIS Ja jlxk s jjiic. jLajiuil Lia jLjui <jli Frame Relay 
t_j jab ^ ja J£ Jaj jl jjjutfaa jKYi>»il ja A^HaJ La J£a Frame Relay 

. Frame Relay ^ j>» 

: Frame Relay -Si ^SSj c> ^^“Si -S^jS Jl*i <> jaSI a^jj 

Full «ail ^ ji ^L»a‘< a JJC. J (_J^al£ (_J£juU A^JjuJI Jaj j (JLaJ (J^aL^ll Jaj jil - ^ 

. Mesh 



Full Mesh 


m 



Partial Mesh <J4£11 -iajt JaJI ja j 1 

Topology 



J '^>j Hub and Spoke Topology <> -f 

{ja ■ '<ax jj 4^uT'\l j ^ jjjll ^jai. Jaj^)j 1^. S^yj£ <£jjui 

j A£jjj jl j <jlLa 



Hub and Spoke 


4^ 6*Mi ? j ^ j Frame Relay -1' <j" jj j <> ^ sk jj£j jVI - 

a-Aaxj Aij*A jj£il Frame Relay -S' ^ j ^ ^I^jLujIj Ja*j ajIac- 

nj La AaJjJ j CliljJjlj ja jj£a Jjjjjaj (Ja*j jVua 4 lg.j\c> <Ja*JI AijjJa j 

4 ^jjill j AAkJI jjj La Jajjll <ik. (jj^iuo g-ill Frame Relay -S' Aik 
l>^ Frame Relay -S' ^Ik jl jl (j4±kAI a^Iac. ^ Lk jl l£Sj 

AIjju) (Jj 4 a^A jC- (JjjjuiaII jA All juAI ^9 bJja. jaII All Judlt ^ 

jC- lai^ (Jjjjuoa jjfb AaSs A £jjuAt jjjI^a bokJl jja A-£jja j' L> * iVl j^ajVt 
Ia Jajjj ^lAl Alklt Iajjj jjc- V Ja£9 AljjuAl (Jib ^9 jjli ^iSI S j^k^f'j kt jjjl jll 
Jkjb ^ jVk ^lAl ^Aj 4 JalJl lg. A J^IjjoLaI! AljjuAl A_iljjjudA JA b^A £ J jA I LllJ 

Frame -S' A.^uaj JaJ JJ jiA aAjjuAI ja'ngA Lg-J ^a jiijuo ^lAl AjjikAl CIjLa jLlaII 

. j^VI A^uj\b JLkV' ^jjj Relay 


r<w 



j cs-^ Frame Relay -S' C5 i& Uj*j jl a*j jVI 

i^jJaliAll L ^Ic. C* Cj^Ij <j j£>& <£jjoj cJajlj ^ jll uo Jaj^>]| ^1 j ^g.nj U 

^-ijx j jl c_i^j <j£J j 4 Frame Relay -il J!>U clA^u^I &ca -kjjj ^ jiiuo j 
4 J^a n^&ll ci jI£jju 1]1 (JL^aiil ^jjjuj Frame Relay (J^U l>^ a^iUu ^ jii (ji a*j 

^ blU jjj Ls ^l\ A-ilkl^l JL-ajVI V j -ksa Frame Relay ^ 

L QJ^ Jj (J j£ Jj J^)j (Jjgjjj ^Aj ^aJ lij luV Lj lAUl (Ji.lC jl (J^.1^ 

(Jjxill] Ini Ll^. 4 A^Jjudlt J 4_i^.jUJI <£jjud]l 

dca ^ ^ Ij RLPv2 , EIGRP , OSPF -^1 

. UJ 2LkWi ^ib ^jkiuiil c^v j£ jjjjJI 


: JL*i jA US ^1\j1\ J& J^iaSJb - 



2950-24 
Switch 2 


PC- FT 
PC 2 


CiUIjc-I 


. Frame Relay -S' “C4 l_i£ jjj ^ -) 

djljjjljl! kllbl^C-l ^C. jV' L ijiuij j CllljJjlj (. - j"'j ~ j9< ■ a _\ 

JLjjuJI <Jj| j£ iaJjJ f j£jl ClL/tj]l dll JJ jl jll ^^Ic- jLjjud]! isLla L_u£jjj ^ jliui -V 

. Frame Relay -S' 

Aaa&j ial_La eJlC. JJjl jll ^^Sc. jJ-i j^.j-aS' jial_La <j-a Jliia <J£ ajjai^jj ajalui - * 

Frame Relay -S' ^4? JS-^VI j*. iLalLoul 1 jJajl ^jJjUlII L_liS^)lj ^ jALujj 
1 g v>»» jj (Jl j^aJ^t CjjlSjjul]! ^jJaJjaul C 5 ^ RLPv2 -^1 (J (Jj*i!L ^ 

(j-laxJl 

Frame -5' ^ c^bl^l j Frame Relay -5' J 

.Relay 


r^A 



: I^j JjSfl jjjIjII cjbljfrl 

IP Address Private Network f0/0 192.168.1.1/24 

IP Address Serial 0/0/0.103 172.20.3.1 

IP Address Serial 0/0/0.102 172.20.1.1 

Serial 0/0/0.103 

Serial 0/0/0.102 

DLCI 102 

DLCI 103 

l (jjSlui Jjjl ljl| CjblJfrl 

(R2) 

IP Address Private Network f0/0 192.168.3.1/24 

IP Address Serial 0/0/0.201 172.20.1.1 

IP Address Serial 0/0/0.203 172.20.2.1 

Serial 0/0/0.201 

Serial 0/0/0.203 

DLCI 201 

DLCI 203 

(R3) 

IP Address Private Network f0/0 192.168.2.1/24 

IP Address Serial 0/0/0.301 172.20.1.1 

IP Address Serial 0/0/0.302 172.20.2.1 

Serial 0/0/0. 301 

Serial 0/0/0. 302 

DLCI 301 

DLCI 302 



Jc. (J ^ jVujj (jVI 6 ^-^.Ij 4_k^al_iJl dllj|j\C.yi oA& 

; A-iillill diljl^c.yt (Ja*j ^ jlj j 

R1 

Router > enable 

Router # config t 

Router (config) # hostname R1 

R1 (config) # interface serial 0/0/0 

R1 (config-if) # encapsulation frame-relay 

R1 (config-if) # interface serial 0/0/0.102 point-to-point 

R1 (con tig- sub if) # frame-relay interface -did 102 

R1 (config- subif) # ip address 172.20.1.1 255.255.255.252 

R1 (config- subif) # interface serial 0/0/0.103 point-to-point 

R1 (config- subif) # frame-relay interface -did 103 

R1 (config- subif) # ip address 172.20.3.2 255.255.255.252 

R1 (config- subif) # interface serial 0/0/0 

R1 (config-if) # no shutdown 

R1 (config-if) # exit 

R1 (config) # interface fastethemet 0/0 

R1 (config-if) # ip address 192.168.1.1 255.255.255.0 

R1 (config-if) # no shutdown 

R1 (config-if) # exit 

R1 (config) # router rip 

R1 (config-router) # version 2 

R1 (config-router) # network 192.168.1.0 

R1 (config-router) # network 172.20.1.1 

R1 (config-router) # network 172.20.3.2 

R1 (config-router) # end 

R1 # copy running-config startup- config 

£ . . 



(J ~ > .1 ( RJ djbl.ifrl (_J-a*J Lxa2 ^jl Ax-i (jVl 

(jjjli*JI (_pa*J i djbl^V! (jJiSJ (J-o*J ^sjiijj 

R2 

Router > enable 

Router # config t 

Router (config) # hostname R2 

R2 (config) # interface serial 0/0/0 

R2 (con fig- if) # encapsulation frame -relay 

R2 (config-if) # interface serial 0/0/0.201 point-to-point 

R2 (config- subif) # frame-relay interface -did 201 

R2 (config- subif) # ip address 172.20.1.1 255.255.255.252 

R2 (config- subif) # interface serial 0/0/0.203 point-to-point 

R2 (config- subif) # frame-relay interface-dlci 203 

R2 (config- subif) # ip address 172.20.2.2 255.255.255.252 

R2 (config- subif) # interface serial 0/0/0 

R2 (config-if) # no shutdown 

R2 (config-if) # exit 

R2 (config) # interface fastethemet 0/0 

R2 (config-if) # ip address 192.168.3.1 255.255.255.0 

R2 (config-if) # no shutdown 

R2 (config-if) # exit 

R2 (config) # router rip 

R2 (config-router) # version 2 

R2 (config-router) # network 192.168.3.0 

R2 (config-router) # network 172.20.1.1 

R2 (config-router) # network 172.20.2.2 

R2 (config-router) # end 

R2 # copy running -config startup-config 

£ . 1 



t5 lc. (J i R2 dltal.}C.) (J-a*J liaS (jl JbLJ ^jVI 

(jjjLixJI (_p axj i dll-il-iC-VI ^ 

R3 

Router > enable 

Router # config t 

Router (config) # hostname R3 

R3 (config) # interface serial 0/0/0 

R3 (con fig- if) # encapsulation frame -relay 

R3 (config-if) # interface serial 0/0/0.301 point-to-point 

R3 (config- subif) # frame-relay interface -did 301 

R3 (config- subif) # ip address 172.20.3.1 255.255.255.252 

R3 (config- subif) # interface serial 0/0/0.302 point-to-point 

R3 (config- subif) # frame-relay interface-dlci 302 

R3 (config- subif) # ip address 172.20.2.2 255.255.255.252 

R3 (config- subif) # interface serial 0/0/0 

R3 (config-if) # no shutdown 

R3 (config-if) # exit 

R3 (config) # interface fastethemet 0/0 

R3 (config-if) # ip address 192.168.2.1 255.255.255.0 

R3 (config-if) # no shutdown 

R3 (config-if) # exit 

R3 (config) # router rip 

R3 (config-router) # version 2 

R3 (config-router) # network 192.168.2.0 

R3 (config-router) # network 172.20.3.1 

R3 (config-router) # network 172.20.2.2 

R3 (config-router) # end 

R3 # copy running -config startup-config 

£ • Y 



-II A .ajc. (J ^ jVujj Cl il^)j jl^l dibl^c-VI b^3 (jl Cxj ^jVI 

(Jx^ajj cjKujjII ^j}^un\ Igj a j^aLkll ciital^VI lU*^ ^ Frame Relay 

t jla* j]| I g Ca* j 


: W' ‘-^' t> Frame Relay -M 


D jjj^a 


4P Cloudl 


I □ © 23 


Physical Config 


LOUD-NM^ 


-OUD-NM 


MODULES 


LOUD-NM 


OUD-NM- 


OUD-NM- 


LOUD-NM 


OUD-NM- 


LOUD-NM 


Physical Device View 


Original Size 




Packet Tracer Cloud 


lllllllllll 


Customize 
Icon in 

Physical View 


Customize 
Icon in 
Logical View 


The PT-CLOUD-NM-1AM card features dual RJ-11 connectors, which are used for basic telephone service connections. The WIC-1AM uses one port for connection to a standard telephone line, and the 
other port can be connected to a basic analog telephone for use when the modem is idle. 

gj Serial bl djbl^cr] ^ jiil Config bl J ^ jiiuo 



£ * T 



ialia JliLa (_]£] ‘DLCI -51 (j-ljluc. 4 -JuSj ^ jiluj fl jjjuail La£ 

_ll jjjLkt 4jLua\u (jl Ax-i j t4.xu*J I i^ya ^uaJt-Jl \ £ ‘ .' duajj ^jl CLllSxuJ) 


U£ 1 4uulill ^ Frame Relay -5' jajilu DLCI 

. AuJUJl ojj^l 


dp Cloudl 
j Physical^ Config 


ii® 


NNECTT 


NTERFAC 


GLOPAI 


1 Al 


rame 


DSL 


Relaj 


Cable 


SerialO 


Seriall 


Serial2 


Serial3 


Modem4 


Modem5 


Ethernet6 


Coaxial7 


Frame Relay 


Port 


From Port Sublink To Port 

1 SerialO R1-R2 Seriall 

2 SerialO R1-R3 Serial2 

3 Seriall R2-R3 Serial2 


R2-R1 

R3-R1 

R3-R2 


J& iaLlAil C-JJJJJ cJ-<13U ^ jjjjuo ^ (jVI 

^3 (JjS^ Add 6 C-W*^ ^ J (^5^1 S ^jJa 

ClA£jjull] jljlkl ^ j£J jl l illc* ^ jjjj jlllA* L-)l£jjudlt l— 

j)\ f\W ^a jVujj t V ^al 1 lnU>n (Ja 

j)\ n*sl ^a jIj nj La 


qa aL^tT u \1 cjIjj jl jll Packets a_Aaxj ^ jVua 

JU^uVt 5j5aiuu uuIjjj(j 5I ji <^u*j IJa Successful ^ ^ t^uuiJl 

^jJJ La (jL^alil V 4jl ^Ac- Faill lit j 6 ^paxjll LfrjJaxJJ 

CLjIjI^VI ^ <U£JLa *l^jj J ClA£ajaJl 


Fire 

Last Status 

Source 

Destination 

Type 

Color 

Time (sec) 

Periodic 

Nunn 

m 

Successful 

RouterS 

Ro uteri 

ICMP 


0.000 

N 

0 

* 

Successful 

Route r2 

Ro uteri 

ICMP 

■ 

0.000 

N 

1 


£ * £ 



I jjjl j]| jl 11 a Successful -S' <^W-iS' j ^ <j' -S^^-i - 


<Ji,U ^ eJ ja. j^ll Ajc-^)flll CtKj *,ll jLlkl li k (_>aajll 




^ JL-SVI 


: JuJUl! s jj^I ^ U£ ^ j jil! 


Fire 

Last Status Source Destination 

Type Color Time(sec) Periodic Num 

• 

Successful PC2 PCI 

ICMP | 0.000 N 0 

m 

Successful PC2 PC 3 

ICMP 0.000 N 1 


£-1a^ ^jl ^Ic. (J^li 11 a j ^j*s Aj| La£ 


Multi Protocol Label Switching (MPLS) 



\YAN <jljuj! j]| cijl£djud]| ^ 3 j djULnll (Jill A-iiSj ^jc. SjUc* iIVXPLS 

A £jjulll jit l g ^ jj A .all Cljl£djudll JaJj A Qj lA \ A \ \'q\W i ** XI ^ i 

^ Frame Relay -S' 4-u& Jl« MPLS -S' jj^ jUj&V' jSlj 
^Lu (jl c J>Jj t jxx^al djULnll ^7^ j ^^)juoI CljULnll (Jaj ^jj ]VXPLS A_iiS2 

V l^ii ^Ic. (Jjj I^Aj osi Layers a A- iiliill a ijall ^ <J^*j a jVqMI 

TP _ll ^jJjIjjlII (Ja*j ^lll A-^llill Aifkll V A ijnll IP -11 (jl ^ixl 

jUal (J£juj «^k CijULnll ^Jaxj AaiUll Aajall Uiu 4 Packets (J^ 1 UJ^ J 

.l>“ j J ' *— SS-^S' c^Sj ijjflll jl ji*l\ ^^Jc. jLSaV' Frame 

(JIa A^a^liJI J j 3 ^° C5^ I ^-ilc. (J^ojlII jl I ^-llc> Axux>a TVTPT >S -11 A-iiaj 

I^J Jl 1 g i->>* jj djl£j, judll cJ^ 3 J A (^5^11 L-lVl jk^aliVI A-^^)JUJ j ciiJ jSjVI 

> C1jVI j^aliVl A-^^)JUJ V] A-liaill (J^13U .1^.1 (jl jU^VI 4-llc.i f^k L. Ijjudll 


i * ^ 


^Ssl a 3*^ SAjAaJl La> j] jj£ill 3k MPLS A_u3j 3 SAxIaII lLiV j£ jJ j j3I ^uoIa 

3^1 CljliifLlllI CLjIaA^ J A-isLjaVI CLjIjaaII ja AjAxJI jj9 jj j!)Lk ja CAjjjjVI A^ua 


IxjjJ 


Frame Relay, ATM, or Ethernet. ^ 

^JjJ^aJJ jl C_laj # djULn]| ^3^“ (V u ^ CAUU3I CALlAjuaJ ^tAVuAj SAx1a]| CLlV j£ jJ jj3I 


AAAa> <JAj 3* ^3 3*^ SAjAaJl CAIaA^JI AjAxJI # A£jjuJl (J£juoJ 3 ^ J-^ ^3^^ 

ja Aaajuoj £j33 3^ ^ <A11AA # jjja!I 3^ AaIxj L_ajUa j ^jA£i] lLujIAVI 

A^3 (RVSP) ^jlj-^l 3^33^9^ i jjjaI! ^c.a]| j9jj 3 ^ CAVj^3_9^)3 

(jjjiA (jl <j* ^cjl J& (CR-LDP). 3 j£ jJ jj3l L_jb A_1 AjuoJ £j33^ (JJjLjuo) 3° 

Lg-J j jIaxj 3 *^ ^JLl jJnll jl V) A***A\ (JjLaa (_£ jILoia ^>JA£j < 3 ^ J^ 3 j j3l 

3^ dAc-LuiaI! <LalaJl Aic. cAUAj AauJal j CAIa jLla ^jA9j CS^ 3 J^>3 (J ^*- 3 tA^lia^A 

3^ t SAxjaH CAV j^ jj jjJI A £jjuo A juoAjA jjjaII A^ja> ^9 ^Aiiilil 3_3 3 _9^W C-5 AjAaA 

^ujL^ jaI ja a^lajouII ^33 3 ^ 33^9 3 uW ~ jLi ^a < L_iilll 3 ^^-^j 3 _ 33 ^ 9 ,^ 
3 dAc-LoiaII t(j3 j£ jj jjJI 3 ^ c 3 cAli^iS^VI j AjL^oII jjasj aJIIaII &aa j j 43 ^ ^ 4 ^ 
CAV j£ J j j jJl ^juo^a .AjjA - 3 Aj^aLk 3 ^IaVujjI 3 Jja3 Aa.1 j jA 3 3 ta ^ ta ^- 3 

UAajxj 3111 CAUSj A^l 43! 4iLAaVb (CR-LDP) J RSVP 3^ Vjk ^a£ SAxIaII 
sajac. caIa 3*-^ 4^ C 5 ^ ^ Jajl jj saa j tAjjAaJI d 3 ^>^ 3 Cisco ^ 3 ^ 

&AA jC- 


: MPLS-ii^aSjf^i - 


.ISP ls^ jj * c^a -^'j^ j4A' ^ :Provider Router (P) - ^ 

* ^ jWA' : Provider Edge (PE) 

a C* ll aaiIj jjaill j CAI3 31 ^ A-aA^JI (jA j 3 a d 3 ^-^>i J V* UjJ ^' 


^jaII 34 , ? k ^ 3^ J jj^a^sIxjjaII j (j^UJI j4aJI liA : Customer Edg (CE) 
.WAN ^1 jll ^1 ^ LAN < 3^31 CAl^Jjulll JoJ JJ ^ j2J 


Service Provider Network 



£ *n 


: Label -21 J^MPLS-SI ^ 

jLnll (JLuo^j a-Aac. ^9 j^a^LJI Label Jl <Jc- kJ*j j cJ ^*- 3 MPLS -^1 4 j^Vi 
<j^ t -y a ‘ t > j <-K ^ ci^jj u^ ls^' Header -2' J-^ j] ^ jl 

^)J£J| J *JjA^)a]| CljliLnll ^ J (JJIaaII J J Ja J-Jl (jl 3 k. JIa CljJLiJl ^JA 4X- ^A^A 

4-U9J JaIiC. VI ^aJJ I IaJlIc. < j£J J 44JjLa1I ^jjjjj Jl J l A JJ Ua 9 jll CIjIa jLlaII <ja 

ckb J Jllj Label ^ <Jm Ja kjUUJI j] ^J^ J MPLS -^' 

Routing -il Jyj J*JI Jj^ jf jyjJ*]| ^a^u V Jl MPLS ^ 

Jl ^.k JaIc. VI (Jx^j <jI c*n^ i cijl j jl Jl cJk. 1 ^ Ig.xjA^j ^jj ^Jl Table 
Jl j -kia Jj JJIaVI j Jki jVI aJa^ J jJJ ^ jJ jj£j ckp. MPLS Label 

. <k>JI J J Label 

;<JUI cijUUJI jjj Ia Label -II J J Label -II cjdj ^ 3 ^ j*^ 

Layer 2 Header [MPLS Header] IP Packets 

ujV^j W Jj ujV^j 32 bits MPLS Header -II ujV^j 

] JUI jaJI ^9 LS Ja9| Ajuj! Jl ^jaBa I xJajI 



MPLS Header: 32 Bits (4 Bytes) 


The Label Value Exp S 

TTL 

\ 20 bits 3 bits 1 bit 

\ 

\ 

\ 

\ 

N 

\ 

\ 

k 

t 8 bits 

/ 

/ 

/ 

/ 

/ 

✓ 

/ 


Layer 2 Header 


MPLS Header 


IP Packet 


• Lg-J <i^)XA ^Jc* ^J^£j (jl i. 1*1^ 4,Ag.A CIjIa J*A 

4-A^li j^a (JVk ^JA ^)a!La JJLaI j JLajI ^aJJ <jll <•— ! lljLiJl (jl J l . l^J - ^ 

^9 J J U J I^J CIAa JxaII CjVIju^IVI <£^)jA (J^k. ^JA ji 4 JSP <*— 1 J JjVI 

^jl CjVL^iVI A^^yl jl t^-A^lkSl ^Jj^a ^JalijAJ (JLJjjaVI jl (JLajVI A j\aC> 

^^xJsJjaJ c5^Jl k (jVIt ^j^aLkSl A^JjaII (J^lj ^ja ^)aj <jV ^Jja^)a1I CIjIjLiJI jJaa 
Jc» Jaxj <La*liJI <jV (jJjtkJl <9^)xa ^^xJ^ILaj 4 6 jh^xJi ^jl 

^j) ^JaJjAJ V (Jlj4 l_jAI3 ^jj) Jjj cJj (j-*aLkll ^jl ^kJI <i^)XA CLjIJjaaII 

<1a ja]| CIiIjLiJI c_i^)xj 

I JJ Jj J <A*lkll ^jWumJ (Jj V (jkl ^5*3 J9 Jjaa1I j (Jja^)a]| ^jl <J*J V I^A 

Jc. <J J L_J j\J^a\I L V^g.W Cll^lJl jIjaa ^aj9J Ja99 (JJIaaII j 4<La JaII djUUJl 

I^A J 1*1^ ^ja J C* n^lJl ^9 (Jja^)a ^a Jj j CIjI^JjaII ^1^1 

I^jI ^jaJJ V_9 CllVl^VI 4 A.^^k \l ^J^^A A^^jA ^9 ^(^klll 

^JjJal ^ aII ^9 <9^)IajJI A^^)ja]| ^Jc- AJ j^jaa 

£ * V 





VPN 

Virtual Private Network 


AoJat jShM 4<+2A\ 



LAN (Trusted Network) 


VPN-1 Pro 




y 


f LZTP VPN 

Wind ow& 


IPSec VPN 




J£r 


Wcms^fl 
Pocket PC 


IPSec VPN 


^ jQnn LgJj 4 1.1^ j 1^. 4 SjljC- ^A * VPN 

l gLi-iSa j ^11 A £jjudlt A i-iSa j ^A La c_h^)jLJ ^j) i ^ l^J ^j£Jj ^A^)^Aj 

j£ Uj^I b\la 4 Remote Access ^ lf J JL^jVI <^a a-^LujVI 

<£^)jud]| ^9 ^jJ.1^.1 jlLa 1 ^a\l la ^j£J j ^aj| jl 4 _i 9 *A^.jJ A£^)jud]| j 

LaAlc- VPN ^La^k ^j£J j VPN -il *LaJLk J}J^)ia (J j^sMl 

^a 4^^juo]| ^a Lg_^ ^ jLiJl LH 0 J’ clH 0 Cj ll^^-Luill ^1 Z* (J ^jj^la ^oll 

A-uilll S^Ljj ^ VPN cJ-ojlJ ^a ^I juj 1*1^ ^ * J^Ltl 

4 ^)jud]| ^ajl (Jl j^aliVI L" i n it C1 d^)1jVI ^Li^J A-liiilll o^A <jl LjaJl ^alu ^j) L_L^Jj 

Aj^I 

Aij*-*]! ^iJaJjau] 4 (Jja-^^MIj <^\ ^Ac- ^- 3 ^)*.Vujj 4 jjjc. 

<lal£ 4 jIjJ C* ^jj£j ^ c . ^>J A-±jJa\jfik y $\ A-1aA jll 4 \ua\t c<Uj Al [ ^ ^ <-iiilll 

A-ilc- A^aL^Ljjl ^vLajj VPN ^1^1 Cy 


^ ^1 A ■All &Aa dj|^)-lA>a ^^)judJ ^ 1 x jj 4 (J£juoJ 


L_2_l.L^J ^j£J j iASi j^xW <£jjoi]| L^judij ^A j AjjJal ^^A ; VPN 

jSi2 ClAjLnl! (jLal j CljLa A-m^ Jc* Jali^Jl j djLLnll (Jij 4 jUc> ^ UJ^ 1 

(J£juoj 11a j ^JLxJI ^.L^jI CIajjjjV! aS^aA ^j) ^^jouj V j CIajjIjV! ^ 

4VPN ^1 jlkl ^ali L_ifjai]| I^J l^Liluol j IgJLuJjj ^aJJ ^ll\ CljLLnll 

. 41 * J^l djLLnll (JU o^)ijaui SLS cJ-oju ^a jij (jLal ^ CljULnll 


£ * A 



; ‘UualjjSVl VPN CjULull AjLaAi <L£j£ ufljsujJ • 


uLlUl A iLajt \ ate. , K i CliULnll 4_)La^. !ajj 

♦♦ ♦ r * ** * ** ♦ 

LI LLmU j^imll 11 a jl ^IL Ail Jiilxj Vj V cjIa jjjjudj aj j] 

jl Am^)laJ lA^>xd ^j^aj ^i3l J J-iim3l Cl iL3l <ja SjJj£ 3^1 c J jljJC-VI 1 . ixjCi j 

Jmll 0 aI^>j 3I Ai^m CIi^jjI AdLmVt djl£Um3l ^lijl a£^>juo dlld Ua a£aVI jl&l La j 
djLCjjLc. ^3 ^Lll ^ja LajL dV jl£ ci!L3 caJiiaVI ^)jj£JI Ia jjc* j Lg-A^u^l ^ja a ^ a^31 
(JaxII A YldA <Jaii£ j-liCCllI ^aJLc. ^9 £aV ^xjujI d)L j CL)d^}jud (^ja d^J^a j Ajjii 

A-daljlisVI ciAdmil &ja 


MOt 

encrypted 



Security Gateway 


Encrypted 


Internet 


Encrypted 


Mot 

encrypted 



Security Gateway 


• 4£jJi3l dJA CjLIjpI 4 \ 4^*1 ^Igr J^aj 4 j^Ijj 3VI 4 £^ul 3 I CjUjLa^Ip ufijxll] • 

<j£aJ Vj L^> a 31 A-mLudVI dlL j£^a 3I <^A A-idaljlsVI A^Jjudlt A_i3c, AaIxJ ^j3l djL J^aII 

clll^ jdjmiil jl ^ajldJl J ^^1 Lola]| jl I kijJaA <ja jj£IS A^jjudlt 4 Idl LgCc. pliilLujVI 

A £jjuj ^3c- laJ^j^ dl^^miSI ^ajl ^iJI ^3c- VPN 4 £jjudj Aj^aldJI dlLI^C-VI cJaC- 

Ia ^jI£a jl dmJl ^ (JIa 4£jCi3l JjUm ^jLk ^jjfL (_£^3l ^J^ILolaII ^iLiaul CmjljVI 
I^A j cJ^jolj (JajlIIj AdjjaJl ^Ac. (J ^^*l3l j djI^S^miil ^9 (Jlx^ViVl ^ilalLaul t 

A-ilkl^l 4 £jjoi]| A^ ulj jL^aliVI ^ilaiaul ^.^VujjaW CIjIjI^C.1 (JaC. ^Iluo AjI LCajl 

La ^j^a^ILola ^LjujjL ^ j \^PN ^Lijuj 1^ ^ L\1 

-II A £jjJjj ^)JC- (J /jjqL ^ j^^lilluLAll ^L<uuji ^a ^ lLuj Ia^IjUj 

. VPN 

I^A dlijIliVI A£jjolJ (Jljuajl ^Li^Jjuo Lul ^aLu ji L_L^J A^ajaJl ^ La^)*J (jl ^jVI 

5 ^^ c-uj±tf\ ^Jc. jjlj ^ ill ip Public ^ ^jl jJ£* ^al^kiujl ^ClLuJ All ^^ijU 




^jI^a jl dm3 1 ^ja i Adjdil ^9 ^aldJI AdmJI (jL^alVI 


t * 'l 


c>l j (3 jolLo VPN -II A-ijJal jllaVI <£jjuJI CjULuII (JLujjI ^2j 
L jaji GateWay cJI-a^jVI <jI jj djULnll JLujj] ^jj i <J1a <JLmjl a jLc* 
Liaji ^jj£jj Target Network ^LLnll 
Clients a]| 4»9^}xa lx>ajl (JLuojVI j 4_i1aC- (Jj9 La CIjIa ^1*-a]| 

(JLujjVI A-iIaC. j (Jl jL^aliVt A-AajU ^a jQj x jj ^£,a]| 


n ^j-ll£jjai jl JaJj jt (Jjx^a jJ S jLc< A£jjoJI 

AaIixj 4,j ' 1 V 1 (Jiuol A-ilUill ^9 ^jJa ^a La£ CIaj^ILVI A^Jjuo J}J^)la 

clfcW ^ (j^l^ll (jL^ajVI ^LoljI A j\aC. ^Ac- JjilLj V* n*s (J jfl j^)J ^-Ic- ^ $AaC> ^9 

(Tunneling) c>' c^LLJ JSL ^xjujI CIaj^jjV^ A laJjuo ^ A £jjuj ^ja l_j^jujL^. 

O^juoLla JLuU C_J^juoL^ ^J-iJ ^jLuIaII !A& £.LuL)! filu L—Ll^ 


0 

VPN Server 


c 


VPN Tunnel 



Internet 

LAN traffic not encrypted 
LAN LAN 




VPN Server 





^jjj La ^ij s^)AAa j <j^aLk cijLa j1*-a ^jc. SjUcr jA ; VPN Tunneling 
cIa ^SxaII .ajc. j VPN -11 ^ Jjj^L ill l ^ jj 

^.^'VujjaN LgjJa^C- J djLa ^L laII Vn^jj l_j j\J^a\ 1 jLg-^Al 


\A A 11 ^aLaJ ^9 ^jL^all^A LaA j ^jaI CljliLnll 4 _i1a*J jJ j^)J 

Point - T - Point Tunneling Protocol (PPTP) 

Layer Two Tunneling Protocol (L2TP) 

4j\ac> CljLLnll jj^Ln j ^jjaLj A x^1^a\1 CIjV j£ J j 

Secure Socket Tunneling Protocol (SSTP) 

VPN, Security Protocol (IPSec) 


i) * 



J^b CjULnll aJL& (jh t^k jLakVt ^1 j VPN -S' *La^S AdpVt cAa^u1\ 

. ^ AjujI JJ ^ui2j 4 VPN -St A^atiJt JilSI SUfl 

aA^ AJI^aJI j jl c_i^jj tj jU^l t U Authentication <i9t-i^dl -) 

(JjjjjglXlSl J ^J4J La l-p> 

4 L^i ^ a\ ^Iluj djULnll (JSj AjLc* *L£l Data Integrity djULnll <^^Lm Jili^Jt -Y 
ig. IQ j-lijuiL! L-Jj)\La^q\l jtgpd l^Jj) ^aJJ CljL Lilli <La^Luo ^,\c> 

V di^ 6 J*l£ Jldj 5iik* djULnll Confidentiality djLLnll < 1 ^ ^j^k _V 

4 u^i jj^akJl a -Lb LoA c_j C kbLnll adb jj ^jl JL^j (^g) ^-iLaJjuoJ 

(JliLoidl a-lsdjaidl CllLa jJjt-a ^a 

jtlLajk^aJ <lk Ajj^aLkLl ok ^abVbJ Anti — Reply Q jLuojVt S^kl jLja>a -£ 

A*J V] o^a djLLnll (JLuo j\ ^aJJ <llkl ok ^9 t ^j-i9j1k^ll -lk ^a djLLnll 

J^al£ Jidj A-p^> ^ otkll <jI kLill ^j^a ^-iklLuidl 

: VPN-St^J^j^jS 


Jla \ jjj£ L_al$j V Igjli VPN -St A-uSj ^^kJLaij I La^ic. Cost Saving AiKull Jdii - ) 
<iil9 VPN —St <1J9J <jjjk <J£jolJ <43 (iljldj CliVL^kiVt -La jLak 

. IP Public fk <jt>^ ka ^tkJ j AilSslI 

JL-ajVt blia a*j jc. Remotely Connection t>- J jJ' 

<j^aLk <9J^)kj d^S j dlJjljVt <kjuo (J^Lk ^a -1*J Clinll ^a 

. VPN -S' <kd 

<£jjudlt J-U^J ^4^>j t La-llC, blLat Scalability La£ 4-klll ^Luj Jj ^likLuaJ -V 

^Ludll ^)4^t ^jAA^lkjj Ud^q <iLjaL ^jl 


(JjJaSl (jLal J <jL<l^ j Aj^>juo ^ djULnll (jj$Z Security djULnll AjLo^. j (jLal jj£I -£ 

^9 O^S j 6 A^a^lkJl J dlVlx^a*lVt <^^)juo -La jLak ^9 CljLLnll ^)4jai4 ^jl 
(J£jolJ ^p.Vt j ^-iklLauJl ^j4J La <j^aLk SUS CljLLnll VPN -S' <^d 

La djLLnll (Jijj L> j x jj j Jk.^j ^)4C. j ^)juiLp 


n ^ 



: VPN -SI 

£a j lK Lmj 6 ^1 3^1 S^c* ^ jj VPN -it jl 4*\u!u 

; tg^^jud j ^1 ^Vl a^A ^ jiiuo * ^ cK dhW Cj iIjaaaIIj dibl^VI Aij^)Ja L_i^likl 

: VPN -St i IjSi 


1- Dial-up VPN 

2- Point to point VPN (IP VPN) 

3- Site to Site VPN 

4- Site to Multi Site VPN (DM VPN) 

5- MPLS VPN 

Dial-up VPN 

bli* i^u tg-is JL^aiiVt ^j!\ VPN ^t ^ ^ 11 a 

A^Jjuj (J j (J^Loll ^9 ^a L>^ A^^judllj (jL^aJ^t t Labile* 

4\u^\t ciLa ^Vu^\l ^jjjiL ^ jij j Dial — up VPN -it djta!^c.l (J^*j ^ jiiuo 

a£ j^l a £jjuj ^ (J 4 > W 1M1 



Point to point VPN (IP VPN) .* 

Cj^ij VPN -it L>^ Ujj La (jL^alSt cJa*J ^a VPN -it ^4 juj ^ $La 

^axjltlg Ja* j ^a <-** A £j judlt (Jl x^ajt <La*liJl j^a J CllVL^ajVt 4-£^}jud 


Internet 



m 




Site to Site VPN J 

£^^}3 ^)j£l ^JjS^ I Labile, t n ^jjl£ Jjuj laJ^}J ^ 

Lgjt£ j cJ^tJ j /j>>* jit ^ j (Jl x^ajVt i** A £jjudlt ^^3l ^-iLalLaul ^ j^)A]| U’ J 

l qV^^n ^Jc- J j3^ L y* ^liaJjujJ UjI l jJaJ) ^A*J ^j) L_L^Jj 4 6.1^1 j A £jjuo ^3 

uj^ jl ^Ui^j c5^t Point to point VPN -1' c>^ l£A? 

L^jui^j j 3^ cl y* (JL^jVI 



Site to Site VPN - Hardware 
Interet 

Public IP Public IP 


Server 

10 . 0 . 0.1 


S 


Router B 
with VPN 



10 . 0 . 0.2 


ChicagoTech.net 


192 . 168 . 0.3 





10 . 0 . 0.3 


Site to Multi Site VPN (DM VPN) .* 

aAA Cjljy^a-a ^j-a j i <_Jj3 Ia^)£aj LLo3 Cl ^ ^ ' ^jc. < a^-N- ^ (J£juU (Jmj <£jjoJI aAA 

£jj*1I ^ JL^jVI jZA a£ £jja ^.1 j ^ js (j' Lgil A^iJI 

.45 J&\ 

DMVPN 


HostA 


Secure On-Demand Meshed Tunnels 



■■■" DMVPN Tunnels 

Traditional Static Tunnels 
0 Static Known IP Addresses 
O Dynamic Unknown IP Addresses 


nr 







Level ( 5 ) 


Networks Security 

Ljllul]! J <>) 


416 


422 


424 

Authentication Methods 

425 


427 



£ ) o 



CjdaJjj ^ jSj j djl£lC^t Ia (Jl j^alSVI A^AaC* j ^a jSJ A_u£j ; ACL 

^jj dllc j (J ^a-cJU LgJ ^ jx/i^ jiiJI clA£jjoi]! J 6 J ^a-dU LgJ jj^aII cjI£^i!I j) 
AjI Cilia. 4 (J Jj^a jil AajU jl £Ja1I AajU S^ja-VI (jJjtic* jl ClA\u!u\l ^jJjUc. (Jj^juoJ 


^■Lajoi]| AjIaC- j £Ja1I A_ i1a*J ^a jij I IaCiC- Jj£l (J-ixdj J (J^3 J" A£jja 11 ^jj£j (J£ja]| IC^J 


: ACL 3t cjIJja* j - 

^■jx^ jiiJl CCULnll AjQj^Ml AjIaC* Ul Jj J S JJXj^aSl J D J-u£Jl L lA£^l ^Vn .n -'I 


a£jjoJ 3 ^adtj IgJ 

Clil^jjjV I A £jjul] (J ^j^a ^11 A ^ A £jjuj ^3 (jj3a ^a £Ja (Jia (J jj^a ^11 <^}a A £idH AjLa^ -Y 

L-JJ^ll CIjI^^Ijuj C_aLj (Jl 1 j V I ^1 ^jjjaill A£j jud 1 (J^ 

djULull &ca Ai^LAj ^a jill cijULnll Filtering 31 <Jac* ACL 31 a£jjC laH x ci -V 

V (J^aCltj LgJ ^jxaa <J& j (j3 

.ajuI^JI j A^llill Aiilall ^ja Icjj OSI Layer 31 Alila a jV^Ml &ca <Ja*j -£ 

^jjo jj-ia (JIa a£jjoJI djLuo ^C aj ^ j£i (j-1 a\u!u\1 &ca (jl ^j) L-±aj 

.ACL 31 

c> 

J A-jIaC. £Aaj (_£Cll cl J^)33l ^ AjI 1 jJaJ) ^aLt j £jl i ^ laj -1 


J)Lg_a ^3 J^jj^aII cAaa]I AaIxj cAaa]I ^Ic. Aj^aLa j jLg-a cl^*- 3 -V 

.Alidil ^ cUl jll J 

^JA C.O^k^ J ^a ^SJ juo ^ ACL 31 (^Ja^ ^^SJjuo A£jjoi]I ^Jjj. V lg.A d A*1C» V \ ^aJJ -A 

.Aj ^ ^AjoLA ^ ^AjoLaII 

dca ^ida>4 ^jii^ Preniit , Deny < cjcadll ^ caj*j ACL 31 

(Jaju l ^i3 (Jjj^ailllj ^1 

.a£jjoi]| jLg-a. Aj^aLaJI ^jJjUjlII (J^ CjdaClll ^ilalLuC - ^ ♦ 


m 



. ACL ajLc. Wildcard Mask A\ - ) ) 

: ACL -11 V s2 c > - 

1-Standerd , 2- Extended , 3- Name ACL 

^ILc Ai^}*^ j ^a jVujj Aj^LiJl Axilla j I j ACL 

i*v i 

^1 ^ l^K a£jjoi]| aL^ A^l^ikiLuol ; Standerd 

A^jjudll a£jjoJI (J jj^a J Lx-La a£jjuo 

( ja j (J£julj J jj^a ^11 ^La ^aJ AjI ASjjudll ^1\ ^)Jjl^)ll ^ J 

jt ^Ac* J ^ V wMl AjIaC- ^9 ^ 11a JUJXJj 4 (_$l JU-laJi jjJ 

. 1-99 <> '^fjj ‘ Source IP Address 



J1 JLa A n»„a J jj^j j]I ^la Jjjj JLa. ^ 4-^LVuJ I^jj ^ \ jlA ; Extended 

(Ja*j ( ^nll jiiiall f&jj ja^i-iaLAlt J j£ jiijjjll ^ jjll ILa 4<jUo La jl ^Aeb Server 

^jialuij (j-a jA ILa Telnet (Jj^jJjjJ j' http l£L» ‘La.iiJI ^ g 

(JjsIuiaII (jjjUc. J (jjjljt ^a ^ _jjil *La (Jaxjj ccllLa^J) t>A $ J (J ijj-a ^La 

. Destination IP Address , Source IP Address 

^jjoI ^c- aaj*j l^a L)jj La JajjuijJl jA ILa ; Name ACL 

_Aj ]1 (J _jj-a ^j-a A^JjoJI ^la -iJjj (_) *La.liJI 

:ACL ^ 2uL& (jk ^LauJI j jIaII j Jjjla - 
A . B . C . D Address to match 172.16.10.0 0.0.0.255 
Any Any Source Host Any SJ^aI £i« 


Host A Single Host Address host 172.16.10.5 £>*-* J>4^ 

Deny >«' 

Premit Jj-ajll j^i 

(JaxJ l.:.a2 I jj 4_j| ~L ' (ji (■ . la-j ( r-Lajjo j‘> x (_J-a*J I l <a^jc. * i-.A 12 A a A L-vN a 


V a ‘\', ."'U Premit cJa*] 1 . ‘ LjI^jjuo]! ^ c . ( xia]l ^iiui (^la 

(J lji.ailj jam’ll ' ^La (_J^C- 



£ W 



ACL Configuration 
ACL -Si 

Standard / Extended ACL Configuration 



Standard 
Router > enable 
Router # config t 

Router (config) # access-list 1 deny host 172.16.10.5 
Router (config) # access-list 1 permit any 
Router (config) # interface fastetherent 0/0 
Router (config-if) # ip access-group 1 out 
Router (config-if) # exit 


Standard Name ACL 
Router > enable 
Router # config t 

Router (config) # ip access-list standard internet 
Router (config- std-nacl) # deny host 172.16.10.5 
Router (config- std-nacl) # permit any 
Router (config) # exit 

Router (config) # interface fastethemet 0/0 
Router (config-if) # ip access-group internet out 
Router (config-il) # exit 

n a 





Extended 
Router > enable 
Router # config t 

Router (config) # access-list 10 deny host 172.16.10.5 host 
192.168.1.1 eq http 

Router (config) # access-list 10 permit ip any any 
Router (config) # interface fastetherent 0/0 
Router (config-if) # ip access-group 10 in 
Router (config-if) # exit 


Extended Name ACL 
Router > enable 
Router # config t 

Router (config) # ip access-list extended http 

Router (config- std-nacl) # deny tcp host 172.16.10.5 host 

192.168.1.1 eq http 

Router (config- std-nacl) # permit ip any any 
Router (config) # exit 

Router (config) # interface fastethemet 0/0 
Router (config-ii) # ip access-group 100 in 
Router (config-if) # exit 

m 



dlblic) (J-aJtJ (jl i (jl^a (_^3 dll^Jjuj distil (_j-a 4_j A ^±ui (J-a*-J ^ _jiiiuj 

Sj j^SI cjljSjjjuJl A^iuj <J jj^a (J-a*j ^ jijl djlSjjJi]! ^.1 (_5.Sc. ACL -S' 
;dlljSjjdSl dlbl-iC-j ^^Jc. L-S^tHul AjSc. (JJaLjSLj ^ jSluO <_£iSl J-<uSl f^k 


•(. 


j Ku SSI dibtac.1 


. a£^ 192.168.1.0/24 u'j^ J jV I 

.(jjflSaj^Sl A^y~> A . a\ ■>■ SI A^Jjdll s^A 172.16.1.0/16 (j' 'SjjUiSl A£jjdll -Y 

ACL -S' lU (PSt a£^ 1 ^ 10.0.0.0/8 u' -f 

djIjSj^l A £jjjgj (JL^ajV' Sal j. jjJ 

.A-lSc. (jAliajSl <_J^*J .j«‘i'" <_£iSI jA (^SliiSl jaiSI -i 




Serv 

Ser 

!r-PT 

erl 






1 





295J-24 

Swijch3 





192.168.1.0/24 

1 

T 



1 


172.16.1.0/16 

10.0.0.0/8 

a 

PC-PT 

PCI 

2950-24 
Switch 1 

1 

2811 

Routerl 

r 

2950-24 

Switch2 

PC-PT 

PC2 


; aJUSI dibl^V' cS- 4 ^ j j'^>S' jS-g-?- cs^ - cJ. uVI 

Router > enable 
Router # config t 

Router (config) # access-list 101 deny ip host 10.0.0.2 
192.168.1.2 0.0.0.255 

Router (config) # access-list 101 permit ip any any 
Router (config) # interface fastEthemet 0/1 
Router (config) # ip access-group 101 in 
Router (config) # exit 

Router # copy running-config startup-config 
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aS^I £ioj liaS t Extended-^' dn® ACL J«*j dbl.ic.yi j^' 

^jl ji*-i A^jjdJI \ * ' j ; dl j3jjjui]l a£jmi ^1 (J jjk^a jll (j^a 10.0.0.0/8 u'j^ ^ 

.ii*. JSd dl jajjjai]l aS . fd J jj^ jJI j JL^jVI ^jli~i»»i 192.168.1.0/24 


J* 10.0.0.0/8 <jl jlx . j A^jjudlt (Ja ^llnl jLiikl cJ-<i3U ^a j£j ji 

Cl u£j (JLujjIj ^ J^luj V ^al A^JjuaJ (Jl x^aJ^t jl (J jj^a jll 


Fire Last Status Source Destination Type Color Time(sec) Periodic Num 
m Failed PC2 Serverl ICMP 0.000 N 0 


a£j-uj 10.0.0.0/8 4 ^ u x l>^ ^2 c_u£JI 

J JL-5VI tikbu * 192.168.1.0/24 (j! Jj£* ^lc> jlaJi ^ll\ dll 

^j£J J 4 ACL -Jl 4 jLc* ^Ijic. 1 4j| ^ (JjJ <£djud]| (J jll 

J j^l ^-lialaLj Ja 172.16.1.0/16 <jl ^4XJ 4^uTi\l q\ 1 jJajj 

# dj| jijjjudll aSj . juj <£djudil cj^ du£Lj JLujjI V 


Fire Last Status 

Source 

Destination 

Type 

Color 

Time [sec] Periodic 

Num 

^ Successful 

PCI 

Serverl 

ICMP 

■ 

0.000 N 

0 


J] 172.16.1.0/16 ^ o-* j] ^ J • 

^ J^UOLA A£jjoi]1 <j| ^Jc. 11a Cl±l£Ull (J ^x^a JJ (jL^aliVI j 4 

djbl^l (J^XJ ^a£J ^aJ 4j| <jl 4 J>Jj 4 ^^-Xnla (J£julJ ^ J^J-LuJ! 4^Ux (J tgJ 

Jj— jll 10.0.0.0/8 ACL -SI 

djI^jAjud]! <£jjga 


Web Server: 
209 1 65 .200 225 

a! 




(j jSall JIaj ajV J:ifAI ji ajU^ LIaI ; Switch Security 

(jl^A ^9 (jJaxAl Ig.jCaa.j £a ClA£jjuAl ^Ja'N AaJ^J (_^Al J& J A j\^a\1 A£jAA] 

SA^-^VI (J-lJ^a jA J aJo£j ^9 ^JjuoLia JiCb aL^sHa *i J J 

AAaC- (_£l (JA (JaI£ J< JUd j ^A^A (J^fL (JI L > l^J L_IiJUd]| |C^J (JaI£ J< JUd j CljLLiAl ^£^)AJ 
(JaI£ J< judj AjLcl^ (J^a L ^^)3 lHjuj j <Al& A_AaC- j) Jjl^llil 

• ( jijjj - uJ| Jl^k AjLa^i CjI jlaA • 

L-JJ^)A (J£jolJ Clll &CA ^-Ic- L_fl^)*Injuo J S^C* 

jg.^A (j£judJ g->^t AjIa^ ^AalLuiA (Jj^o9a j 
AIjLAI ^9 aAajAI gCA ^^)judJ Lia9 cA j 4 (JaIJ^jlAI i^LiA ^9 ^jJa jtiAl A-AaC- £.LiA 4 l^J - ^ 


# a1AjlA! (Jaij^jlAI (j^j^^ 

? (jJajliA) a jt ac. ^UU| AAaxj ^ jAj (jj c-jaj bLA 

Trucking Dynamic Protocol (TDP) 

^jWi >, n jj^la cAlAl jjii I Labile. ^Ha (JjIij^jlAI (jl^)Iiil aAaC* ^9 a1^^)a]| dCA (J^LLujI 

^Al JlilAl 3JU> LkLj (JjoJJ jjuAI CiiA L-J jJ L_j!>Ul AaJ^)J ^»j9J (Jl (J-^iuui (_^l 

(ALAI (jJjtic- (J£ L J ^jaIJjjuAI ^9 (Jj^allA £^juj (j£ JA^J J (JaxJ L&AxJ 

Al A^-^ (J-^ ^AbAl A^lilLujI (jl LCaJi ^j£aJj 4 (JaL^juAI C5^ AjA^^' (JjjjA 

5JU. Broad Cast jAUAI lAAI aAaxj ^ jA (jiy^xAl AW u' C 5 ^ Hub 
l_jI^JI A^^ j Hub A^s^ C5^) J j^ 3 j ^A Ujj (J^l^ ^AUaII AjAI 

(jjjliAlj cl A £jjuAI cIjIa >la CA x h aJL^JI l_j jli A^ $ ^ j cl 

C±AajAI (JA fiAb J 4>^1 a\Lj g.\l JaJ^J (^LSl ^a^cAl (Ji9 (JA aIAjjoia]! j aLuj^)a1I 

aJL^. ^)jijj (j-A jliAl aAac. cAjii ^cc. j 4 *ij : i3CiA i9llAI ^Ajii j l^9^lc.j 4 _l^j ^Al 

.J^ jAI 
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• <jAajliS]| aAac. CjIaIapI 

Switch (config) # interface fastetherent 0/1 

A \ ^j^a^Laill ^ s .a A A^I^q \ -a AjA^ 111 ^)aVI lAA 

Switch (config) # interface fastetherent 0/1-10 

jlilll ^Aa A j\^C. JjdlJaJ j AaLlAll (ja Ax- j^^a Aj.wM ^)aVI lAA 

Switch (config-if-range) # switchport mode trunk 

^All kaLLall jl ixaj Trunk -II kaLLa ^Ic- jLiill ^Aa a,j\ac> ^y±\ ^)aVI Iaa 

. ja£* V JaSS Trunk kiioll V JaSa Trunk -II ^ 

• (JIa AjVL^JI ^alj <Jaju ^ jkj ^aVI u ja ^ j 

Switch (config-if-range) # switchport mode access 

Switch (config-if-range) # switchport nonegotiate 



^jlli^judll ^a Joka a Ll^HaII j a£jjuo 1I ^a Sa ^aII aac. aja^j l , 

^ja ^^jjjla c-j ^ jujL^ aja^j Aj^j ^Ija 4 Joaa AaLiAltj (Jl x^aAVl LgJ ^ ^ajolaII j 

(JjjjAI AILaII j| ^X AjA Vn ^ jij ^jl A*J (JaLj^juJI A^UaII A^Lj (jL^aliVI ^-llalLuaJ 

. Port Security cjt^ ^4^1 ‘ l-j^ILaII jl^JU ^UJI 

Switch (config) # interface fastethe met 0/10 

AAiaII AjA^J 

Switch (config-if) # switchport port-security maximum 1 

lg,j\c* AjIa^JI JjAikj ^aja ^^aW AaLlAll AAc, AjA^j 

Switch (config-if) # switchport port-security mac-address ? 

AaLlAll ^ aL^sHaII (Jjo^aI AILaII jl ^X AjA^j 

Switch (config-if) # switchport port-security violation ? 

^j-!3la 1I ^jLg-aJI J)l ^ ^ L_n£^)j jl Jj^aa aj aJL^ ^a aAAaII aJL^ jjjaj 


^jj ^ ^£J aA^aa jx Vlan a^ u ? li\ L^lkj j L^JLa*iLujI ^jj ^1 ^lill AaLlAll i. v>j -V 

J xAa aAia I ^aAx ^Lia 4 A£jjuo 1 I ^ jLi. jLg-^ Jajj AjIaC. Aallall &AA (J^tilLuol 

AjAIja J A_ia L_J jli L_J^Ul (Jja l_j ^juoL^ _)Lg-^ ^1 Jajj ^aa ^ji lAa. ^x-iilall ^ja (Jaxjj 
>( jjajlk aII aAc. C-i^ jj Ia Iaa ^jl ^LlII ^a 4 ^ja ^)^Lj a £jjA1I 

^JAa ^ j L> * A aK AjIaIAC-I cJaxJ ^a ^A3 ^jl ^ ^ l^J -£ 

LjaJ) ^^^aII AaK j-li>:.iJJ ^a^SJ CALuallJ^judll 
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jJai.) IgiV t eJSj^.j^]l Vlan 1 -11 4 -^Jjuj ^Ij^Jjuj) ^a- 

(J^OJLJ ^jkj (JIJ 1 g ^ qI.'W UjjI (Ja«^ 1^ 1j (jluJJjJUdll ^9 A-JjUJJJ^ll L^jV (jluJJjJUlll 4 ^Jjuj 

.4^ * j$a.V 1 5iL-bjj ^ ji J Vlan 


Vlan -11 ^i*l' <yjj4 j u^j^' Vlan^f^ l 4*^ ^ j£ jl c44^ 

jjill iiLLall <LLo*Jjud>a JJC- Vlan l 4*4 ^ j£j (jl 1 J^aJ) (JjJaSJj c^L^ll A^Jjudll aJjuiSJ i—buo^ 

# ^Laxjjoi^ jjaJI Vlan -11 JS ^LiaII &^a cJ^ j 1 ^,. <iA*iud>a 


Authentication Methods J^aail jjla 



c> j' ^fLJb c> (i^ill ^1^ c> * j4^ : Authentication 

A^Jjudll S^}£-^1 *l^.lj J jL^aliV 1 jl 4 £jjJ)dll j J jl^jVI jl J ji.^1 Ji9 L—L^Jj tA^Jjudllj (Jl jl^jVI 
AjLo^JI ^LlaJ l*llJ tA^lxJj 4 mii L-SJjJtllllj ^j9J (Jl Clll jkjJjuill (JLa 

L^- 9 ^)jlj (j) i ^ i^j 1 * 1 ^ 4 ^ (J^| j^a A-Aa*JI &La ^jjj V ^1 cJ j^^lb ^-1 


A^Jjalll ^11 (Jj'^oW Lg-J ^■^AjoIaII djLajLt^ll ^lc- *^j4 u' J^l J* MW 


. Something You Know 


Jj9 La djLl^.31 J djLa jlx^a A^jjudll j (Jl jL^aliVl AijJ (^^11 judll ^^1 (jjfb (jl L_L^J -Y 

. Something You have <1 >j^ 

(J£jolj 4J5 Jj Jj* (JJ$Z j^\ g uill &^A j 4^o9^)ll SjI g Uill ^Jc. jLolic, VI ^JJ C1 jI£jj^]1 -V 

. Certifcate Authority *4^' jl^j 4^ uj^l$ 


^jkj CHAP -11 (Jj^jkj^)J (JLa 4 -jLo^JI (Jl ^ ^ 4 ^ -£ 

L jl ^^I^JLolaII j jkjjjudll (j-lJ La (jL^akVl 4 -iLaC- (j-iJ La jjLaull 4 -iLaxJ 
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iiV jj jjJI ^ Jj£jj jjJI 11 a Kerberos -S' Jj^j^ -° 

ola Tickets s^£ 1 j ^b^Sl l) j^Sl 11 a ^ j 4 d^s 

L_liL ^lijoa ^ijAjudilj (jL^aliVI ^Vudl Jjjj I Ladti ^jAjaill Sj^llill 6 lA 

Ja ^l.nl jajAjudll C _ S J] L_ilSa]| JLuojb Kerberos -SI Jj^jii Sdj <d Sj^lull 

# V ^1 j 11a ^a^jjoiaII 

Adu bog j i Q J» jJa (J jJ H a PAP -SI J ^3 j^)J 1 jJaJ) 

11a ^iijudJ tdj Jjl^ldl J^oJl AjI ix.^aj 4 jj^aII 4-aS^ j ^ V*Ujdl ^juoI ^-Ic- 

. Kerberos -S' Jj^jSjj* c >^' c> 




dlddbl (j-al 

Network security 



C-Luo-il A £jjuj jjc* LgJjId j dLa jLlaII Jlj *i j£^ ^jl • Ajjjjjiiyi dLajijLall dt dd ^j-al 
^lll db ^L laII dl,^ d ^ja ci*l j lgj| (Jj ^UJl jj^axJl Lgx^dl SJj*^ 

C* \\.^ Uxi j4 ‘li^Sl I* ll^ua ; ^dJl Jx^axll ^k d .1 j25 JljJ Ia J 4<UjjIa "IjjA^aO dullc. 
(Jlj ^ja ^jLoijVI (Jj^AJ jjudC- £-blll (Jb^Sl C5^* ^- J ^->^Sl j bl^dL L 1^. ,x«o\l j L_Lj£Jl 
(J-Sj ^J-J^al j4 diSjLgJl ^LoJaiV 1 d^)^Ji jjlSl dill ^3 j # 1 j£Jjuj V IdLuj db ^L laII 

djj-laJ aJ 1 1£aa 1^)aI Sd*j dlibiA ^JC-4 1 jJaJ) L-lLaLklll 4 bl d ijj^all 

.AJbJl Lgljjj^a dl^Jj^ai J 1 lid lid dl£dd]| 


Ajbdl jj ^£aj ^iSl dbl^^Vl (^^A •db^IaLall C* il^jd 

(J^ld ^ilSlj tlA ^^IlSl -v *\\ dl^ddll dbLullj ljU ^ jj^aall 

jl A jbb\l -v *\\ dLa ^L l>J1 AjLcl^J Ia jjS ijj ^aj^Ul (JjLuj ^ 11 j dlj^Vl jli 


# A-i^.jldSl 


uU ijIxaII ^jIj^ 

^aL lg.j\c> (J jj^a^Jl ^-J^)JU0 uU jk^ JjoU ^d ; dLo ^Ltdl Jjd] L ^ajl^)^. 

ub jLtdl 6 1 a jd j db ^Ldl dl^ul\ dllljlkVl ^ 
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A ^ ^ JJC- j jli^a AjLo jLla ^)Aj J-J bA j # AjLc-LAVI ^cJjjl L aA^J 

AjIx^LAL/ I jAj tSlbS j c^JaJI ^9 Jjbl ^Loill jj.^j l A^.j J jaII jl Aj!>^ i*,a\! jl ^Vb 

a A IxaI'n a\I ^9 <iiLH AjIaJj s-bA^I (J-^jlj 

(jAajij j^jjlll AjLJaC* ( J ba> J j^'l (JjLujj ^alAalLual bA j # AAjjj£JVI jJj jll Jl^)a> 

AjbLuia> <ja 4-1aA Jl (Jjj^aII (JjjaAll A Aj\aC> 1 g.lVi ^ jAL A\\i^ j t(j-i*-A C_SAA (jjqVi 

.lAJj^aII A ll A Jjljlia.1 Jjj Ja (_£^>a.l J] 

A^jjuAaJI 0aI^J 1 A lAaA ^Jl A ij^ajll AjIJaC- jA LJ (JHa ^Alj # AjLo jLlaII 4_ij9j 

# 4-iL^aVI ^cjouII <ja Vaj J jjujVI <J ^LJ Lg-Lo ^cjujj <JaC- ^aJJ <jll j Ajx^aVI 

• AjLa Jxa1| AjIAjJu <>| ljU lj£^ 

j^V' j : Data Confidentiality ^baj*-*]) Aj j^i 

Ajjjudll AL 1 g,j\c* (jjJaJ cjl Jx-all Jc» ^aj Jj^a\I JJC. £Aa] A^aj^Ul jJjlAill j 

&AA A^jJ bja J tAjbo jk^l Aj^juo j (JaLj ^ jA lAA j tAjabaiaJl AjLa J*J| jl 
^JA j 6 <jui9J ^.9 A Xju'l Ajuobjud]! (Jj9 j (jt^A <JA L qVi^SJ AjLa J*J| ^ jJ j Aj Jjudll 

J J^U A Alt AjLa jLlaII * L^jj^juo i ^ laj ^lll jLlaII aiA 4 -Ha I 

Jc* JaliaJl ja jj^Vl ^Jl <jjA V i /A J l li* <J ; Data Integrity bjbaJ*^II Aj£Lj< 

A*J jJdiAll J jJjjlill <ja AjLa jkJl dAA A^^Luo jk-oll Aj^)juo 

An^.'l ^aaA jl A-ilLo AjLo dp U^ C 'V^ ^ ^ 

j! ^llillll A-1 xl a^c AjLo dAA (jLj A^^Ludll JiliaJI CS“^ J 

(JIaJJ tLgJ ^j-J ^L cljuoI A ilx^alaJt jl AjIjIj^]! ^j^lc-j \^CL^ cilli <JlLal j 

^LlujI £jJajj ^.LajujI L V W J l^-i9 ^)JjjHl! j j-lliAll AAa U’ C5^ 

<AjA\ AjLo jLlaII IjJaJl J c AjLauuoj^iil A.1J ^jlill Aj!il£jaui]| J \ Ujjj Laa Ia JJC- 

AaAli jjIuiA ^ CJJ jA U lAa. ^U lAAj 1000000 CfA' 100 L> <*^f* 

.J J-Vl ^ 

J£ ji A jxj jl ^ikAI <lxJ : Availability 

AjLo (J l.x^ajj J A^l J L_flAA ^1\ l ^jjoLuoVI ^-9 AjLo Ac>1 ,u/» j 

Aj^)juo JaliaJl ^jl9 ^Ulbj 6L_buoLiAll Aj9 j\\ ^j-UjuiLiaII ^j-^aLkAVl J] AjULnll j 

a> AVI ^JalLuoJ ^aJ til IjjA ^ i»j V AJJ* ^ ^AC- j L^IA^Ajuj ^jbiAaj AjLo ^LlaII 
jt L_lj| (^y* CAllill L-AlaJt A-1 aA) IjA j ^1-gJl (J Jl ^ jl ja^ll 

^aj ^ Ja^aII ^j-^aLiuuo V I <JI AjLa j1*-a]| (J jA-a j (jLoAa jA j A 1 a j1*-a1I (JaI AjIj j^-a 
c^Uj (Jc- J jj^aaAl Ajlj jjaill j 4 AaV! (JjLuojIIj AjI jjkl I jj9 jJ (J^Li ^ja (J Jb 

^ja (JJAi9!Luia1I £Ja j (jLo^)aJ (JA (Jjbjo jJ (JjJj^saII cAl^ll lAA ^9 j tAjbi j1*-aJI 

d^-^I A^lJ^ cJ^ jl l^r^j a) J l lJ^ AjLo j1*-a1I lAa^ (J1a AjLo j1*-a 1I ^Jl (J jj^a Jl 

J 9 VI (J^ jl La j-iaAj j AjLo jLlaII (jj^AA 


£Yn 



ja 6 (j jUll SjUsu aJ] i Firewall 

Aj^aj^a^A Sljl 4L_J ^juoLaJl ClA£jjai ^9 Lg-J JjjJ ^ aJI JjJaliAll ^j-lJ (Jj^a9J ^laIj^J jl/j 

4 £jjJlll j ^aJ l1jLi1a*JI Aj9|^)aj 4^)i.l S- 1 jLg-a> LS^ 0aIj^}J J’ 

A \\9 * ^c.) Liila ^laIj^j jj^}aj la 99 ^ajuoj j) ^a 9 jJj 

$ J$aV 1 £jj C}A jjSI -ia.jj J 4 jUsJ| jl^ $ J^*j f j& jluaw L4 jI ^ki US j 

^Lp Jluu (j f j* ua \lk j t A-£j*uj ^3 A i^\ n'1 

? Aalp cijxHI 

a£jjoJI AA^a* (3^^ (j>axj ^jJaTi ^a A-iuoljuoVI A-AuiaJl jl^ia* 4 qj)a j • AjLa^II jl^i AAjlaj 
I^A ^.Ic- a£aVI j /dJ^^aIia!! Aij JjJaLiA Aj j^a\1 l_j ^juoLaJl C1 jI£jjoi 

4 Aij djli Auia.|j ASa jA LjaJlj -l^J JjjJ JA ^-AC- 4 qVi^ jnf'i ^ult du^)ijVI ^ ^vll 

tLgJ Jjjj jaII Aula-Wl a£jja!I j CIijjIijVI (LhW S^)^^}a2a tA-Iajuj jIa Aij ^ jILuia Clili 4 j 

.4x, j^Ia A jJai^Il j SjLc- ^C-^j 

^ .^jUaII l_u£jj ^ Jjj^aJl S-^ C5^l AjLaa jA A\u!u\I (Ji.b Aj^*vH jl.la> Aiila j 

(J (Jk»j A-ijluIl 5 JUJI ^ 9 j tAj^aLaJI A £jjudll (Jjl^)lia.l £ 4 a ^9 J^ixIijuaJ ^JjVI A^t-aJI 

A jW \.\ Ai^c, jl jgj ^1\ ^Au^jLa.^ A qL->^ Jjj^aJI 

djLuo jLia 9 .S^UII u^aj Lo LJLc- Aj1_9 

^AjuoJ 4AjI^"\\I V jl ^IaII ^JAa\ jfi ^-C. jA^k AJ ^-AjuoJ LaJ Vi Aj jL^-aII 

(JSa ^ J t L laiai ^ J^a4j^aaJ (J^ jua j Lg-J ^ ^ajolaII A £jjudlt Clj^ljL^aj jj^)AJ 


c C1jLa^1a1I jJI JajlII Aaj!^U( Ajl^ill Jalij j A £jjudlt CljLlillall] Jj^aSA ^_9 I JA 

^■lAjaJl n ^ UJ\^J ^ x^aiij (Ja*JI jSU 

# Isiuoa ^IaIIj oJ,W,a ^ Ali^l jj^aILj ClAjLnl! (J£j ^ajuoj aJ 2)L^ 4 ?? S? jl 


£ Y V 




: Packet Filters 


(DEC) 6^ I U»Ai c. 4988 <4e dul£ ^ jUll jl^laJl A-uSj ^jc. lLi^j J ji 

(Jaaj ^ ^ ill liA tS ^i*JI Skills ^ lad jldll ^jujIj ( *— 3^)^ ^du^)A ^)jj lad 

dll^)JLidA 'Cllijfij)l\ ^jIaI ^LoJail JjiiaLA lallll ^Jlc. ^ J x ^aJ L_i ^juj ^ill (J jVI 

I jjjia j dll ^ a*JI ^-LuojJ ^Ic* ,jVI 4 juL1aj jLj l j AjJ-Lu) (Jjj ^13 AT&T 

. JjVl lM aA^iVI 2uAjS 1I SddxA 4 ^. ^>N ^ <1aLc- 4 -V 1 i/i 

a-ijujLujVI j] I (JIaj <^i]l (packets) ^ j 4 *il cj^Aj djl ^*11 SjA <Ja*^ 

<c. ^ JjjLLj s jjxl I d±il£ til # ddjiiVI l . iijuot ^Jl (j-jj djULnll (Jill 4 ^\1 

^ajllj Lg_lA <j-*aidjj) L^jJaS^y jl S ^4*JI J j^)AJ ^ajulLuo ^Uallt ^jl-3 4 S ^4xJt ^d^)A d ilia j^}d 

# jAj^aA f? Ua < s f? SjLujI (JLuojU 

dlLa ^L laII jLll ^JA ^3^ ^ ^4*Jl C5^) ^JJJU ^ ^1 ^A*il L> * A ^ d^)A ^JA *Uidl liA 

(Jl j^aJ^t <lLa> ^jC- dlLa ^Lla V 

L_llLiJl ^9 \,g. xjgQ 1 S ^4xJt ^9 4jJ)1^,^tt djLa ^L laII ^Jc. £td dll ^4*Jt &i& ^juo^)J 4jJ-9 (JjIIaILjj 


alt 19 ^)a1I ^9jj ;^-£ia]I d ]^\W tA-ilj *d&li]| jI£a]| S ^a*JI ^jAj^oa ^ja jj ^ 


ladjuU 


jdVI lUI j 3 ^ cJA (TCP) (UDP) -S 
Cil\y& (JA <hx-A ^Ijil <ijJXA ^it JA ^\U^i D^UJl ^ (UDP) J (TCP) uV 

(JIa) CIjI ^ iilt <JA ^1 JjVl J JAAJ ji ^j£-aj ff <JLaJt S J4C. jA jli t jjjA 

lit V) CL " A AIaII (JLujjI j^)j£JVI 4j^)jil (JLujjI t^AAll d^jjlJI 4x-Lila]| 6^51 3><JI ^ i X ^aj 

# AjjLiic.I j^i-ll ^IjaII (jjoij ^jl aA^jjuoj S ^4x 11 ^-ijLa. D^ja.VI Clul£ 

j ijSa. <jSI jaj ajUsJI jl^ ^jSj Ua : Stateful Filters ***** 

(jUuJt ^^ill ^kVI C-LjjUaA]l ^ tgj SjJalioll (J jSaJU LgJjlijj jjj£JVI i j^J^aII 

^JJJ CIjUjIjVI A^Jjuj 4 H jlftll 4-lJjlSJVI L jjjl A ^ Ua JUjoJIj ^1 X J j C<judij 

lit ^JJJLA JjLiJUd] ^aIII J ^^5^11 L ]^a]I 4Aj^)C. J # Lo A-iIaC- 

I^jL (il j£j^]| jjjj Laa c<Ia I e>y*> ^ ujjj\ j (jLijaill ^ die. jj LgJl ^ (JJj liA ;d^c.I j!j 

.(JqJViA L^JjuojI jl A , uajja ^laI^j 

: (Application Layer Firewall) d llukil ) cjliJa 

CIiIjjILa ^JA cAj^ld (Jjj <JtAl-^. ^)A Jj^sljjuo djtjJJOLlAll 

jl*laJl f? ^xjuoIj L_ i^)C. AjjLiII (jjl^laJl ^ja lillj dLa.jd ^ ^Ij (Jjj j^jIa j t AT&T 
jl^aJlj Ijajj (_ijc. j 4 (Application Layer Firewall) cjUukil! ^ jUll 
jl£ij| j\5 ^ ji! j jU (J-ac. j (Proxy server) C 5 ^ ->^*4' ^ jUl! 

SEAL ■" DEC ^cllall ^ja 5_)jLaj ^Lkjaij <J jt 


i Y A 


Level ( 6 ) 


Troubleshooting SjIuJI ^ ifla. j uUSUi 

4£j. iJl \ g W J (J^buLdJl ' at i «} ^jLull 

430 (ji 1$!*, j cil ui li ui l Troubleshooting 

434 IPv4 / IPv6 ASiu^\ (jA Aj&ai *tl JSLuia 

435 Access List ACL -it Jj5^ j JSU1« 

/ j36.. ..................................... (J£L*2 l4 i ai i -t ^ ji 

437 Simple Network Management Protocol SNMP 

440 Syslog 

441 (jk A -xl tljULjjil diljUal J^laull AjLjia 

442 Router Ways With Packets 

443 Vlans Allowed in Trunked Interface 

444 Software - Defined Networking SDN 

446 Virtualization AjjjJI 

450 Cloud Technology 

457 Quality of service 

461 Wireless LAN 


m 



T roubleshooting 

A X**,\\ \ ^ W ^ (JSLuiJl 1 



(jjj>Vlg.A A_l3 ^»j2J L_aLio£jjuol 4 ,j\aC> (jC* S jLjC* ^A * Aj^uJl ^9 1^ W J (JiLyLoJl c-^LLu£j*wjl 

(J ji^JI <ja jjj£j ^ jUx\l &ja e-\±ii j 4 ^k <]£joui cL 4 J ^k a£jjoJI 

A^jjudlt ^ (jjfLj (jt l > i^j ls^ jaII ^aAl Cy* j S K (J^J J jj^a jll Lgj ^9 

J i. i>j j 4 a£^joi]| ^ jl <Ja*JI 4a1c, <^111 A^ill ^^A tgj 4i^>*A 

AjI jl (JjA-alij AjI l_sjju V *L1L^ ^9 IaI a £jjjiiSl cJj 1 «*al ij (JSLj 4JaI£ 4»9^)*a ^Ac- 
(Jia*ll jl (J^LaJl C_bLi£lLuj| A-iIaxJ ^j 9J L <h^ c.lAlJ (jl 4 a1c* ^ A^UxAl (jC, CIjLa jLla 

djULnll (JLuo jl j (jjj£li jaj S jLLaa j JaI£ <9^>*a ^Ac, (jjfLj (jl ^>jj ^ulAl 

(J jl*l^ L_bLua£jjuol JaIjI 4 ^9 4»9^}*a ^Ac- (jjfL) (jl ^>J J A A^Aua\1 ^jJalLoul OSI -^' 

cj^ Show -^' j^l cJAa A-LLuAI ^9 Lg-^.^)judj ciu9 ^lill jaIjV' j jAll 

jl ^9 ^Ac. (jjfLi (Jl L jj 4 C_flLud^lLuj| 4 a IaC- ^9 4 ^^j^jjud^lt jaIjV' ^aAl 

^lAl £JjJal jaII j *1 ^jJj 4 4 £jJlll ^9 s-tAai-V' 4 aAa*J ^»j9j (Jl ^-llalLou] jLiaa 

^LLl^VI ^LSiSlJ 4 _AaO ^9 I^JJUO j 6 J^9j ^j9Luo 


^9 (J^ jud j 4-9^)3L^ ^ 5 -^ (J^ J 4 £jJlSl ^ (J3"^ u 

^.Uai. 9 j^ j ^9 lg,x^ J^Ijl!1]| j J^Lola]| (J^ ^iJaJjuLl] A-JUllI ^jjJat j>a1I 


liLo 4-liIa (j£ 4-9^)*-^ j j^ ^-9 4-Lol^ 4-9^)x^ (J3“^ U' ^ J>J OSI - ^ 

(Jjj^a£illj 1 j ^A Lo 4-9±Ia 4-9^)x^ j 4_j (J^*j 

. OSI -S' C> JJ^' ^ MW TCP/IP -x 

j djl9ljic.V' AjUc> aJJ l g j (J^13U l g j C!jV J^ J4 J ^-9^)X>i ^ l^J -V 

4«i^jllll C1 jVj^j4j^)J ^ 

(Ji9 Lo CliLo jLlaII (j^axj 4-9^)*-^ (J 1 a ^9 AjIaJI (Ji9 La 4«Ia^ <^Lj^ (j' c . ^>J - £ 

4x- Jjuoj (J^Jl (J jj^a j J^Vil 4 AKiLoll cijjji^ 

(JIa 4 4 £jJlll Aj&\ j^] ^aJa-lA jud j J JaI£ ^llal (JJ^4 (jl 4 £jJdl| ^juVig ^ L ♦ 

4-9^)x>i (JJ^J r' Li-v \1 ^ j 5 j jl 4 J£jula]| djj^^ (Jj9 Ia 

^-Ic- ^AJtJ (^ 5 ^' ^ JaJlII J 4-1aI£ 4-9JJLA (JJ^4 (Jl 1 ^ l^J -1 

; 4a1Li]| 0aI^)J (J1a 4a1ac- 


Backup , SNMP , Syslog , Wire shark , NetElow 


tr * 




OSI Jjjjia 6^ fllaiVI (-iLuuS) 4 .jUp <Ji jxjj £)Stl f t^luu 

S.1_L} <-** L^J 4-L^a l^J l l ^IljjJa j j<J A jjJa (j£ j CljLiiLa AjlJjuj ^ja Aj j£a (Jl x^ajV I djliila 

djLa±la]| ^9 ^IAiLuj 4 (Jjuj^)a]| A-g-^ ^^ja CLajI£ IaI (J^*aj IjaII 
^,x nJ^alt J£jud]| lAA ^Ac-I JsjujI (JA IjaII $.Uj aJJjuj JiiiudAll A-g^ ^ja IaI 4 ^JjVt AiJaJI 
(JA A AjI ^9 L_h^)*J L CljLa±Ia]| A^l ^9 aJ^juAo A j ^aJ (JL^> ^9 (j£J J IjaII (jJ^^lll 

^^LulaII <*— ^9 plAiLuo 4 Ajljjoi]| djLlIaJl ^AA 


Services 


POTS 
X.25, ISDN 
T 1, TIC, T3 
ADSL 


11,13 

Elect, and Opt 
SONET / SDH 
Ethernet 


Elect, and Opt. 
SONET/ SDH 
Ethernet 


POTS, T1,T3 
xDSL 
VoIP, IPTV 
Ethernet 


VoIP 

IPTV 

Ethernet 


Cellular Voice 
SMS, MMS 
Ethernet 


Application 

TABS 



CM IP, CMISE 
ACSE, ROSE 
SMASE, FTAM 

SNMP 

DNS 

FTP 

LDAP 

LMP 


TBOS 

TL1 



NTP 

Presentation 

Other 



BER, ASN.1 

SSH, rLogin, Telnet 
CORBA 

PKI, PKCS {RSA) 

SIP 

SOAP 

Session 




Session V.2 

Transport 



TP4 

ITOT 

TCP, UDP, RIP, BGP 

Network 


PLP 

(X.25} 

TARP 

CLNS, SNDCF 
ES-IS, IS -I'S 
NSAP 

IPv4, IPv6, IPSec 
ICMP, OSPF 


HTTP 
DHCP 
Open VPN 

SMTP, POP3, IMAP, MIME 
TLS / SSL 
WAE / WAP 


CM 


BSTM 

RRM 


GMPLS RSVP-TE 


MPLS, LDP 
GMPLS CR-LDP 


MAP 


SCCP 

NSP 

MTP 


(SST) 


Data Link 


Physical 


ITU-T OSI Model 


LAP 

SLIP 


LAPS 

PPP 


DSO thru 5 
EO thru 5 
SF, ESF, ISDN 
2-wire TR, ADSL 
RS-232, RS-422 
Modem (Bell, V.) 


HDLC, LAPD 
CSMA/CD 


VT-n, C~n VC-n 
TU-n, TUG-n 
STS-n, AU-n 
OC-n, STM-n 
SDCC, LDCC 
LAN 


GFP, FEC 


ODUO, 1, 2, 2e 
OTU1.2, 2e, 3,4 
GCC, MP 
SONET, SDH 
Ethernet, FC 


PDH 


— Y 

Legacy 


SONET / SDH OTN / ASON / ASTN 
Metro Core & Long Haul - Backbone 


ATM Adaption 
(AAL 1, 3/4., 5) 
ATM Layer 

ATM PHY 

UN II, NNI 
PDH, SONET 
SDH, Ethernet 
xDSL, 2-wire TR 

ATM 


LLC, CSMA/CD, ARP, RARP 
RSTP, MSTP, L2TP, VLAN 
LAPD, PPP, PPPOE 
MAC 


UNI, NNI, 

LAN PHY, WAN PHY 
lOBase-T, 100Base-TX 
100QBase-T, 1O0OBase-X 


WEP 

WPA 


Wi-Fi 


LAPD , LAP Dm 


GPRS, UMTS, HSPA 


MPLS / T-MPLS 


y 

Metro Edge & Metro Core - Access 


Ethernet 

A 


GSM, LTE 
A, Abis, UM 


Cellular 


y 

Wireless Access 


^aC-^J i"* A Sdlall (JA A slaJ 4j| • W A-llc- JaaII (Jjj^aSlAl j Jx^aSA ^a J IAa 

JSLLdl ^ikLuul jLIaa (J£juu ja^II j CIjV jj j^}Jl Cy* A ^xLa 

^JaLudJ 




6 cijllifkill j f&si ^il\ j Application j ^juLaJI Aifklt - ^ 

<ui U^j j Remote Control -It ^ ^ JL^iVt jj jJ 

^gjoU j V j (Jl j^ajVt (jA ^juLoilt A ilia] I ^9 A K^^ll <jt ^Lu (jl i ^ V 

(JaC- i^k,j liA (J^Jt J A^JjaJt (jC- A*J (jC- (jL^aJ^t Aliiila j ^tAlj^ilt (jt 

11a diliLi (jA L. *<i\a AjI (jt^S9 j 4 nx^aVi <a^Luo (jA ^Ullt j ^tAlj^iil 





bLLAI ^ 4'^kii 4 jjJa j j Presentation *LdUAI AjJnll -Y 

dujlbVI dULAl d.1 JjAdb ^ jL Lode. JIa tgda j dLUAI Wx,^\ Ldl ^ j£i 
4bl ja^}XA JJC. L <Aa\1 J£jui jfL j ^Vl^A J4C. < j£J j ^aUaAl 4j j^J ^aJ ,K U 

(jl .W UjJ £LaL^)AI jLoli^l dc. < j£j J 4 CIaJjIjVI ^ja JjA*sMl Jjfl j (dLAl Jdl ^alb 

J Jaj£j 14 JU. (_gi J 4 J£jub LgJ jl i ^ vvj ^lAl ^ *Jj^g]| .Ul dl ^laL^}AI 

4_juo jLuJl 4_2_iIaJ I 4 A£jouAI &U 4bl ^ji L— L^J j 4A£juLa j^Jado La J.iAdAl Jj^^a ^ 

j£jUdJ 4 llA^J J^*Kj 0 aL^)AI 4bl 


JaJ^)] dl ^la j jUd^l ^ jj^aaII 4_aJnll ^A J SeSSH)n ^LuoaUJI 4dUll -Y 

^\x'\ <jl i-Aj\c. i*vj jUd^l 4 _AaC. ^a JUe. jl 4b I 4AU* ^a j 4 jUd^l 

dl jUa j d! ^lia ^je. 4 J j^jolaII ^a 4 j| Session Jl ^a 4A£jdAI &U 

^1 ^A 4 odll &^A da j\\ (jjoij £fl ja <ja jl&l ^ba Lode. Jlo 4 d^Ld^l 

A^LaII da J jLdiVI 4 -AaC. ajjVn 


0 / 0 ujj Vi 1 ^ cd 


^aI t^d ^ju j LUI Jail 4 Aifkll &U Transport "Luljll ^JJdl -£ 

^JA ^LaI^}AI d> ' J^=4 j ^ j& llil L>juc. dip. TCP , UDP Jlo JaAl dV j£ jJj jj 

^ 4juI^)]| dJnll c-tJuAI (jl djd ^jl 4 > vnj (jAiii j 0 aLI^)J (Jib ^a j5j j) djjlAVI 

FTP , (.JLo dV j£ Jj jjAI J44£j| 1 ^-ld ^ajJali j (JaAl 4 jIaC. (JC, 4 A j^jolaII ^A 4j| 

. j TFTP 


4^u ? AI jL^alil J dKujj'l ^JC. 4 A jjjud^Al Aifkll ^^A j NetWOfk ^AllAll 4dkll _o 

dl^LoLAll A ^.1 jj 4 j| JU. ^a j 4 dl^LoLAll ^j 4 J U d£jl Jj^d j /j>>* Al I g Ja* j 
AAllAll 4 jJall JajAI j J-Aad ^ld ^jl 4 -l^J (J4*^ J ^ALuaJ d£jl jl 

a£jjuAI dV ^ JL.Ij U J^ j dl £ jjuAI 4A j^jolaII ^a 4 Jl 


jl ^aLu jl l_±^j j jLLVI ji ^j^l ^ ^ j Data Link 3 dLA! 4iJa]| -l 

^ ^.Id ji l_l^j (Jjjj^I ULAl ^ ji 4djoJl dj£ ^ j!)U AjI jl J J^-sl AjI 

. 5iJij]| &U ^ ^3^1 ^a 4 j| ^ Data Link 


dLUAI Jaj Jdi ^1 ^a j Physical Aifkll ^a j ^ jVI 4ifkll -V 

Udc. J JjUll ^ dLUAI JLuojI ^Vvujj 4dUll dU ^1 LgA J d.1 J ^>i^a J^jAlJ 

-Ulj J jl 4 j| j JjUll ^o^Aj pldj ^jl 17.J 4 jLaluol AjI jl JLuojI AjI V I 

. AdAAl^ 


4»a^)JLA (J_^4 ^jl C - l^J l^Lddl J J^LAuAl JLd ad ^ JJ C La^ 3 ^jl ^3LJ (jVI 

^j£aa da j ^^)juoI ^a JSdAI dLub^l ^JalLubl U-^I^a j 4dUll fiU ^a jLaa 


trv 



^3 l** ^lill J^LoLa]| J (JUaC-VI (jc* ^OJjuI A L " ^ J ^Ic* U 


• Igi^ j AajLjjilt J£Lula1) 

Jl* JSLul^]) uiLu^luj) AjLaP I^jS AijjL* cjJ^ <jl Ua j^ljl 

# j lj(jjjIj]| CjUIjpI Aijx^ Jjjj 

Router # show controllers serial 0/0/0 

CljLa ^Lt^ll ^ \\a\\ I^A OJ^l j L_aLo ^y\ I^A 

JjjAuJ! M\a ^j«*a jj^a^J 

Router # show ip interface brief 

j L-JJ^a iiLLall (jia^}XJ 4 -jl ^}>aVI I^A A QjJa j j 1 * 1 ^, 1 * 1 ^, I^A 

Router # show running-config 

S^)£li3l ^A j ^ 1^)11 ^UJI C!j3 j\\ ^9 (^£^1 CIjI^I^c. VI <*_aLa (j^a^xJ ^ y aVI I^A 

^ kju ^.9 1^^ ^1 ' lIjIjI^VI j CIjLo ^L t^ll ^0 ^)jj£ Ls^ 0 L I^A (_5 jl^J j <j 9 J^a 1I 

^)JjI^) 1 I ^Ac- ^j\\ dlbl^VI (JC- 

: Vlan Problems ^blj^VI <l±aA\ JSIA* • 

uijjuluj 4 jla& j\\ 4 ,^uSA 1 j£Luu uiLu&LujI A^Vu^t j^l jVI <jAa*j Luaj) Jajj 

Switch # show van 

£-a (J^juoJ jJjoJJjjuJI <Ji,ta ^ .la. Jjj ^^ill lgJ£ Vlan ‘"'K^, (jia^xJ ^«VI I^a 

A^Jjuj cjj 1 -***^ °~' 


Switch # show interfaces trunk 

(_pa^)C. ( x-a XfUIlk-^ ist-Loll (_pa^)*J ^aVI lAA 

Switch # show vtp status 

dl.il.lc. VI j dll .nil jd j VTP -It (J ^JLa. ^aVI lAA 

Switch (config) # no spanning-tree vlan 1,2, 3, 4 

STP-i' Jj£j5jj* ^UJI A-i 1 axj ^ 3^4 A^\ Alliila j j Cll3 ^]| j t-> j ^ 

. Vlan -i' uTi Lo 

Switch (config) # interface f as te the rent 0/5 


try 



Switch (config-if) # spaiming-tree portfast 

_ Ajic. Portfast -S' A_u-aLi. j fjpu* Jj.l&aS '^A 

Switch # show spanning-tree 


STP -» JA*, j* CllblAc.1 lAA 


a£±uA\ AjaIsIaH cjjjUxil J£Lul 4 

IPv4 / IPv6 


A 



J J ^aAC- ^9 ^AJjuOA (J^ JUd j J^LaaII A £jjudll ^9 ^j( J^bjdA 

j o* 53 j A <» A f ^ fj jSj i 53 jjif 

J ^a ^9 ^}il jlg-^ (jl Aib jLg-^ (J1 a C(jJjb*Jl ^9 J ^aAb^aJ A^J ^jl 

A jqft ^ L-AjxVujj <jJjb*Jl (j-U Ia jaa^II ^>Ac. j ^Jjjlixll ^aAb^aJ C*lWj Laa A \u *\1 

aJSoLJI &aa 


^ja ^.IaiLuj ^jJjb*JI AjIaj A-9^)xa (J1a JajlII ^9 s-IaJI Ji9 Ia A-lai Jaxj P (J’ L . ^ 

. lWj 1 -^' ‘-t^j 1 ' j a£^I l*>-i mil jj' A j jj' 

j ^a*J Jib ^9 a^. 1 ^ll ^jjLixll V J l_l^j -Y 

(jl (J^ cJJ^ x ‘ r °^ dhL^'&'T 1 ^ L)H ^ Al^ll Jib ^9 A-9^)ilill ^aAc- 

^jl lAA AjI (All (J aJLujj ^)^Jil in x jj A £jjudlt (Jib ^9 ^jjIjjlII jl^jin I IaAjc* -V 

A £jja]| ^Jc- ^)il jLg-^> Jj 9 (Ja ^AilLuiA 

^ilalA (jl ^JC- £j tJa ^a^9J L_aJa ^ aII jl A £jjudlt ^jjoAj^a AjI a£jjuJI J^LuLa j A^ jJ -£ 

(jjoilj j a£jjoJ! ^9 ^j-iL^aliA ^j( ^\x\\ £a t ^)iVI ia\I (jl 3 ^-Sl ^ ^ Vs ^ a 

^jl j^xl I (jjoii jjlJ SaIc-I cj^jj l qViiA ^jl (jj^ j 

(Jl L J^kJ ^JJjUxJl £JJjIlJ ^a jAJ J A,^U^\t ^JxaVn ^a jAJ I IaAJC* (J1a pUaiit A^U^lt 

Subnet ^S^l\ o^j Aib jl Aib ^1 sj^VI uj^ 

. (jAaxbl L^jJaxJ ^a SJ^-VI (jV ^bSlI ^aJ IaI IaI 4 MftSk 


£ r £ 


Cd jjjVI 4 dijuo l iL^a jJ 4 -i^.jLkJI <jI ^ jl (jl L . l^J -1 

IkU a<^A I <Ji.ta s j^a-VI 24^ <jj^ jl l_i^j 192.168.1.1 ^ 

CIajjIjVI 4 ^uaj jL^aliVI ^ilaiaul 

4 j£juLa ^)j£l DHCP -Jl cJ^^J (JJ^tdJl -V 

: ^ u' 

4 j| ^^jlIoJ <jJjU*JI ilij 4 j£JLa DHCP -^1 j 3 j 4 juo C 5 ^ J->^J ^ 5^1 S JJJ^ll L^U^I (j-a • 

Ig.W.J ^ jij (jl L_L^J j <i£jud 4 4 JL^JI ^9 ^Ic- ^JJjlixJl (j£ £JJjJ ^aJ 

^a j) S.H W Pool ^ (jl ^ Kx : L^\I (J^> ^9 4 _i 9 ^)£d (jl 1 >J (Jjl j 

A^Jjudlt 4 jn { J£ 0 tdl ^JJL J LA J cii^ <£jjud]| 4 j»jjL C5^ (J4jLjl]I ^jjud^lj 

^9 dLl^C-j (Ja*j S^liJl cJ^ (_£*Jl 4 ^ Uxi\l ^jjod^a U’ (J^^Jl • 

4 ^llx^a 4 -ilLxJl S^iiJl ji 4 ^ ua\l (jjod^^a ^Jc. j DHCP -Jl <La*l^Jl s-td 4 jl^ac. 

(jfL ^aJ LI DHCP -Jl frLadl lJIL£LJ 4 jLaC. ^9 (J^d^l ^a*AC- Jdn3J j 4 ^aVI La 

. A^aJI ^ AjSI£ S j±k ciL^l 



4djjuo j ^ajl ^dll 4 ^Jjuo La jJjlj (jt 4,^ Ud\t ^9 1*1^ S^n^\t J^LauJl 

^joiLiaII cLull ^Jc. (Ja*j DHCP -Jl C 5 ^ J^Lall ^>j^I Lh° & J& ^ (Jj^ VL ^\1 

4Jt-^Jl &JA ^9 ^}jujLia 1! dull ^)jai£j ^a^4 ^)Jjl^)]| ^aLu La£ j ^jJjLjlII 

^jj*jL*uaj Vj ^ Jjoia]| 4 £jdl ^jjjlixll ^La^liJl ^^Luj L* 


IjuoJ 


(J^oxj ^a ^ 9 J jl (J^Jl 4 JU 1 I ^9 DHCP ^La^liJl ^jk^±ui ^a l\J^a 

Jl 4 -a^J Ja ^9 jj^UaII dull 1 j 4 -a^JI dIa 4 DHCP Realy Agent 

. ^ ojjUxJI DHCP 


cillij JjjLxJI (J$ ilij DHCP 4 -^^- ^3 (Jx^aVi C 5 -^^ J^Lula]| ^aAl • 

j DHCP -^1 Lh 0 (jt ^^4 (Jl 3 ^JI jl cjjj l_jVI (JLa <£jVi^ d ^-^.1 j j\ 

L_L^J Chilli] 4 1 bjfls\ l^JLJJjJ ^aJJ (j] J ^) 9 ^)-lJud]| ^9 jj^\^ ^jl ^ 4 x 11 J L_A^J 

(J^ J 4 j£juLall ^JaJjuul 1 ^j 9 4 - 9 ^)x^a ^JjS^ (jl 4 ^JjoJ| ^ic- 

J ^jl jlc* £ y 11 *liL Lade. (JLa 4 J jl^lc- j (Ja*J ^ ^j» 4 l£judll 
(j! ^ 4 x 11 ^L^.jl ^aJJjuo (Jj^alLa ^)JC. jLg-^Jl j ^iLaj dl 9 j <jt ^ixll I^A j LAI) 

. C> ^ jj^ f Pool 41 Ls h. 


ACL - Access List 4 ! JjIa j JSUI 4 
Router # show access-lists / Router # show ip access-lists 
Router # show ip interface 


tro 



Lg-}3 (jjfLl (jl t— ^aAl (j-a AijLuiSI ^al jVI 

_ 4 K , : '. ^11 t . u k .. Jjiaj j dlljl^C-V) 4-SjJt-a j A CT < aJL^ j_^ua^)C. ^jjajjuul 

A V jj 1 (jSLJi^a ‘ al i.X'i ..' 4 jt at. 



: NAT -M Jj £ jjjjj cjIjIjC'I j fUai) L-flLui£luji ji - 
Router # show ruiuiing-config 
Router # show ip nat translations 

: Static Routing fUali ualLiiujl j^lji . 

Router # show ip route 
Router # show ipv6 route 
Router # ping 
Router # trace route 

: Dynamic Routing cjbljc-l *liali ualluilul j^ljl 

RIP Troble shooting 
Router # show ip route 


Router # show ipv6 route 
Router # show running-config 
Router # ping 
Router # trace route 


tn 


Router # show ip route 

OSPF Troble shooting 
Router # show ip route 

Router # show ipv6 route 

Router # show ip ospf database 

Router # show ipv6 ospf database 

Router # show ip ospf neighbor 

Router # show ipv6 ospf neighbor 

Router # show running-config 

Router # ping 

Router # trace route 

EIGRP Troble shooting 
Router # show ip route 
Router # show ipv6 route 
Router # show ip eigrp database 
Router # show ipv6 eigrp database 
Router # show ipv6 eigrp neighbor 
Router # show running-config 
Router # ping 
Router # trace route 


Simple Network Management Protocol (SNMP) 


trv 




S N ivnl P 


A j 3 A^lC* j A £jjudll CIjV *1^.1 \ SNMP 

*I^jj j i Jli^ <£jjoi]| ^j)Vu*n (J j£ jj j^ll (J^Lk <j>i C*n^k a£jj>i]1 S jIj! 

, i ° C '' k» j (J j£ jlij^)j]l lift 

1- SNMP Manager , 2- SNMP Agent , 3- Management Info Base 


.SNTP 21 JjSjj jjj <2c- (>*j ^ill jl^=2l uj^ ,iA : SNMP Manager 

j 4 ^1 wil l ^ s^j 2 k.j^ll s j^.VI cs^ - Jj^! <_s2l ^V1 I^a ; SNMP Agent 

.SNTP -5' J^- 1 > 4^' >» <2^ 

^1 cjUUJI s^IS ^1 j^jj j oiA ; Management Info Base 
j 4j (jl ^jc. AiLjal ^jj 4_3^i^a]| CllLa (_J£ j SNTP 21 (_J^lj ^^3 

.Object ID (OID) '2 



: SNMP 21 JjSjjjjjI jlA*-al <> jjSI Aa.jj - 
1- SNMPvl , 2- SNMPv2c , 3-SNMPv2u , 4-SNMPv3 


iVA 





: SNMP - 5 ' JjSjjjjj >»'ji j - 

1 - GET , 2 - Respinse , 3 - Get Next , 4 - Set , 5 - Traps , 6 - Inform 

SNMP J' SNMP Manager -S' c> J^j^l ^ j-VI : GET 

dlLo (j-a (jAsoa <■ . 'lUj ^ jflj] Agent 

(_)£2dJ A CjLa frUaC.1 J L_liia]l ^gJc. Jjll A jUo &AA ; RcSpillSC 

■ilj-all L_llSa]l ^j£- A jal l >.1 C_lLa jla-a (JLuijI 4 -lLaC- ^ 'U-^l I^A ; Get Next 
cjbto&j ^c. isy^i j SNMP Manager -S' i> < 3 -^ j' b* ; Set 

^)^V' dlLa_jl*-a]l j | P _ll (jl yc. (JlLa 

jjAa] 4JLu) j (JLujjI 4_iLa*j 'b' c “ \.'^ ^ d)La ^jLt-a ^)-aV' 'iA ; TrapS 

. 

^Aa. j^a (J^joj djLa jla-all j djULij]| ^^ic. Aj£l!L jjjj _^aV' '^A ; Inform 


GetNext ■ 

4 GetResponse 

< Alert (Trap) 

Network 
Management 

Station Managed Device 

161 bjj jj]' ^ j IkU j UDP -S' <J^b ^ Ja*j SNMP -S' jj - 

. , 162 


m 






w 



Syslog 



Devices 


Administrators 
check for Syslog 
messages. 
Troubleshooting/ 
monitoring 



Syslog 
Messages Sent ( 
to Syslog Server 



Syslog Server 


Syslog server 
sends alerts to 
administrators 


(Jikta S Ajalj-a Ajiilaj jl (jc- ojUc. jA ; Syslog 

dlljpjljJl j j j j j <J!La i 

c - U ill i«a\l (j po CllLj S^C. tdljj (j-a j 

. Action 


. Port 514 ^3 j j UDP -S' (jc- ^WS' <-& ^ - 

.(Spluck , Kiwi Syslog) Syslog -S' <-«l* ^ ^1 - 


£ £ • 



Syslog Event Levels 

(J XSJ |jlLa (JLuoJ ^g, 3 UjJ A_ijLaJ 

EMERG 

most critical 
A 

ALERT 


CRIT 


ERR 


WARNING 


NOTICE 

INFO 

DEBUG 

▼ 

least critical 


1- Emergencies 

2- AlertS <— (j^ jJ-laall <ULui j 

3- Critical ^UaaJI 6 Jal jj£j <^111 <ULuo j 

4- Error t? ‘ vW ^ $Uai. .la . jj Ail j $Uaa.V! aJLjj 

5- Warning <— ajj*-* j ^ jc- ciij^a. .He. <j_ ii jj. A a. lit ULujj 

fUaill 

6- Notifications UJ A ^ '**•"' 1 " A J j^.- V| ~' r - (JlLa A la^^l a]' ULujj 

7- Informational jW^' ^ a^»U 3' dtajk^t jc. <Ll£ aILjj 

8- Debugging 

Switch Ways With Frames 

^ ljULo]) ljIjUs! ^ AJjjJa 


£ £ ^ 



A store-and-forward switch receives 
the entire frame, and computes the 
CRC. If the CRC is valid, the switch 
looks up the destination address, 
which determines the outgoing 
interface. The frame is then 
forwarded out the correct port. 


> < 
A cut-through switch forwards the 
frame before it is entirely received. 

At a minimum, the destination address 
of the frame must be read before the 
frame can be forwarded 


1- Cut-Through 

V 4j| ^ ^ nc. j 4 L-J j\Ja^a\l ^ 1 \ (jLudjI 4-iLoxJ J 

4-1 j) 4 ^ j djULull 

2- Store and Forward 


J 4 j 4- ill (jluJJjjudl! ^ 4-lLaJl 

. 4^1 2LJ.U1I JU ^ _ t 4-La A^uudj 1 jJajt 

3- Fragment-Free 

j ^juo 5 (Jjl ^j^a Clll^ AiAjud]! CliVLaJl La (J-ijuj j (jc. djLc. 4-1UJI 

. j ^ 64 (J* UJ^ 

Router Ways With Packets 

jt jJj(ji) jL^j ljULo]) AJLjJa 

1- Process Switching 

4j| Jjjl jU 4 -Luj^oII djLLull ‘La^a^ J L *^^' Labile. 4-iLa*JI 

(Jjuj^)J (jl L. i^j jLolaII Cl i£a]l dL^jI ^Lluj &Axj j t 4-ia> jlll (Jj^. ^Ac- 


4-La 


2- Fast Switching 


£ £ T 


^3 d 1^. A\ AjLoaj ^ J cl j JjVI ^ _j5j (jl 4_iLaaJI e3& 

dLa jIslaII AiLlal flhji jjjjll/a (J£jjLj t .11.1a. 1 " ■ jjJ I LaAic- <j£]j i A_ia. jilt <Jjl.la. 

A, /\ Qall cllLa j1x_a]I ^Jc- >ll.laJI 


IP address: 2.17.169.198 
MAC address: 01:53:aa:f9:d2:6c 


IP address: 2.17.169.1 
MAC address: 35:a0:b1:00:57:c2 


IP address: 203.19.3.58 
MAC address: 35:a0:b1:72:01:19 


IP address: 203.19.3.57 
MAC address: 28:18:78:5a:f5:96 


IP address: 195.1 5.16.1 
MAC address: 28:18:78:5a:f4:c7 

IP address: 195.15.16.11) 
MAC address: 00: 1 f: 1 9:ba:20:39 


A 


Web Server 

IP-adress: 2.17.169.198 
Subnet Mask: 255.255.255.0 
Gateway: 2.17.169.1 


Source IP: 195.15.16.11 
Destination IP: 2.17.169.198 
Source MAC: 35:a0:b1:00:57:c2 
Destination MAC: 01:53:aa:f9:d2:6c 


Router 


Source IP: 195.15.16.11 
Destination IP: 2.17.169.198 
Source MAC: 28:1 8:78:5a:f5:96 
Destination MAC: 35:a0:b1:72:01:19 


Router 


Source IP: 195.15.16.11 
Destination IP: 2.17.169.198 
Source MAC: 00:1f:19:ba:20:39 
Destination MAC: 28:18:78:5a:f4:c7 


Computer 

IP address: 195.15.16.11 
Subnet Mask: 255.255.255.0 
Gateway: 195.15.16.1 


nr 


Vlans Allowed in Trunked Interface 



j 44^1 ^Jlc. ^ ajL*]I o^a ; Vlans Allowed 

A na /a Vlan dA^Jjua 4_lLa*]l oAA i oLaJjl ^^3 1.1a. 1.1a. Vlan -11 

(jiLjjui oia, Jaj Jaaa eJ ii tlua. Trunk Interface -1' cjjjj 

Vlan 5^jjl UjoI ^.jj j] J!l» t Trunk Interface ^ aAi^ji ^ <_$ ji.1 

(jjjjjjjuJl ^1 aJLjjjI ^»ic. Jg ^>^VI ij-ialij ^ jllui JaUj <jl Jaia .ij^j j 

. >V1 



Switch (config) # interface fastethemet 0/1 

Switch (config-if) # switchport trunk allowed vlan 1-2 



Partial VLANs on inter-switch trunk - No primary VLAN 10 on the trunk 

£ £ £ 




Software Defined Networking 


(JjjjuiA 


L_J jjuoL^JI C* Uxi Sj|j] <^9 S- 5 1 jijujl Jl ^A 

A 4 i3^a\l ^A j ^-lijaill djLajJall ^9 a£jjoJ| Jj x^alij AA^yus l^jx j A»9 j jlaJ A£jjoJI 


jlLui* ; ^jjjjJjuia lIjLi^o^JIj A»9^}x^i]| l lA£jjudlt ^Jj^JJ j 4 ^alc. (J£juU AjuLuJI 

jLili ^ aJ j>^ll j j^l jil (jf* s jW^ > j The control plane 

(jLojJa J jl jj*J jLlic, VLj ik.VI Axj A\u!u\ 1 djULnll jjJC, AjUx\ jLolaII 

The Data ls a\u!u\1 ^ ax, djULnll djl ^ j s^c* s^I jl 

. U jji j ^illj plane 


^jIula jjj JL^iVI yr^ C 3^ OpenFlow lwj' ^Vu * n *4^ 

. Data planes l£j^ j Control plane 


: SDN^M3fJ*^ 

j Sjl^l A-l^U (JkjuU A^Jjudlt A \\jsCL jgu3 tgxljikl ^ SDN A_ll5j 

J^SDN A-ij£j £.tij A_ilx jL<UC> VI ^aJ ^-jujLujVI JJ^alx II j 4 A^Jjudlt ^9 j a£^J 

tg-La ^LxJ A,^Ujj\ 1 jl£ (^jW yJ^Luui]| jjj£JI l4- ^ J lWJ’ l) 

jjj^j (Jgjuit a£jjoJI SjIjI u^al j JSLU! l 4> ^ A-uSdll a^A ^Jjikl Loj I Labile, j 

(J^Lk (j-a 4^1 ^iLluaj A\u!u\ 1 (jjjYig..* <jl C*n^k 


^jj£j <ji l_l^j SND 41 A_iiS2 ^Ax e_hjxli]| J^axIij ^jJ (Jj9 CIjUILIaII ypa*j 

^Jx ^jjfLi (jl A £jjudlt ^-Ic- ^ ^ 4 (JIa CIjLg 'A^^jla 

yJ^C- ^iJaJjuLl] jl ^j^jjLj jl IflLa. JlLo 

4 dAA yJ^C- ^likLuLi] A £jjudlt ^JLc- ^3 (JJ^ (jl L , j A £jjudlt 

I^A ^9 ^jikLau] JsVI (^ 5 ^ jiaLAJ (JJ^ (jl ASjjoJI ^ 5 ^ J 

CljUifklll A j 1 V 1 j A j x*obk ^9 A-juoI jJ j <9^)x^ ^ OJ^l (J’ ^ 

. virtualization 


£ io 



Data Plane Control Plane Application Plane 


IjJajI <£jjud]| j 4 ^)jujLi a <Lli 

J^i3U ^ C' ^9 ^*vMl a£jjoJ! ^jjiX\£,a 

^ jfii SDN 31 A j 'i Vi ^9 Ja j^}ju) *1^ jJ 4j| *1^1 j J ^ Vi j jI 

Ja^^jaill aAA £j^a A^Jjaill ^ ^ dll^. 4 A^JjoiII ^9 

^k cili9l^)ll]| ^jjj j A-i^. jlll A-i^U a£jju1]1 ^k djULnll (JLujjI 4_i1ac- ^j±u^1 

a <^1\ 

6*1^ J jJJ 4_jf l** 11^. 4 J^| J £jUdjl J£alj 4^J JUdll 4_l9 J-3 J A^JjUdll 4 it U ^i 4 ill _ 

. l*K ^ull! lUI^I ^\ \ Aj > 

<j£J j AjjJal jl9l a£>a A ^ilalLaU 4J I C* n^» 4 £jjoi]| d^^.1 l>* j-i^ S^C* j-i9 jJ 

• ^ JJC-J 

S^C- j£j ^jl (JA ^)44^4 U J^4 ^ JJ j 4 J 4_ljJaljIi9l ClA£jjuO ^.1 jIijuj 

A^U ^)J9 jJ j Cll9 jll 31 jAjuj 4j) lLu^ 4 ^ Qj<W tt £§l j]| ^k Jj$ 

. sjbvi ^ j <ii£i]i 

. GMPLS , MPLS Jia ^131 2US31I ^ ^ cUu - 

^ j ^j^al^)l9l JLuiJ 4j| 4 Jj^_juo (_JSj 4-£jjoJ1 ^Jjuo^j A-^JjolII £_iLa. 


IjuJJ 


jj * A^Jjudlt (JJ^4 ^jl JjJa9( (JJ^4 j 4 ^Jjuo]| (Jg.xjjj 

JaC- 4 £jjJid]| ^juA ^llalljuij 11^> 4 J AjLcl^JI lIjIjjIiula ^ic- 1 ^j^£lLuJ AjLcl^JI 


. ^Ij A Ljajl 4_i9 J 4^ u ? L\I (J£j (3^^ J ^ 



Expose Instrumentation, 
statistics and events up 
^ Translate req's down v 


Enforce Behavior 
Low-level Ctrl 
Capability Discovery 
Stats and Faults 


SDN Application + 


SDN App Logic 


NBI Driver 


SDN Application + 


SDN App Logic 


NBI Driver 


Contracts 


I 
t 

— SDN Northbound Interfaces (NBIs) 

S V \ 


SDN Controller 


Vh- 

\i/ 



NBI Agent 


SDN Control Logic 


CDPI Driver 


Multiple NBIs at 
varying latitudes 
and longitudes. 


4 


Configure Policy 
Monitor Performance 




/ \ 


SDN Control-Data-Plane Interface (CDPI) 


Network Element 


SDN Datapath + 7 


CDPI Agent 


Forwarding Engine + / 
Processing Function* 


Network Element" 1 ^ 


SDN Datapath + ' 


CDPI Agent 


Forwarding Engine + / 
Processing Function* 


«=fr 

Element 

setup 


+ indicates one or more instances | * indicates zero or more instances 


in 


Management & Admin 























<^A j La j\ ^k SJ A ^Al ^ &Lb A*J AjjJal jlaVI Almll ^LuSj 

^aUaJ j )j£l (JjAjuoJ ^j^^I^JLola]! ^j£xlJ C5“^ J ct^la (J£jujJ A-U^J 

(J^ijuiJ ^ilalLuaJ Clua. ^.lalLuiLl Lg-iS c^a*j Cl 4 j]| ^jjaij ^a.1 jll L_J ^juolaJI jlga ^^Ac. 

AaIxj j 4 dl3 ^]| ^9 j jLgaJl ^Ac- <£LAI j (jj£lAl j (JlL ^UaJ ^)l£) 

AjILAI C* A kx^i j^Al ClAA jjjJ jlA ^Ja3 ^Lali Lia l_j jjuAaAl jtga CPUx^a ^A c» 4jY<fi\l ^JA 

jj£I I^jJ <j| Ljajl C_b^)xJ (jl L_iaJj i dsfl jll (Jjijuij ^UaJ j!£l ^liLoJ ^-llalLuCll 

cIh 0 cJ^j Citrix j (j*£\A j Vm j ci^^^^fLLo (Jil 4Lnll &Aa A£^juo 

aA cAZ jJM &Aa 

A£^>jAi (jl ^A*J ^jl L-Laj A-ijJal j2aVI Ainll ^ jjCa j>a ^Ic- (J£jolJ (3^*211 ^jl <Jj9 

J C5-^' J^' P'j J jLga (J^c* (JIa cJ£dj 4 nVAl cJ^*j 1 xPajl juoJjuj 

A-liJaljjaVI 4lm]| 4.1J9J ^^>JudJ ^ CJ^ J c L-aA Aaial jAfil A£jjoi j jlsl ^jjIL^juo jtga 

6^gJ j£juUjuo A£^}juo L_L£ ciLudilj L— laLl ^llalLuaJ tAAxJ j 1 fl-llc> ^atc. (j£judJ 

j x j£j x Jj D^a.) A-uillll 

. AjJal jjSVI AjjJ) 

• L^ajJu j lA j£Jj ^ .jflLuu Aj^aljjdVt AjjjI] p I jl! Aj^Ij ia ^ jj 


Para virtualization , Binary Translation , Emulation 

: Emulation Sl£la^) 

(3fLj j A-ijJal j2aVI ^£^1 cijlinJaill <juL2u]! ^iL<u]| jj£I ^ Emulation Sl£la^\l jAixA 

J^Cul cJ^ (JHaII (Jaijoj ^^alLaLA]| t L-jIjlIVI ^jujI j JjUaJ ^^5^- 

^ ^ o 3 ^] jj^j Super Nintendo 

c^j ^ ji* l>^j 5^kjb Atari 2600 l5 j Playstation 

juiii j sl£L^a Ale. AJoaUII l qj\l JI ajj S^ij ^ A-LJal j2aVI ^£^1 ^ 

# dj 3 jU ^LljJa L^-ifil^J Lo j £ !>VI j ^uJijVI 


£ £ V 



* VLa) py j2aVI ^ ^ : Para virtualization 

c nWl §ixn pl^juo cjI£ jjill j 

Ual jj jSjJj A-ljJal j2a( <JL^J LgJl ^ C_b ^Ljaiui^l (Jji JOLlll 4 ^JVll (Jjt'Njj ^ull 

L-JjuoIL V J xBSD J Jl* jlLa (J^i-juLllI 4-xJaj| PV ^ ^ j\}} 

.JJ^J 

Paravirtualization 

Apps Apps Apps Apps Apps Apps 

Guest Guest Guest Guest Guest Guest 
OS OS OS OS OS OS 

Modification Modification Modification Modification Modification Modification 

Hypervisor 
Host OS 
ARDWARE 

j ^UJI UiiL <^211 j-ljVl Jja*j ^Ic. BT : Binary Translation 

XYZ La ,V)qn (JjijoLllI ^aLlaJ (J I La>Vl3t°l jl J j (JL^> ^-9 L 
^ jill j\^,j Vj # ^al (Jj.Wn BT J^Loui ^ i ujjj 

I^SI^jlLujI j jVI ^-Ic- L>^3^ Lj c_j jjc- 




Ring 3 


Ring 2 


Ring 1 

Guest OS | 

Ring 0 

VMM 


Host Computer 
System Hardware 


Direct 
Execution 
of User 
Requests 

Binary 
Translation 
of OS 
Requests 


£ £ A 






: avi S jbVI fl&j 

J ^juoI j JjUaj AjjJal j2aVI Aiull jLudbl Sjjj£ ciAjl 9 ijj 

4 jVqMI jS] LujL<l^ djLc-Llakll (Jsl (^jj& ^bll ^Ua9 ^j^fb j ^ g bll £j ^sJa La qa jI 

^LlaJ Lg^a& 1 A^ajuoL^ dl^lij 5^)4j£Jl dA£^)jud]| ^ A^hiii> ^Lla9 ^ juoJjuj (J4^ ^9 A JjJat^l IbVt 

s jl^vi ^^al^ a^jj l>* ^ cl^bb ^Lll j s^^bu ^jjal jisVl s jbVl 

^a ^A Vua^a\l ^UaJ (j^aJ t lg,j\c* ClL/ijAxIi]| (^5-^ Lg-L^b 

£L<al^}i]| *ti]|j (Jaxl^J jl l^Lajjj ^ilLa L_J ^juoL^JI ^9 A^A^JjoiaL <C- j^)jouill ^)4C- ^al^}j]| £JJJ 
^tLa (Jbuubll ^UaJ C* ll q\^aj Clu*Al ^jJ^aA A*Ud^a\t A^l (J jL^ (jj J 6 C_iL^a]| ^a^ll ^Ac- Aj^j'V^all 
djLuj ^ <JL^AI ;S^)4 j£ 4 x»^)joijj ^bU aJIaiLujI j ^Uaill s.tiAj iili£^aj 

Virtual Machine Manager <J-^j Jdl j .a j > h >. i->M 1 jJI j 

J ^^lAI 4 ^ jbib J VT Ab£i ^ lg ^Mjjuj A^jL*^a s j-i*£ VMM 

lAA <j-a ^jlAll l J A£^)juAI Lg^. jJaiuo ff AilillAjuo ff _J LAL^ CjSIj AbUj ClA 

.^Ull 

• A-iuatjjflVt AbJl A-aLS 



^ jj ^\ ^lAkluol J CbAjj \j^ £ Ajljuoj d^^IA l q\ i ^'\ i n a £.LAbl AAVi i 

^aUaJ <j^fb l*a ic> djUnll A_i9 £jJa jb ^jlS^a ^Aj S^)£Ia]| &AA (J^^j V 1VXPTLRD 

S Al^> aJL^J (J Aull ^UaJ (JaxjuoJ ^UaJ L^lUa 4 q!^> i j\W j AjIjjuo aJL^, t ,.i juallSl 

A^.1 aIa^Jjuj! j A-^ljJ V j 

. VMResume j VMLaunch 

lAAju ^ Vn\ d^)£Ia 1I A^la-La ^cJIjl^]| aJL^. VlVC^GSUIllG C-W*^ 

'L ol i>>uni\ll ^ jAUJl ( < JjjljuoJ ^LlaJJ 

^jjal jjflVI ^<\W Lib Ail V) (j^b VMLaunch j^Vl - 
AjjUa41 ^lg.4! fii dip. Virtual Machine Control Structure 

LoUajj ^.IaVI ^9 A£.^)juo A-^-ibll j Ac- j-L<ia]| j 
4^bl aI I bb (JISlIjVI j (JbuaLiSl ^aUaJ JJoju L Q J^ jjlbj A9 

IjjJ VMCS AjjJat^IbVI A^VLj AbiJ ^9 Bitmaps A-JaSill JaLbVl 9AC- \x\) 

^9 cJ v ^^ lijj A bx ^ A ^ Lg-La A^l j Cj u 32 JaLbVI < lbb L^g-x 

VMRGSUmG Jj^jj AjL*,\I (jc. L_iS jllll jl-4^4 dull (illA 

a jxj^ \I Aiiu J! e Uiil! >VI ^Idalo^l ^jUJI J\ 


t £ A 



• AjuuuIj 

6,^g Uij ^31 Ajja Aj^jaUjJ Ajl-uL CIjIj <i3l Axj 

A-ijJal jlal 4 Juj ^Lujjj ^Ha (^j£aa]| AjjJI o^A dlljLli. ^jJJJj (dlLa^ls-all 4 _ljaj ^Ua 3 

f LkiU liA Cy* 33 ^' j-} ^Ua^lt 3 aI£ 3 *-a> 3 * <33^ 

A-I^j (JalLaLA (J£juLj 3 ^ g > 3 ^ 3^*3 LgJj^^J j 

3ja,^ V*ujja\I jLaj tj^t Cy* ^ ^ ^.i^jLoiaII ^ic, ^a jlll j ^laI^3 

>( jjjU,q\l 


• Aj^aljjdV) 4 .hM AalaVt Jjl^lt 

<JjujLia 1I ^)JC. ^a^jj I^aAI AjLcl^JI IjI3* 3^ AajI£ AjjJal^)HaVt A lull jJ 

c* uxi ^al ^a Aixi c^^jJal^laVI j\ W^3 ^ l y^^)J 1 g,j\c. c_b^)xllll j 

jl&yW (J^-c*) 3^ &3b ^Aj^Ilil A j\aC> CIjIa ^Lla ^A'NJ 2)Ha CIajjIijVI 

IjjajA-AjUll CjIjaII ^9 ^ax^allAll (jjijuoJ ^jIaaiViVI l* iI.ajj j^iall J ^jJal^)laVI 

cjUU ftkii! 


/i^liAll 3 j£ j£ 



Isolation 



Abstraction 


Limits security exposure 
Reduces spread of risks 

Quickly recover from security breaches 
Limited direct access to hardware 


Portability 

Deployment 


Backups and disaster recovery 
Can switch to "stand by" VMs 

Ability to divide workloads 
Custom Guest OS security settings 


• 4 -iJaljHaVt 4 _m]| JjSIulq 

<^k Cja j] I (J-^axJ ^^jJaAJjuo J A-IaUHaII dsLuSlll <ja A-ijJal jlaVI Ainll A-uSj ^ju 

IgJ ^ J ja jj ^Jc. AjVqMl & 1 a jLuIIjI L_ia jlll I^Jaj 4331 4 jn^A\l i. t ^ 5 -^ 

<ja ^ j3l lAA ^a AaA^Jjuoa]| i"* A a^llallll l ^I aJ^Ia ^Jic. j (<ali^A]l (Jj 3 LjaLl]| A aIA il 
^C, J ^a I^IaIju 3 ^^)^ (JC. AljJaxAll o^A Clll^ (Jlil J 

^aJojI j 0aI^) 3I j^^JaA ^ v\«j. (Jj-* 1 ^ a aIa il ^c. j ^-Ic- j\.A*ic>y 1 3 j^ ^ > aI^j ^a LgJ 

(JLjaI C_J ^juoLaJl CIjU J$^ A atOa-qV^a\ 1 Cljl^^)jua]| AiljJaj A jV^Ml o3b Jjxjoli] 


^^jJaljlaVI j\ jy\\ <^1^1 Ig aAI C^LnLo ^JA <AjJaljlaVI A^nA\ ^Iju ^a J t£BM 

AjI V] cA-laAUll ^1 AaLjal J^xjuall ^Uaj ^ja jj£! 3^3^ ^ 3^ J 

lull 1 g A^aj (^5^^ C^LnUl o^A ^- 1 a^> 3 ^^ 


£ o * 




Cloud Technology 



s jfli jUi jJIa^aII jJjAj ^-UnjL*a^ ; AajUuoiJl <Jjuo j^Jl 

Aj£i]| jjJ <1 aI£1a]| <4JjjuoL^J| dlLaAaJl <ja JAC, JJ3 jJ £lLiudJ J A^ajoJl J4C, L-ALall 
CljULnll jj j^Iil Aj^Luia J jl jjcA I cilli J^juaJj ^1c> jj x j>m3t i oAg j A jW a jl ja]U 

AjjA^> J A-l^ojJ A^JIjla <AjI jAS J^juoJ La£ ;A»jjIa]| A»1aI j^]| j ^ laLlL^V 1 ^ljouIIj 

&A& A^Jjudll j A II J^alit AdC- ^^Jjola]| ^llalLuaJj tA*J jC- 4 c.\ j jjj£j^l AJjJl 

i** \\ \\^9 \\ j ill! j^a jJj£Jl JaL^JJ j la-Li JJ 4 laJ x jd j A J^ .a JJ A^^l j JjJjJa jC- Jjl jaII 

AaklAll 


j^jujJjuo A^jjA jl A»9jx^ ^Ic. (JJ^A (jl ' lllc* L < l^J 1 jJajt A j VoMl &AA ^ jjuj jl j 

_J| A-ljili J^alk ^ JJJJJ^ ^-AjuoJ LfcJ A^.jJ j J4j£ j £jujI j <J£juU 4 jVq^\1 &A£J (JajU 

A-lJAll! dAA JC* ^tc. ( a J^Julj £■ jAj ^a J^Luo JjojAII &AA j£J j C Cloud Tech 

JJ^I L_bjxll]| j J^A*Ii]| AjJJ lil j£J j ^^JuoLuol j] j tg-J Aijx^i jj£j J Ig.J^C* 

4jVql\l dAA jc* AjullLJl j Cliaa]| ^jWiun 4jVql\l &AA 



Servers 



to) 




: Cloud Technology -S' Aija 

ja ^ jii j j^aaII ja 2 tL_LuoLiA j jj£J] £3 ja] La AyLauuo ^A] ^,^VLjja\ 1 (Jx-^aj I Lade. 

£§ Ja]| ^^lklLudA]| cilli *1^1 jJ jI£a ^LjujjV JP ^AklLuA jkfcJ Jll^t ^Ax^ # JJA^' 

A-l^ jJ ^9 DNS Cl jliUaill s-IajuA ^LlaJ dLo^lk ja Axj SjI ilLujVt jkoj L ** ii^ jkaAl 

j£aJ JA J 4*Lj 4-IaJJ jaII j ^^V*Ujja\I JA A»y J^ll CjIa^JI JA Ax. JA'NA ^A] ^ V*Ujja\I 

Jk^^LLA J # ^Lj 4-J^alkAl 4 jW a\ 1 AlixA ^al^Vdl A Jaxal jJ Ax. JjuiJ jJjklV' ja]| ^A] ^ j] jll 

^llll A-A.lk]| ^A] C^llA JA j]U ^aj9J <jl V] 4^ajLk]| ^A] ^ j] j]Lj ^aj9J V ^ Vuja\I jl 

jij session id lU*-^ *dla> Ayj& ^^Ac. Jjj^aaAl j!>Lk ja L^bvdLj jjaj5j 

.?& S^J^' ^lL^Ia gJ <JJjkj fJJ c5^'j yr^J^' 

.dljJjVl A^luJ ^aJjl jk JA Ax* JA\A JA A-llj Jjj Ia Llllx ^LakxdiA ^^Ac* ^ V*UjJa\ 1 fc^LudJ Ia 9 
dLgiaA j]| £A ^JLklLalAll LAjJUdJ ^^lAl 0aI Jill (JlkuilJ (illj djjlijV' A\uj dLdjk ^aJUdJJ J 
<jLl£JI 46jti]| dl jd ^^I^JLuiaII ja C1jIa-iLl! 1]| jl jaI jV' 1 1 ^ aI^JLujI ^jj ^ill Aylxlii]! 
dtAAijk <Jajuj| jJ cillA Axj jaIjV' <^11j j-idj L-U^. 4 dll A1 a]| ^ij dLiLaC> 4jJjdAlj 
tilli gJj ^aJ # 4 Alik dl dLLniallll (l * A a5\a) jk ^Jaxil jJ LgliaALxA ^aJJ j\ dljllV' A^Jjuj 

4dliLAl dtAdjk jl dULnll ^c.1 j5 jk. ^ja l^x-L^jluol jl ^Ac. dlA jLtAll 

dULnll ^jl Jk^^U ^j) Ulj # Aj^a 4 ~\Qx*o ^^Ac. ^^Vujja\I ^jl AjL^-AI ^)>Wj Cilia. 

^JjA,^k1xjJA\l ^-IajoAI l j ^a^I ^aALxll (J j^. <iaIjI1a j£j 4 ^llk a\ 1 dlA^lljkAl 

# Ia^ic. *ij3 jkAI dLa jLtA]| ^1 ^ j] j]|j L^-AI (J jj^a jILj ^AIjlII ^LL c 

1 £a Jkld q \ V J ^U- 4 ^ ^ ^ ^ AjjI^uAI Aj^ui <jjj La dlAjlda 

j^UJI A^kj| ff ^ s jU^ g-A (Autonomic Computing) l_ii^I j^JI 

. 4Ali Sji^i Sjjiili 

<±ui j^ ^ik^A jdk (Client-server model) j' ^ ^ jd 

^ L> j (cIIjiIa^AaII) Aa^I ja g)-lJ J-IIaIALj ^aj^J ^Jja (Jj-llIaJ ^1\ <jljuj!j S Jjj^aJ ^ajlkAl 

^jjLj^II ji ^2)Iajl]| <A^kAl 


L_UjujIj^AI J Ax. JjaII L_UjuoIj^AI JJj^a g)A DJJJ^a DjLx. Ay£jjaJl L_UjuoIj^AI 

L-J JjuoUJI S^-^l g)A Ax. JA'NA J ^daljlsl Jl Jj2)IaC. JJ jJJa£ LA JJ^JJ C* IJ^S 4 Ax. JjJaII 
<AkjJa ^l ^ Aj ^Li^ll Ijla ^aX-ljJ cJaxJ ^^llAl j ^daLajJaS Ayj^^J A^jl jJaIIj L*a AkjLuoJAll 

•?J^J 

dl aJ^iaII (Jja JA LuoLujI ^^iklLuaJ Ayj5 L_J jjuoL^. D J^-^.1 JC- S jLx. ^A IJajjI J^AI 

dULnll AjaALxA jx SjLx. jjki La djIx ^^lAI j 4A^a. jaAl dLdJkAlj ^L^ll AJ!)La*AI 

dLyL^a^VI J Ax-Ldall 4 jlkuAi dljlAkl JIAaII (Jj Jjuj ^Ac. Lg-lA J ^AkjJal! 

Transaction^^' d^UAll a>\Ua j 4 CIjLujjuoja^ I Jjl ja la-lLakli 4 V I 

. processing 


£oY 



4. ,a.lk£ i4 4 ^ .,iU 4_mll CliLaAi. (jja. ^k 

Ajjjal j2ai Aiu jjij u UJlc. 4^11 1 t_±Loil jaJl asu Infrastructure as a Service 
4 j 4 <> cdljj j^^k£ (hardware virtualization) c> 

s.^Lo*JI dn*s tCljULnll AmLuiA j) a£jjoi]| cIjI^ixa j S^ml 4djLmA^)ill 6C1 jL<^1a]| 


i^Uj I ^1 # JaI£JIj j^dmAJ ^LlILujVI A AJm£ ^pdmA]| c^Uj pl^)judJ tiA 

lg^l.vVunl ^Illl ^^dmall A_1 a£ j A^lA^lmll AAjuj ^ mll ^JjjLujV 1-39 j Idle* ^9 ^Ic* <La*liJI 

4 jlaJlll Amill dLa^lk <jl tiA j # JaLuoll (_£ ^iudA SjLc- ^4 aKMl ^ 

A n*\l\l A_mll CIAa*!^ .‘wTi La tillc. ^j^atmll ^Imll (j^a j^)C- LH 0 d j dj^Ja 

AjuIjII Amj^lll CljLajuo £a Amj^lll ^a mLlm ^£^>a Ajlmjaill 


: Cloud 41 <u.il Ifi ^! cjliuki]| 

Ail^Vb LjlmJ S^)9 jIaII A-iJ^juAmll ml_mA^}ill A^JjaJl ^lc* ^jllll (J jj^a jll J ^Amlill 

. LgJalxIa j IgJ jbj ^1 

JiaC- £9 ja ^ja VdJ Aj^)^^)a £§1 ^a <^ja LgJjLIj LgJ ^£mjll ^lill A.Jijlu iV 1 

.Cm jSjVI A £jjuj ^)4C- Axj l> * A 9-nJalill J ^j^a ^11 ^ja ^^LojlII j£aj ^lllj 4 

4 ja J ^.1 J ^-3 jaj ^Jl L_Jj9l (JJ^4 La Ultc, ^^Illl J ClAiidalill (Jim J4 

4A.mll ^a j£ ^ajL-o's AlAjdaiA 4*1^1 j ^1^1 j ^aj ^^LlulaII Amj 

/ijLVl J A^ljJill 4 Ail^Illl J ^)JLjalll 

^mlm.lmll j\ ALm>all mLuajUll A^lmll l. im ^^^Ij Sj^a LjjA^j 

ci^l^ C5^ La^A jV dim Cloud -M C5^ ^ J4 La (J4J^J - 

ciljl^m (J^.L ^9 jl A^^judll 

^ L^jl9j IjJajI £J Winn (JaI^ (JliuaiJ ^LlaJ j ^la!^)J j 4 ^£a mliLa ^daJ 


LLaU 


. Cloud 41 

1 ^-llc. JaxJI j 0a1^)i11 ^)^LLujIj ^ ^ji ^JalLudJ A-aJojI j ^la!^)J jj j 


to r 



Accessed entirely 
through internet 


Public 

Cloud 


D . Insourced or 

Private Outsourced 


Cloud 


Datacenter 


Hybrid 

Cloud 


Flexibility of choice 


c j ^IjjVI ^ ^ j ^ xjdlt L—LLuoljall A ilkj ^ja j) jj jl^l *lajj 

jjVI <ja ^ jJ (J ^ A qjJo j Ia j jA*J L ^ j j L^-iS (JaxSI 4 


<jjuj jail A_iajLall <jU^joi]| ji AaLxII l i Public Cloud AjI'v^H 

Ajjlill <A.la]| ^JjoLuoV lis J J^l a«oa\1 jJ ^JJ Clip. C^jolAJJ JjJalA ^JA A^Lajuill 

^ja cillij cLgjtA^la J L_JJjll dlliuJaJ j^la ^ja c^llij tCllljlijVI A£jjoi JJC- 4_ialjAll 
^jjjLuj) ^ Ac- £til ClAiiillj jjjl jail jjj^aalL jill ^ill J J-all Cf~ ^ ^ J j ja c — ^ 

# 4 AA*la]| 



CjLdalall jA AjAxII jj£j i"* lia A^jILuIa AjLajud s-Ludj] ^j£aa 1 I ja * Ai jILulaII AjI ^ uill 
^1 ^jI jill j ^Ha-^aII jJoxj JjjWi L Og j A jlVllI A_mll A^ jLaa ^^juaJ j AJjIaIa IjUVIa 

JA jsl JjA,^ VujJA JdJ IaJS 4 qK Ml £JJJJ J jLaLljl £a 3 .Aajlauuill <JjuO jaJl jjj JA 
jSjJ <j£j j <il£j Jl£| jljA^Vt C^lli ^ U^aj w ^.lal J jallLudA JA j£J j) 4 aIxJ| Ajlaualll 

u ^Ac. <J1 aVI ja J JISLaVI A^Lijuo j) J ja^I jj^aall ja ^Ac.) JjiudA 

.Gov Cloud ^ J A^ ja ja A jl a ^ A£jILaa1I ^UxaI^aII 


la uil 


^xjujI Ijla La^IjIaI j lA^JaljJjl ^ali jjAjl a ja ^Ac- jllaJ jl JA • AASjA Ajl^uJl 

jl j ^j-iiajla dp 0 Aj j^aII <j£ja!I AjLajaill Aaai CjjS^ l " iia # ?? <j£ja AjLajuj f? 

Ajia ja c.^ vnajj ClilA^la 0 aJ (J^la (Ja3 ^jjLola]! ^J^xaI jaJ (jjjla 

j jaAx-aJ Ia nj AaLxII AjLajoJl djl-A^a] (J jalill A j!aC> (Jj^juoJ >^Vna ^jjA>^a ajjI a 11 lalLuaJ 

Payment ^^11 AiUaj A^LL^a cljUUj ^ja) jUx^ jl] JIa LLjaill iwi ^jjj^li 

.Card Industry Data Security Standard 

£o£ 


JudJI aA jjjolaII (JIajj • CLa JjlaII AAA Jj^ ijjj (Ak^Jlj SjJjUII 

AiA^s xall Apuo ^pJl Jdujl £a3 A allkAll (JIaC-^U Cl)lA.lkll Ju-a J CIjIa JxaII AjUj 

Jx-a jl dll^ AjjIa JxaII AjUllI ^Luofll ^Jc- 4^ ipj AjI A iliU. j ^1 Ag, nK Aj^alkJlj AaUJI^ 

<Jjuo ^ pJl ff j& V jl^ 3 J^Vl JJax*aA\l ^r. u«al 4(J jUaII JkU Aj. J?l\t JjuiII ^>1C- ClAA.lkll 

,ii]j^ 4 \;>g , \ l 4_iU^JI ^Jc. (jilajj 11 a hybrid cloud computing < \;>g^ 
jjl dbm ‘hp j J4-4' ^ j 3 ' ax-4 3 ' JjS dn» u^- 6 3 ' J^» j^' 

6^.1 A$\ sjil a-Aac. a^lj <i£jaiA ^Jc- c T Ajikiii 4 (\nviwjire ) 6 

Ajlilll ClAA.lk dJjx.a J Jj Ja Jaik 01JJ ^lill J d Ux.ra jj^akll J Aiia^I <*— i jlk a\I 
Aj^alkJl ^jJ Jklill ^,AJJ ^ja Ajj£ J AWpll ^JJ Jklill AjL^juo ^.iklLuaJ Ua j .AjjIa JxaII 
^cjaiill ^Idilj AAj1j^\ L_ajUa J S, Ja A W^,a\ 1 ^jjJklill 4^ ajj OJ^ ^ Ultk j # AaUJI j 


AaLc. A \\ -v i ii ^J| UaUJI CljliLnll ^cjujjj ^ajuoj Iaa j A-iJaLii^VI 

4_jjjl 4, qjx>aA ^aUVuJ AjLauudll J 4_jjjl d ll *QnJa*1 jldlijl (J ^p. ^p.^1 Jkill dll g p J <JA J 

-kik s jW^ L «u>» a H Ajikill A-mll dip. 4 Hybrid Web Hosting 

Ic. j4juJ J^VI £^pll IUk A*Jj DjU^U A - ^ ^ A A\ ^jj| ^p ]| j A. jl ^ juill L Qu>>^\ di-lS 

ls^ jA ^ (Jz- u ^ ts^'j J J ^ t> ' j^h'j 

^4 j\ xmll ^ 5 -^ A Ip juoJ 

(j^aLk ^juoI CllaJ ^ jAjj jA A x^al k\l A,^U^\t J^a • Private ClOlld Aji'Vmlt 

^3 <j^aLk OJ ^: ^ 6 Aj^aLk A jl ^ joilt j <j^aLk A £jjudlt (J^ C5 JL ^ A ^ 

A-i3 cil^lLuaJ V L> * ip> I^A <j^aLk AjIaa jj (JaC- j j! ^a Lk 

A»aIjl]| A jl ^ juJt A I^qU 4^^aLk A_i£1a A jl ^ joJI j£l1 j JaJS ^ikl^ll A Wq\1 

0AA\ ^.jA^k L^-lS til jkuoJ 

uiil jj 4_LkljA 4_p^_ La A-ijl ^ judlt 4 ^i.Vig \l Jjaj • Cloud engineering AjjI^uJI A-uujJ^Jl 

AjuoI j^ll ^11 4iLjaVd 4A-ljl ^uudlt <Jjuj jA\ A jl j i J A_AaC- 4^)J^JaJ ^ j a aJ A-pUaJ ^A^klA 

LauJaU LoUaJ ikj # <jLauoill AjujJli^ll ^ 3 -nJaJ (J1 a 4(Jk.AAll tillil ^kiiLklll Cll^ill j 

(J Ja u>a j 4 ^jjuoJ 4A-p.llljj 4AjjLpA 4A-iA±i 4 jJjJali 4 jjj^ali 4^-UJ (Jjg.x^ll 
tiU^ Aij jxa ^U.aII 4u^^I jl Ia£ Up jljLj] LUkj Jj tiilU > SaA^1\ 

;<A^A\ Aa^II AjujaIa jL 

oi • la ‘' j^-i : cloud storage ^ jab 4 1 d^j^ 3 ' 

CljUiJLkAll ^ja Jc. CjULuII ^jj^kj ^jj dip. Akioill jac> AijjjuoL^JI CljUUill 

JsLjalujI ^aJJ J A* 4 dllU L_fl Ja (Jj3 ^ja JaUialuol ^aJJ Ui Ia jaC» Jill j 4AljJal jlsVI 

^jjill ^VyAj *j£!ja1! ^ja ^jAjlII Ji-dllj A 3 I jJalLoiVI C1 jI^^)juj ^a Jli j /dJ^^a ^aJjl ^k. 
t** ^ lilallAl LgJ ^AiklLud 1 a Ajljuj ^jj^p.UjujJ j) Jdj ^jIa ^Ua AiU-kLujI ^j^iilaJ 
Us j A-ljJal Jsl jjU^aAll d*-p4 tA-lilkll 4 L—jUUllI ^£I^)a I JikoA ^a Jj Ua j i-jjpj 
JU Jl ^JalLudJ Jill J ^ A-iJal JsVI CIiIa^IaII ^ja ^j^lII ^jjjJa^pjj d A jUa*U\ 

# ^aj| ^k. D^c. ^)4C. Jj^aII j) jAj^aAll .VUj Ui AjjUill A-l^Ull ^ja j # ^a£jui£jU L^J^UI ^2^1 ax1I j) 


too 



11 I : Cloud computing security AjjUoJ) <>l 

LjLjaaSl .‘UaVn Lg-J y^ >4B ^lllj ^JLuixa A_ijL^uud]| <Jjuj ^^J l CljLo^liJ 

^aLxJi ^^LjujJ ^Ikll ^B A UjjIjuj) O^j) *LljL^uui]| A Ujj j)^k \l ^ *1 \ \ \ 4 Q ^ ^\\ 

^ i jku^l! \y ^ I Jc~ 2uiUl! c^u^il A^jtiJI SjbV! o^UJIj 

jiiaJ Lgjl ^aLxJI Wq\1 ^9 ^juj ^4 j A xmll <jjuj ^^J| ^Ac- ^LojIbII diLaBiJI 

CljLa^k jJ>^ ^jjj LcuB I v >> IjflLa. J^Lkj L aa jiL<AI djLa^i ii A-i^jiiJi Sjbyt 

CljLa^kAl AjjB Sjbj 4 jLjj^a J pliJ Ajj] Ijl f^k 4 j A "V judll <Jjuo ^^Jl 

^B (JjJaBl (JiijjaLA] J^Ul J4 jL*-a 1I J-lB Jj L Og,J C* \ ,^.?Vi.a\1 y* BB*Jl ^JjoJjuoIj ^aJ BB j 
y *Vl L_alL^j M (JIAaII (Jaijuj ^Ac, c^lli y * j t A j A «v mil <jjuj ^A l ciLaJLk ^bbj 

jj jjd c^ij j-p^j jjc jj1*j ^1 j (Cloud Security Alliance) ^^4' 

# A_ijL^uuAI <Jjuj ^^A l (Jl^a y**± (jl^Jb^i\l ^jjB jUl djLuojL<i>Jl (JjJaBl ^ab V*Ual AjjJaB 

• AjjI^uJ) Aj^jj ijaJl (jjal 

djULnll AjLa^J Jajl jjJall j dsLuSill j CIAjojUjuAI 4^ <jljuoI j 4x. <jU <Aj^)*j 

Sjj * jl 4 i i t -v m\ l 4 nn j-vU 4 i j lg_) ^JaJJ^Al 4 4 1 1 il l j i ** \\ Qy W^l l j S^juallLcAl 

(j-al j cIjI^jjoJI y* I (J1a cIjLo ^Lt-All y* I l—iIc-I j (J^l£j ^^^1 

^'bj ^B CT^ ^B Ia J4C* J L> * A BAllaIl]| ^ol j 

[^J-IAjuoB A-ljUuud]| <Jjuo 4 q\»*i^\ 1 A-lLoVI C1 jIj^j]| # ^alj 

A-IjL^uud]| <Jjuj j^Jl J jj)>0 4^1 Jj ^^111 A-lloVI C1jIj,W1\I j L-1C>U^^\I 

# 4ajUuud]| <Jjuj J^JI ^JL^ILola 4^kl Jj ^i]| A-lLoVl Cj\j>wl\l j c > icL^'1 

• AjjI^uJI Aj«uj AjLa^i j J ijj-4 

^ U’ L . ^ J J 6 A-ljl ^ JUdll 4-11 jujI ^^il AjL<^ j ^0) ^B y A ^)4^l 

^ j5Lud j cijLa^iiJI cJ^ju i <b^)jl^ j ^ jl 4 £jjjid]| 

I ^-ilc> L ^^xHl CljLa^liJI dAA y^ j 

j cjUUJI jl Data protection 

U’ J 3^ k * j ^aJJ ^jl ^ ^ l^J J ^j^^JLoia]| (jdJ (JC- 4 j\ . j <j jj^aLo 

UJ^ 3 J L r^H t^i.1 ^Jl ^B ^al (J£judj c^l^)^Il]| Sj^Ib CljULnll (jj^4 

. J^Ludlill C* iljVqi (JjJaBl yk j S^)ijaui djULnll 

L-^jljJa jJl j CljLl^l jJI jjAJ (J^LSJl j (Jj^aBlI c - i^J * CjLl^IjJI 

*\j^ j A*-a jll j Ajalj^ll£ djU^k jl j^d=j (segregation of duties) 

jl J j^aII Ajla ^bIju Clillj C_b^)ia y* jl ^ * Ul ^^ y* jl CljLa^liJl j j3^ lJ^ ^ 

^ 1 1a *1 y \ \ ^ ^ ^ *1 ^ l ^-%q \ \ l * s^. \ l a '\ ^ «.|jV j uljt-ll ^ s ,-x ’i ■ ,-, ^11 jc. jUla) AjaI j s i-v ’i . i'^U 

.CjUUlt L_J^)juaJ ^aJlC. 


£ol 


j AjjLo ^ 1 x ^11 (J ^^ 3 Lj j Aj^JI S jbl jjS jJ • Aj^Jt d 

^jjjJ-aMt j 0^31 4 _iLli j (J^l^llll &Aa cJ^j (jl ^-Ic- CIjI^LI^V Las j 

A.^ ciajI£I ^Ijjuo ^^LolJIj Aj^UJI (Identity management) ajj^' s jta] A^kjl 
.federation services^^V' ^Aaju ^ A^jllI] j^l ^ A^^ A^J^I jl 



C1jIA3L^]| j (Jl ^jl L_L^J A^^liJl Jj3* ! ^ ^ JLaJ) 3 *Vt 

J^ISLo(J ^1 lalj S^jLq ^ c(JLSjuoVI 3 ° c 5 ^ L^-jil (J ^11 j V c_aL^ J£juoj *LLal 

^JLa. ^a Aj^JI s^bl ^Llaj 3 ° ^ 3 ^ ^ j ^A^LaJI Aic. A-ill ^ 3 ^ j 

/Ij^aLaJl Cljl^bl^V I 3 ji 


ji CljLa^'vN AjjjS jJ ^Ac- C_b ^juo ^Jjud^ll 3 3 Ax -* aJ A^^laJl J j 3 ° I 4 jjfl 1 j 2]1 

(J£julj 4 x^l A,\l Cljliifklll j ^JViV I j djULnl! ^Jj J jj^a j \ I <±LLa Sjjj^aJ 

# L_aS jJ 3 ) (jj^ A^^laJI S^)JS Jl ^l 3 ^LIa j 

4 ^>%'" , /l J CljUlfklll 4-^3 Luj j 3 ^ u ^ X iaJ jl Aj V A-aJLaJl J J j>a * A-aI^jV) J Cjl fljjlflj]) 3*1 
^JaJ J j C^UJl J CliljLiii.VI (j3Li. 3 ° A^^liJI Jj ^ ^ 4 

/** A QjLntl Sj-JtlLa 4 jl 11 


j cl^-c-l ^ jI 3 SLj CjUUII A^llll Aj^joiII ^jl A^&^iiJl j j 3 ^ J Ajj^uAI 

# ^^kjjaLAll <JjS 3 ° (j^aL^uuo^U V] LgJ J ^L<uai]| 


• AjjUuJ) Aj^jj A^ i^ ^.iVu 44 (jj^ 
•A-jlUlt jsUuIt ^ AalP AjlSI jJ) CjUIj^ulaI) j (Jj^ 


<j^aLiJI CljliLnll ^jLunll J 1 ^ ^l^laJLujj J Aj£1a1I JaLi^JI ^s 

J AjJLaII j 4 j lOitl djLalj^VI ^ jJjola (jliit 3 jj^a^Jt ( 3 ^JI 


AjjLaJllI CjIjUxH jLiLkVI Aj^p. j jUa^VI Jbaluoj ( 3 ^JI 

1 Jd^oH 

l SJjud>Q l** A AlalLa jl 4 jVq*i\ 1 J j4^l! ‘kk^yus ^S ( 3 ^JI 

L5^ A-1J ^Lall AJs^yus ^S (3^1 

^ ^ liij A-jLoC. AjujLluj j ^s 3^1 

^ lA ill J lIjLi^o^JI I** A jllalLaJ J Q L 








£ o V 



Quality of service 


Line Rate 
IGbps 




Customer -1 

400Mbps 


CuStdmer-2 

200Mbps 


Customer-3 

300Mbps 


QOS 


^aj ) ^ JjJuj dA^ua 34 IA34& j L 4 ^juoL^JI d Uxi cJL^o ^9 A^a^liJl dJ 3^ 3AJU14 

S JiiJ cjUII Jl AjuodA j 2u£UI dVL^VI J dd jkJ! 

4 q\^^ 4 jj\ j) J C- £3*19]! 3A <La*liJI aJ 3^ .dLa.liJI S 9 3^ Jjdd 34 V*1 j ^3! 3d! Jc- 
Jj 9 dl S-LVI 34*4 l£ jdi 4 (jLojJal 3 1 tLljULnll Jj 9 d 3I ^4 oV^d ^ dtl knlall] 

^a^C- 63^.14]! J ;< 4 ^ 11 ^a]| did <C* 3 J 4 gjLojJa 3^04 4 (JLLa]| J44JUO ^Jc* .dAiLlJl 

jm,*i t < 4 j\J^a^\l d)La Lodll <Ja *4 3I (JjLuo^II JaULuj] A4H .dWl 4 (JLu 03V! 3I39JJ4I 

Jj 9 JLi] < 4 jaull 4 Aj^ald J 4 A-i 9 l£ J 4 C. 4 ddll Sj ^9 dul£ 131 <LalA <La.lk]| SJ 3^ diLLajJa 

iClujliyi diV j£ J 4 33J 34c. dj (Jla L^j 3^ di 9 j dJJIxIaI! JajLuo 3]! dil 3 dliifklil! 

La LJLc. & 3 a 3V tdijjlLV! djV J j 4 334] jAll ^093]! 334 Jlill j Ad 44 LAVI j 

344*4 du^ dl£jjudlt du^ 34 j 4344*4!! <jujLoi^ ^A j idLLnll Jj 9 d] duL Jji *4 c_ illa 44 

J 3^ J ^a^C* <!d. J .A-Jdll dj^L^aliVI diULiJ J (JUdl (J444 Jc* 3*^4 1 ^ 33 ^ 63^9]! 

^443!!^ 34c- <La*ld]| SJ 3^. djLi]! 3 n*,1 4A£4 joJI ^9 ^1^.93! 

333d! * 99 C- ^Jc* diLadJI SJ 3^ ^aC-d 3 311 (J 3^ 343 3JI 3 1 A ddu!! Jj 9 l 344 3) 3^043 
<Lal 9 j Al^.34 (J^d Jldall (JaIjuj ^Jc- ^4 dldll A 9 C- ^9 A. ^Ll^VI 63^9]! 3 4414^034]! 344L4 
(jA*^a (JUdl (J-Ujuj 4033^1 (J^d (3 34 jola 1 I, ^^3 (^ 9^4 3 1 3^aJ ^ A 3 

^39j ^9 3 .Al4d]| J19C. djlj 3 ] 3 VI a! 3 ^. 3 ^ VjV^ ^£^ 4]! 3 434kliSl 3 dLLnll 

aX^. 3^ (J^d AjJaLn^VI 03^9]! 3C. 

^49)3^ S^ 9 *^a djLJV (JjA^£ # -‘La ta liJl p 9 3^ ^C*Sl 3 1 3I A^jdl] ^ ^ (Jda 9 l ^Jalljuals V 3 

3 ^ 9 jJ ^9 -LI39VI 3^ (Jda 9 l Add 34c. Jj^al 34]! 3^ A^Lc- A 4 C- 3J 3A A^a^ldSl d 9 3^ 

S 33HI (J^a Vt\ 333^11 a£3^. ^9 34] Li 9 ld 33^ 

dlVL^aldll ^J3^]| jL^IaVI Lg- 9 J 3*4 A^a^liJI S 9 3^ 3 4 A 49 jLgJ! diVL^ajVI (jl^a ^9 

3^a 3^1 31 3] ^C>La^Jl c^l 3^01]! d 9 3^]l C* )\ ASalLa 3^ <C- 3^Jl 

A^a^d]| AjI^UjjI (JLa 4 (Jd^aj| 44 jI 3^. Q*y C* (J^di A^aJid!! A-iC» 3J # f? djUjld]| 

A^ddujt 4djl*JaLLa]| 43^j^S3 4dlj^Jl 34c. 4^lda 3^]' A4ju4 S3L4I 4S3I jadlt 3 dl 9 3]! 

3 ^A 49 il^JI <La*liJ! S 9 3^ 3^ A 4 C- 39 <c. 31^4 6L —J 3^^]! ^3' ^ 3 djl 434 jai 43 4^934]! 


£ o A 




(Jl x^ajl L_ul a x iaJ ^CljLALnJuJ) ^jjo ij^. ^a L-Sa^oII 

^1 JaVlVl JUI^I j 4Js^)C. jAJ ^j^a3l ^AjJaJ (JHaII (J-Ujuj ^Ac- cA£jjoJI 

^ja VAj ^AJjaJI C_flJjL*-!l]| ^ja AjAxJI £a ii J ^^Jl j UU ^.1 ^AkiuiJ <LaAiJl SJ 

t4 aVnAI j,^, ^g jJjuia ^1\ ^lAli UbJ <LaAiJl t labile VI Jjl ^a ^-Ic- ^1\ SjLujVI 

jl *bVI (jLc- ^ jUjola £a Jal'NJ La l^)Jj£ J A-aA^AI S J ^lijjl # <LaAaAl S J ^jLojJa ^1 
^Lla^Jl (JLoIi^l ^jja^II ^jJal j ^Cj □ 3 ^*-^ ^IAj^I JHaII (J-Ujuj ^Ac- t^LaAiAl Sj 

. 33^1 

(JIa L— A knlalAl 4 Sjb djLaAaAl (JL^q *U^aLk AAaJLudJ ;<LaAaAI SJ C-3 j^)*Jj 
jA\ Cl jLaAlaj^aA # S^>±aAl ^ jA <ja AjjL 4_1C» ^4 ^5 Jj jA 6 jjAiill j <43jtgAl CliVL^ajVI 

^)3Vn ^ VLjjaII j ,y\W 3LoC- VI ^ jg 3 a A-iilA (QoE) 4-4 ^>^4^1 34 ^ ixa\I £a AAjLoa 

^3 .L^l^l AaLb Aajud jlLo jl ?? 3 a*joAI (Jjlj^l ^^A^LjuiaII ^IjJjVI ( 3 * 6 £-bVI 

JJjJ ^Illl L-J jJ*Al £4A^J ci]jljaui]| ^bjjl ^Ic, ^^A^l^ ^)Jjlj J& <LaAaAl 6(jLlJud]| IA& 

. 2 LoA*JI 

: QOS -SI 

<LaAaAI Sj jj 3 Jj ^ Sj^l j343j tgil V) 6 dja (J jV lLujILVI ^VuJ I Labile. 

^ j)*Uaix> ^3 ^jAj 4_jl_3 c^HaI^ ^4 un ll ^3 4 JaLudll J A ^ I j\\ L '' A jl xiall 

j clu n <>iJLiJl ^ ^J ?? tilliA C^l£ . n ^^- ci^-^l" C^JjJaljIiSVI 
( 3 ^V C1j 3 J ^ cljllnll # tgi&L^J ^ali ^j£J J 6 <JLuoj l£ ^ (J-^a jj^aLJl Clu ff ^U3JjuoVI ?? 

^ C 5 ^]j ^(^ 1^1 is j 1 ola]|^ <j jjl<i]| -Lllill Diff Server ^4 sjI&I 

> Ajj^JI dujljVI ^-Ic- ClALai Jaj|j^)]| 


^1 j (J^l jxj jiiliii sj tdjl£jjai cijV aAc, ^ u\n I Lo^ic. 

^3 jI^)3JjujVI ’ Aj^)ju 1JI J-a! 3 *AI cJ^juoJ j t ft 4 j V qM1 m j f? 4-j^jud4]| n J^l ^ jlII I g ^Jjoi3J 
44_i3 jJ ^aII | A J lall ^Jtll J^juoJj a^^Jjoia]| CIjLo ^Lt^j t^-l^UllIj tdjLa^liJl ^)3l jJ j 
• cilli La j t^LaAiJ! ^a ^jlull L_flj^all j ^4 ^n^>'l tA-llLtill j tA-l^^AllIj 

(J^LaLAll ^ Jj (^^1 L<u& cAj^aLall ^.Sj LuoIaII ^A^Ajuo ^.Lji ^3^ ^ iWl ^jt Sj-uS ^LluoI 

l^alLall j (Jjuo^aII clH 0 ^>Jaj j (^^)4 La£ A-ilLllI 

• ^JsLjj^ii ^3^11 

<( jjUa\I 3aj£j I LaAlc- 1 34 ^ lij ^3^1 Q^ x } -^1^4 1 (343^j ^3 (3^4 ^3 CliljLaLAll 

^JAJ ^4 £jjA]| ^^ 5 “^ ( *— J 4L— bJa^k j| ^3 ^3^1 (3° 3^ jl ^ ^ J 

LaJj tdjLa ^1 *-a]| &AA <C-LI L. lllaJ ^3 ^ilLall J^nWitl \ kjjui a ^‘vWjui La AiAaL 3 ^Lola]| 


# ^LJI J5il! AjAulSI jj^liSI caVL^. 


c \\^\ 


i 0°i 



j-U I ^3a Aao ^ AjV cl^Jjlc. ^ ^3 A^3^ ^9 J ^ ^aVI 

Ja^ioll j^lllll cCIjVI-^I jj^ 9 j ^-9 # ^LaJ3^1 jliSl ^)juoLixi ^ic- 13 j^) 3 jl 643^]^ 
jjc. dujliVI ^}4C* L_i*ill jl CIijjIijVI 3 l " ^ ^alSVI S3b (JIa 3-nlaJ <jl 

# (JL<i*ILuo^U A^JL^a 


: fjaJt c-iJaP 

L q\lVl ^latj 3a^a ^3^ j .A 3l^a djl^-li-lj £A 4»g-a ^11 ^3 (Jj^alLuo j*L^a3l ^3^^ 

13b j 6 AjL^aLall j jAj^a3l ^JJJ JjJ^)Ja]| 3 jb ^^Ic- C* Ig.'N ^ aII ^ JVl V V I ^ajl ^9 1^99 

jA La£ jda.lj i jliill 13b # Aj jfii]| (j3aj V li^ikl L <3 Vi ^jl <j3aJ <*-$9 j>3l 

m jjAlill j) dl jj^all SJ L3^ 3^3^ 3' 3^JJ 3^^ ^ LS^" L * <^-fl j^)x>a 


; Jtusajj uAL AjtgJ 

4 qV^ ^ .j*. ;dlJ^)liVI 4 3jjuj 3^-^ (J^ Lg-g-1^ jJ ^aJJ A lx^alt Clili ^»3^ 3^ A^ ^ I Lade- 
^jaJI 3 J^ 3 J 3' A^mll j .4 ilik ^ L 5^3 3^ ^ <3 A. ^ dll jLuia >lVii 

4 x^aLkll A-A jJaVI d)V j£ jJ j^}3 1 L- llLaJJ 4 K ,^31 $3b > LgJl jujj] A_3c* lLuL£ LaC, C *3*^ ^ cjjjjj 

^Jj 3^1 (jl ^33331 31 jj 3^1 ^3^^ 3^ ^ j^>^3 l—ujjj 3 ^ aJ jjj ula ^^ 

3^3 1 3^ ^** <*^1 Clj^j^all 3^3 3^3 1 ^g,.a 13b .U%?>j 

. isochronicity^j ^ j u_^' c> jjIjj 

: UaaJt 

^9 3ill^ tL 3l\\ ^jia^)XJ jl ;4 x,A)yA j) ^)JC. ^9 ^Jb (j^axJ ^9 ^3^^ 

# Ajuii5 Jjjlj 3’ lU > 3' 3-a ^ ■ lllaJ 13b 3^3' L Qw/Kj I LoJlic. J 

• A^i^l S 4 \j^ cjl^aTi (jjl\ CjlijjIolSt 

• 31331 iS^iui 4 A^djudll j a£^^ a 3 * *q ^ 1 aj 3 ^ A^^iiJI s j 

t lg.jlc> A.Ja9l -\^\l J SJ (3° A-I^IUjVI Aj Ja>o ^JaTi ^9 6^^1*331 JajLuo ^]| 

■A^^liJI J j3* ^0 A ^ ^ A^s CliJ^^VI ^4C* ^Jjj333I 3j 3I ^jiaj^)C. 
^ 31ajj ^31jjI1jVI 3 ^ j^3! j’ ! □jIjVI 3 ^Cr L_ijLgil]| 

J A jJg333a u>a6 c.^ ^,^,^\l L_JJj^Illl Ajouuoj^ jjJ-jall 3j^La3 

Ai ^x3l AjJa j!3VI 31^ 63^331 3^ ^3- jl3j SjLujj 

j^9 ^j^a9l ^3- lj jj9 3^ Ax.^)juo c.^ lUalj SUbLja^ A x-ox-o'V^ Alx^a j 

# L_LJai3l j ^iii3l 


n . 



y& j I jilt ^g ^ILuia c - illaJJ AS Axj yC> A^I^^JI (J!ia t ^-^)^JI (J^nlalilt <La^Lui] 

# <Llli]| AjIaaSII Sj Lca LaJ 

^ja AjLia£ j iiyAJu^ Ia S^Lc- j AjIj^I j) AA^>j ^9 L_iC.^)J AS lailt (J jJ^juia 


Jaljjjl <_£Aa ^Ac- ^iS (^JSAj 


C U^JjujJ 


*JJ 


Alt /iLajJoI AS 




(j-idC-V £a ^qjq^ktt Aj 9 jit AjU^)juo jAjuoJ dISI^aII (JIa idAJjiiyi ^Ic. L_jLxAVI 

? # S y^ ^SA AS AaASII SJ ^aA. # SACr 

Aj 9 jit Aj^I^aI ^Akiuoj ^j1\ Ajj£ilt A-SIaII / AAjjj] (JIa A,jcA u«o\t AjV j£ J j j^lt Aajjjj] 

AjV^U C 5 AiA^J! 


^JA A^Jl 1 1AX * ^g jiudA lllaJJ LgJl ^AsLAJ 6^J^)A ^)JC- ^-AjuJJ AaASII ^JA ^t 3^Vt dAA 

# AAixa A a! ^ x^a^Vt A^Jlj <j^a£JIj y\ lailt yayc* 

^Aall V) (_£J^^)i]t y \ lallt y^yZ> ^ja SS ia^Vl Aj^aII A A Alllallll (jSaj tcilli ^ja ^Jc- 

Ia ^aC- ^-Isll ^jjIjAII 0aIj^)J ^Ac- Aa1*j ^Iill A A ^nlalllt ^aAn* ^ Jij l aIa # ^-Lia ^)Jj£Jt ji 

# Aj^)a 

• Aa-SA) Sj ljLI) 

^ C-LSjuiJ (Jj^at jlllt ^ja A-lllc. A-iC- AaASII Aj^1^)a S.VqxA AjLAV (JjAS 

J^ajxA J ^_llt tSb # S jjAlt (Ja^J A£j-J1 AjI^j^ ^A c* S jA^lt ^Al Ynxjjj An*s j Ajj^AII aSjjuo 

c j£aj # CAUifkllt ^ja AjAxII ^jLI^a pl^Vt J # l^-J j/ntt C J^AJ (JIa^VI £a AjISajaII ^jl-AaliStj 
^Uailt ylay£- Ajli2)lllSVt ^jt c j£aj ^ilt CljLlllIalllt (JajaJ ^jt 

JIAaII (Jaiuj c j£a1 La LJLc. ^lllt j 6 Aj5ja11 y jISaII ^ c^^^^plt 

# jj^iilt 


SJ An^ < ja Aj,\jUMI L_ijLgJt AjIa^S ^a A-LuoiLii (jjSi Ia Ullc. AiSlL AjjLaJllt AjIaALII 
(JL^ajt ^.Ic. (JIaxIaVI a^ ^ SjLc* AiUlVt AaalII Sj ^ja ^c-^)lt z* AaIISaII 

AjIaA^. ^^a! AA^)liVt (J jS yiC' (Jl jasjVI j AA^)IljVt AaA^. jk JA j 6D^1j 1 ^aAkiudAlt 
Aj jJAall Aac. tAlli £a j tA-illc- (Jaa^j Jaj^A AiaJ * illk AA^) liVt 

j^^aII ^a^)^ll AjLlAalj^)!! La ^t \! C_fljLgJt ^lj Au^)JjVt 

aAaIISaII ^JA AA*Jt C—fll X.xsik] Ajuj) ^A JaLAII (J-SaJ A^iASlt SJ ^A ASjjudll ^jl ^1\ ^iAj 

jA^oaI A^.L^j (JjAa dA^.1 j A-aASII SJ (jt C*n^k SJAuIa U>a6 A ^1 j\Jo1a ^la A-iijLgJt 

^SIaII a£j^ 1 I SI£Ua J^ls AjjlkAlt ^lAaVt AjI jaII c> Z 60 u' UJ>b cU^Jd 

A lai^IiA AjLjat^)l3t (JJi Aj^)^11 

^Ic- AAxj A«aAS11 dJ cJ^a (J^Iil Ajj\J^3a\I A-ilStSl Jajl j^)lt AJlILiaII jtA^ 

^JA^LiIa ^JA La ^jVt AA^)HjVI (jt J ^JjA.^lxjJAtt ^)A 

^lj a^L^JI ^-*-L (j! cJLaIL^I cilliA ^^jja^VLjja\I 

Lc. j-lAj-St ^-ij.^aJ I LaA A-slSu AaaJI 





Wireless LAN as+X I 



dlLo ^Ac- A-IJ^jujL^JI cijl^jjaJI p jj (j}\ • Aj^Iuj^U) CjI 

^aJaJ SjLc- ClA^JjoAl ^ ^jj Clj^Lij^a jlill c^J^LuoVI ^al^laJLuol Mx.W ^J-1J 

AjjJJ!^}]! ^1 AjjuaJ^liiuo ^1 ^al^V*Ual ^*vMLj CliLo (J^J 

.c*\ud\t A-ljljjjill Aiflall SJjIc. ^aJJ ( \jVn\l 11 a j # ClLa jLt^Al SjLuiV (J^U^£ 


: Networks Wireless 4 j£L^U1 AaUJ) 

^jll J cAjI^aII ClA£jjaJlj ^AjuoJ Ia ^al'l VuJ ^A] Aj jV I L_J ^JudLaAl frl^C* 

c> cr^^' J j (Local Area Network) ^*i<A ' jL^ilI LAN 

(Jjl^IIjj A £jjudlt ^Ac- l g ^-iij jj<A I ^ja S jj^aalt Detail cillA 

£a (Jj^al jAll ^ja ^1u£a i"* 11^ l g CljLo^l^Jl ^ja AjAxAI Chilli £>A& CjjA J JiaB 
AiLjaVLj CljLliiIallll J 0 aI^)JI SjIAjjuoVI j ^g.jJaxj 

C5 ^ J (J^ ^*Al Q^ 1 * } ^)Ji Aa Cy* IAa L)^ A^^ILIa CLAjLij ^c. I jfi ^Aj £ ^1 ^]| A_ijISa] ^Aj 

;^L Iaj JjjI j*AI &A& ^Al <jl ^j£aj Cljl^jjuoll &A& ^al^klLuol ^LuojI <ja CIjI^j 


JJiC. Iaa CIuLj ^iLa ^Al (Jl x^aliVI jlg-aAt ^Ac, L_la> jJJ Clll^ A-ijljjja aAj^s j ^A] Aj^LaAl 

a^I^a] Cy*^ lA^° ^ AiLja] iC* 1 n\l (JjLoj A^JjoJI ^AjJa ,Vax\l 

\YL^\N (J ^\ cLjI^-iaII ^jLj 3 jil! l_lujI £juj! jUiliVI ^1) 

A-ualiSl c- L_illa]| S^Ij j ^1\ CIjjI A-ij j^)j£JVI C1 jI^)^L<i]| j j 

jlL 3n^s L_jjjill (JjSIulaII ^ A-u jjj£JVI U2Ua. Lat& Ijj^ ixVujj j 

^UjJaLJl J A-Jc. jLuc-VI ^^Laiil ^Uailt (JIaiLuoI ^1\ ^hw' 1 Jx^ax\l 

Aj£1juo^UI jjuac ^J] J 


j Wide Area Network WAN J' oy VI J] s jLiVI 
e I^L,b c^liL^ Jj a^ jll c^U jLt^ll J- j. ^Ij Wireless LAN WLAN 

# A-iltc. Ail^j CIjIj A,j r iVi A_nj 1 AiLja] j/iiVu Cj ^UUj (Jaj Aj^I^JI A.^JaiVl 

(Jl. x^aV V 1 dJLc-Ij Al^l (J^- V t ^JaS 


n\ 




ciL/Lij^a jllll aj^aII ^ Au Ia^s a £ jjudlt Saja^> Sasc AiLAa] 1 Aa^)I I a] IaI 
caa! a£ (JaI &aa jj a qKMl SaIj j &^jAj ^Ayj ^ Ica J a^Laa!! aj^aII j 

i** lia> j l g ljAxJ Sjj^)jJa IcA Iaa Ia^X-juj ^lijjlj i"* A £jjud3t &AA *Laj] A \J9 

Wireless caI£jjA] 1 ^lAkiujt ^1\ a^> jiill Iaj a_i1c j^*\\ caI A lai* ^a 

Aj JJA Clilacl C* n«s c<j£ioJl CAKuAl I^Aa CAjIc (J^LaaII J jiaJl CAaAS ^^lill j LAN 

C-LAjx.^a jlill ^JA Aj^aII A^L^JI ^jjA A^Jjuall dAjA^ dA£C AiLjal A j\aC d^)-1j£ 
£LA (AAc A£jjaJl (JL^A ^JAjJa (J JA"\ a\ 1 g.'vll £A Aj^S^J A-AI^a] ^A ^A^lj cA_l£ljul]| 

m cA£^\ ^ a^WaW AiKlI jUcVI c>u IkVl 


<ALa^UI 


CjI\ujj\I l_sjj*j 


^jI£a (^1 Cull ^jI^aU ^jVI ^r. u«al (WLAN) ^ A j\«sa\ 1 Cl A£jjudll 

^J^Ajj (l_1^J L-jV)(JI _jl (J^A^aII C_LoJ jL^i! ^IaL^ 4aIjl]| J) oAj^j 

a1aI£ Aj^^j CAjjIijVI ^Ax^alill j jjj£JI Aj^>j ^1 ^^allA jl (JjujjJ (jl ^jWuuj c^lual ^1 
(jljJa A£^)Cu CllljjUa ^jIa ^^Ac 2004 (Jd^ L>* cJjVI (JJ^LolaII ^jI£aU 
<J£ j cAjjIAVLj (J ja^a\1 ^IaVujjI ^joiiLVl 3 ^j^a\1 ca^_ic j!>Lk a-AIaII 

WLAN wireless local aj^Iajj^UI ajWaII caI\u!u\1 ^^a j saja^JI a jffllt Jca^j Iaa 
radio ^ jit s jLSI caj jiAVI JL^VIj aajSsII ^aa ^lajajj area network 

cjc- 6 jUc. -U^LuJI -Lllill Ia( .^XaVi JL^jVI ^ Vaj frequency RF 

Jallill a Ac- ^jl # ciiijlijVLj C5 £La^UI ajl&I ^Ia^iLujI Lg-iS *A\ »j k ± \ ^\\ 

JalAill A j Y<n AaIixj Y % % O ^Ix- (J j ^.jA^k L_bVVI CAUa j <A^Laill 

;(jL^ali^U ^J-lLaUJJ ^JJJ*«VlC ^^-Ic <AkLaJl 

6 aj^ja jjii a5j (wireless computer cards) l^UJI caULLj . l 

^ AiUajll fiAA <iLja^U <L13 A5 jl ^>^■1' jLg-a. ji (J JA^ a\1 jL^JLj 

aS^x j A-iiLj!)UI aj\^ a \ 1 caHajUI Jj^j ^1 (access point) A j - 2 

(J jj^a ^]| A la^j <i£A a (J^ Clia AikLuj JaULl ^ ^lllt dj|^)jUail AjjouIIj IaI # C1uj1ijVI 

(JlfluJ Cl JJa^A ^)JC* ASjjoJIj Alkali Aj^aLk A-icl u^a jIaSIj Ja n^A D^jUall ^ jLk ^jI ^A ^p£- 

# A-LCajl 

• AjSluu^Ut CjIS^uJI CjI AtAkluut 

0*i AxUll A^UJI Aja AjJIJ! CAVL^liVI ^ I I JJA A^^UI CAll^l CA^J 

Ai jiaj jl^iSl ^-ic SA±3 lj CAliLaLAl CAIa j1*-a (JLuojI (J^aj cAjkLuo^Ul CAI£jja]| ^lAkAjuol 

LgJ ^ u^al j cl^kA A-ikLuj!)Ul CAl£jjudlt CAjjJaJ cCAa j]| (A11 a AIa # AA IJJ A-AaC 4 aI^juj 

;L^Aa ^)^Aj ^Ajtjujlj CAVL^^ ^3 d^)-u£ CAl AlAkjjujl 


(Jjb-al jlill L^AlAkAjuol aIa^j ^JIjlSI (J AAkuCa CAI£jjoj A aJVi) (J^juoj Ajj\k\l c_flj| 

# ^JLxJ! ^.L^Al (j-^al-kjuol £j±± 


nr 



i** A £jjudlt ^jjL^al ^jtJujLuj cijliLai^] 31 S j-uS cijLa ^1*-^ (JLuijI 

# Jj^al jllll AdC-li^all jLoSVI (J^li 

^l*lilLuAj ^)Jj£j (J^-juoI Cll^dj^al - ^ jJax j £A AJa^)judll j|^)Sl (Jl^^ajl^ - aX^LxJI i"* ^V l 1 

aAL^I 


£J^}juo (jL^alil ^jj 3 jlil C1 jI£jjoJ| VujjI £.1 ^juo ^Jc* ClA£^)jud]| j jl^VI ^ U^al 

/iAixj jl AjjjS diliLuix (illi ^jl£ P I ^JUO 

djjjiVlj (jL-saJ^U Aju^yji j A aIijuj S-^I^H^I jA <j£iuo!iUl C^l^ulSl ^jI j3 ^A I 

JUJI jA La£ (J£julJ ICA jj3 jIij ^uuaj A-nj jj V < ^l]| J^LLiaI! ^k 

AjaLaII ^Joxa 

A iN t\ l**A <,\iiA\ ^tw*u CjUAuu j CjI jjI ajj 

• AjSluJt CjILuaI) Jauj jjj£ jLuu j^uujj t t^At £ja 

&1a <j£iai]| c!jI£jj^]| <ja jj£I ^jI ji <j£iuo!iUI cji^jill (wirelessness) ^ jj-^l 

Cl ijI ^j£aj C5 lLi!>Ul l_j jjuoL^JI j ^jUad^JU jjjl^ll CIjL^. ja ^>aj 3] Aj j^aII CjI jill 

# CliijjJ ^jojua^VI JjUaJ ^Jc. ^jI£a 

cc-Luia 0^1j^)j lals (JI^xjjuj V 1^ clcc«VI ^11 aI^-juj aALj!)UI cIjLSjjuISI ^Ic^iLujVI aJ 

L_Luol c^lliA J Aj£1juoV CjVIj^I A^ ul AiUaJJ l_j jJ c^Luodl jl Jllill L_J jjujLaJl jjg.Vi j 

.^JJjliijuo d^-^.1 (JIa AsUajll fcC^-J 0&'>^ 

^3 £ ^jujVI oil j AiCj AJaJa^A ^jl i ^ I^J Aj£Ajuj^UIj Aj£Ajui1I i"* A £jjud]l ^jl • la-lLa-^Illl 

A-iLaC> 1 Q Kj VI ^Axlj L-JJ^o (J* AjI Aj£Ajoi] 1 A £jjud31 

AjUxj l^J 1 ji c < 1 -Nj (illi] clj!iljl£^ A-i£iudl! djK ul\l CIjU j£>a ^jl AjLix^all 

c.^ ^,J j 1^\1 c^lli ^)J^J l)^ 0 ^ LS&^ A.J^\ajj^UI L ^ K.n ^W Lai 

AjLlsII (jLaxluiVI JaLaiV C-iLS^LuJI 

jCjLiLill ^0 ^jJa jJ ^jl A jqA ^ AjSLi^UI A £jjudlt • (jl^G 

L^-iS Aj£1juj A£jjuo JaJ j L_lxj^a]| C5^ ^j£L<a^U LoLaj AjjuoLLo L_)l^ Uxi\l 

.A^j.vill CljULnll L lalLall (JIa 

(J^.l-Cill (j-o (^^*-5 (jl cjilj a 1£Lq (j! C5 lLo!ill C1 jI£jjuj ;Aj11a]| 

(JJjSJ (jLciXJjuol AJ 1 (j! 

# C1ujjj 

^Kj Aj£1uj^UI PCI -SI AiU^ Cu3l£ aJLc. c^l£ a^^UI cJ<^1\ jU^I jl : jU^Vl 
jlst^VI j' '-^ j-^a jjjj 30 2004 ts^ j 200 f'-c- jjj^ 100 

# C1j ^ a.^iVujj^ (JA J^£JI jl-C^I Cli^jj^ai A-i£1juj!)UI djl\ul\l ^jl J A-illc. C* UjjjS ^jVI 

;L^-aaI Jxl J^LulaII aj£1juj^UI i** A £jjud]l 6^1 jk\\ 


Hi 



(Jl jL^ajVI V 4 ^ dll^^jui (Jj3 4x- ;Jj3l ^2ll CIj^I^juLo 

# (J^Lola]| ^ic, c * \\x*\W ^-Sljubj ^g.'N ^-lIVl Jfl j\ L^jJaxJ 

^I^JLujI j Sjjoaljui 4j jjs-^a j^aJl i"* A £jjulSt Llajl tdlLc. ^ jSj 4 j£jjuj^Ut i"* A £jjulSt ^jl 

Ethernet j^V' 


A-iIaJu ^AjJa ^a^uai ^1 <jV 4 jx-o jx-ro^vll AjLcl^. C* n*s L AxjJai 4 _i£Ajuo^UI ClA^Jjual! 

*1^.jj t4 1£juL&]| (J^. JaJ # 4Ajjudl! 4J jLa^a 4 , 4 j^\ajjV a£jjuo 

Wired ^ <jal£^ll 4 <ALuo^UI ^Knii" ajL^ 

WM j Ajalill ajU^JI ^jj ^ ^1 Equivalent Privact WAP 

c> ^S' £i* ^ j£i UI^j j £ ii ^211 Fi Protected Access WPA 

# Lg2kjLuo 

• Ajiluu^U) ljI ^uuW (ja uijLk^ 

(J jq^k\l j C 1 jI£jjoJI jl,4^\l Cloljjl 4J jVI 

&A& 4 dullJ 4jtJali 4jj) J j ^a^C- ^aC-^)]l ^-Ic* 4 

aS^aA Lake head 4-*-*^ o^j o-^j ^*3 dil^lc-bVI 

4-jjgillal (J 11 ill jjjIj ^jl (J 1 ^ AjjuiJ 4jt>aLaJl ^ ^ ^xuJa 4-l£ljudV 

^)J^I (j£judJ ^j( C—l^J LljljLla^)juJJ 4-jL^aVI ^Ic- 4 j£jjuj^Qt 1 ** A £jjuilt £jC* 4^jLl]| 

b Jjjtjil 11 a ^4^4 (Jj3 

: IEEE 802.11 JjSjSjjJI 
IEEE 802.11 ^jL^U ^Jal! ^Lmll 

Aajxj J A-ijlj^-iill dilj 4-C- j)^y «q L_alljj 4 xjuia> ^ 4 j±2a • 4-ijlj^-iill 4 o ^tl 

;4-Jl2]| CIl^I diLiiSllI Sjlcr 

Infrared IR *' j^Jl ^4 A*JiVl 
Frequency Hopping Spread Spectrum FHSS j^' cAikil 
Direct Sequence Spread Spectrum DSSS j * ^ikll 

4,j\^C> 4J (J3^4 (J jJ CljLiila 4 ^jjajujyj L <& 

# cljULnll (Jaj jLaJV L_iiaLkIlll 

^ ^j-ll2J^)Ja 4 q 6 jlA t_Sj*J >( _ 5 -a^lc.Vl (Jjj^a_j]l 4_jal^a A^jJa IVEACl 4jjla 
Distributed Coordination Function £ jj4l : J J] 

MAC Layer -5' u) Point Coordination Function 

J^lc. 4 _a 2 ^—ic. (jjjumJI (J^alx- ajjdjj cAjjIjJjjsJI A^jJaJI 4 _a 3 Ale- ^Ja^Iij 

jj4l ^Aumll 


£lo 


Ajtgi 

L> t J (3f^ ^ 

J^'j ^ AjLxIIj 

l_)Ij£1I Aj\j£ (j-a Clu^Iijl ^3 (jj^l l.l£Jj ^ j .^jall Aiij 

. Ajs clia j ^a jl Au! JLJ j 

• (. _ jU£JI 

CCNA Routing and Switching ICND2 200-101 
Official Cert Guide By Wendell Odom 

CCENTCCNA ICND1 100-101 Official Cert 
Guide By Wendell Odom 

Cisco CCNA Routing and Switching (200-120) 
Official Cert Guide Library 

Cisco CCNA Routing and Switching How to Master 

Ajl£^)j j ah I a j ^fLlc- 



